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Nowadays, there is almost no active medical device without some interaction with software. Since the introduction of the European Medical Device Regulation 2017/745 (MDR)
and In-Vitro Diagnostic Medical Devices Regulation 2017/746 (IVDR), the industry talks
about the impact and classification of Medical Device Software.

Medical Device Software is software that is intended to be used, alone or in combination, for a
purpose as specified in the definition of a “Medical
Device” in the MDR or IVDR.
More precisely, if software is used in the context of
an illness, injury or disability for the purpose of monitoring, prediction, diagnosis, alleviation, prognosis,
therapy, the control of conception or in-vitro diagnostics. Medical device software can be a standalone
device (i.e. Mobile Medical App) as well as software
which is part of a medical device. If software is
intended to drive or influence the use of a (hardware) medical device and does not have or perform
a medical purpose of its own, nor create information
on its own, it is considered to be embedded software of a Medical Device

ware as a Medical Device (SaMD). Importantly, the
definition of Software as a Medical Device, does not
refer to the related platform and/or technology (i.e.
mobile app, cloud, server, etc.).
Software as a Medical Device is intended to be
used for one or more medical purposes and performing these purposes without being part of a
medical device (non-embedded). In other words, a
standalone software product.

While the above definition seems to be clear, it
must be understood that Medical Device Software
has to be differentiated between Medical Device
Software embedded in Medical Devices and Soft-
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International
Regulatory Requirements

In an international context it is very important to
think about all the country-specific regulatory
requirements that may be applicable wherever
you intend to market the software.
Depending on the country where you intend to submit your Medical Device Software application you
need to consider the local requirements with respect
to the design, development and operation of the software. Most countries require the international standard IEC 62304 (Medical device software – software
life cycle processes). This standard is recognized by
the EU, Australia, Canada and in the US. China has
implemented an equivalent standard YY/T-0664 (Medical Device Software) as a recommendation for Medical Device manufacturers. It is important to wisely

choose an accredited test laboratory (either a National Certification Body or an accredited Testing Laboratory) for the purpose of certification to IEC standards. Depending on the company’s regulatory
strategy and the corresponding countries where it is
intended to market the Medical Device Software product, consideration should be given to requesting a
CB scheme format which includes the testing of the
country-specific deviations at an accredited test laboratory. The CB scheme format supports the mutual
recognition of testing reports from accredited test
laboratories in different countries.
The recently published standard IEC 82304 (Health
Software) is not yet binding in order to market a
device but can be considered by your Notified Body

when it comes to “state of the art” discussions.
Companies should be prepared to justify why this
standard has been ignored. Basically, this standard
is only applicable for Standalone Medical Device
Software. It should also be noted that this standard
is not only applicable for “Medical” devices. As
suggested by the title, this standard is to be applied
to “Health” software, meaning any kind of apps
which inform you about health status (i.e. fitness
trackers, body weight, nutrition apps). IEC 82304
refers to the development lifecycle of IEC 62304.
Differences focus mainly on the accompanying
documentation of Health Software products and the
change control of such products in the post-market
phase.
In Europe the classification of a Medical Device
product needs to be considered in accordance with
MDR, rule 11. For many Medical Device Software
manufacturers, the introduction of MDR necessitates upgrading their existing software classification
(under Medical Device Directive 93/42/EEC) to a
higher risk class. Manufacturers who want to enter
the Medical Device Software market, would be
advised to consider a proper strategy, helpful in
fulfilling the requirements of MDR. Even software
with both a medical and a non-medical intended

purpose need to cumulatively comply with the requirements applicable to devices with an intended
medical purpose and those applicable to devices
without an intended medical purpose (see MDR,
Article 1, subparagraph 3).
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Strategic Impact
of Product Classification

A smooth constructive development strategy
can be chosen to continuously enhance the
intended use of a software.
This is done by starting with a quality-ensured
non-medical device, to initially gain knowledge and
data, before the evolution to Health Software, SaMD
and finally embedded Medical Device Software.
Following this path, consideration should be given to
conducting early market studies to identify if the
software has a Unique Selling Proposition (USP) as a
medical device and a clear scope. Having a deep
understanding of what major features are part of the
product is the starting point of product classification.
This helps determine the strategy to establish
technical documentation to pass the conformity
assessment of the related classification.
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Challenges

3.1.Interoperability & Cybersecurity

3.1.Artificial Intelligence & Machine
Learning

As electronic Medical Devices become increasingly
connected to each other and to other technologies,
the ability of connected systems to safely, securely
and effectively exchange and use the information
becomes critical. Cybersecurity concerns arise with
the increasing medical device interoperability.

Machine Learning is an artificial intelligence technique that can be used to design and train software
algorithms to learn from and act on data.

The FDA issued a guidance document in 2017,
Design Considerations and Premarket Submission Recommendations for Interoperable Medical
Devices. Another is available from Health Science
Authority (Singapore) (issued 2019). Interoperability
means systems being capable of connecting with
different platforms or operating systems of Medical
Devices (subsystems) via an interface. Such requirements should be considered within the requirements stage.
It should be considered that interoperability has an
impact on a lot of specification and testing activities.
Starting with device description and the interconnectivity to other devices, it is important to have
documented evidence for testing with related
devices. A signifcant challenge in the post-market
lifecycle of interoperable software is to stay informed about changes of interoperable devices when
amended by their manufacturers.

So far there are no specific regulations for Artificial
Intelligence & Machine Learning aside from the
known basic standards & principles. If manufacturers develop Software as a Medical Device for
collecting and analyzing data, they need to apply
Computer System Validation (CSV) processes to
their development environment as mentioned in ISO
13485:2016, 4.1.6 & 7.5.6. Additionally, the FDA
requires the same design controls (21 CFR 820.30)
and application of software validation as for any
other medical device. Furthermore, the product
itself needs to comply with known standards such
as IEC 62304/82304, IEC 62366 and ISO 14971 and
as required by the list of recognized consensus/
harmonized standards of national competent
authorities (EU & US).
A particular challenge with regards Machine Learning is to maintain the validity of conformity. Imagine a device that adapts user interfaces with regards
to warnings because of Machine Learning. This is
why software developers create an algorithm that is
‘locked’ so that its function does not change, or
‘adaptive’ so its behavior changes over time based
on new data. It also makes sense to specify ML
software libraries as Software of Unknown Provenance SOUP as mentioned in IEC 62304 (FDA
terminology: Off-The-Shelf software -> OTS). For
in-depth information, the FDA published a discussion paper recently:
Proposed Regulatory Framework for Modifications to Artificial Intelligence/Machine Learning
(AI/ML)-Based Software as a Medical Device
(SaMD)
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SaMD & UDI
(Unique Device Identifier)

If software is provided on a physical media, the UDI must be applied in both, human-readable and machine-readable format on the sealed device packaging and outer packaging. For all delivery models, the UDI
shall be available within the user interface, i.e. “Help” or “About” menu in the task bar.
A change of software means changes of the UDI parameters need to be considered. An overview of change
requirements is shown in Table 1.

Detailed comprehensive
information can be found in
guidance document of the
Medical Device Coordination Group (MDCG) 2018-05.
UDI Assignment to
Medical Device Software.

Remark 1: Whenever a UDI-DI changes, the change should be considered as significant (major change) in
related design change procedure.
Remark 2: The listed change reasons are only a set of examples affecting the UDI parameters. There are a
few additional reasons outlining when the UDI needs to be changed.
For detailed information refer to: The architecture of the UDI database - Basic UDI-DI and UDI-DI attri
butes for Medical devices and In-vitro diagnostic medical devices

How our experts can support you
Software is one of the most important component of an active medical device as it is challenged by very
different regulatory requirements such as Data Protection, Cybersecurity, Interoperability, Risk Management
and Usability etc. Additionally, the quantity of change cycles of Software is statistically enhanced compared
to hardware medical devices. Considering the validation of software testing, where 100% testing of the
code is not practical and the above-mentioned challenges, it will be a key success factor to have competent
partners on board.
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