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CLOUD ADOPTION
IN THE FINANCIAL SECTOR
Financial markets and
technology are closely coupled
and are likely to become ever
more so. But evidence suggests
that the use of IT and technology
in financial markets is neither
comprehensive nor complete, yet
alone optimised. There is plenty
of opportunity for improvement,
argues Michael Cooper, as he
explores the reasons why cloud
adoption has been somewhat
pedestrian and what might be
needed to facilitate a more
integrated state. 

Cloud architectures and cloud service
models represent a significant IT trend in
the development and presentation of
technology across all industry segments
and for most, if not all, functions. 

Given the characteristics attributed to cloud
– flexibility and dynamism, granularity and
optimisation, improved return on
investment and greater efficiency – it would
be reasonable to anticipate that financial
markets would be drivers, early adopters
and adapters of cloud services.  

Yet this has not been the case. Given the
overall state of financial markets post 2007-
2008 and the incentives for organisations to
be increasingly agile, this seems counter
intuitive. 

Technology in financial markets
Financial markets and financial market
practitioners have a long tradition of
identifying, adopting, adapting and
integrating new ideas and initiatives into
their businesses. The exploitation of
technology in the financial markets is an
excellent example of this aptitude, with an
attitude of exploration and a mostly
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uninhibited approach to the development of
capabilities. Technology, as a consequence,
is tightly woven into the fabric of modern
day financial markets. Evidence of this
includes the following three examples:

Exploiting technology to obtain information
more quickly than competitors. Latency in
market communications has always been
important – getting information quickly
confers a market knowledge advantage
that is material. It started with Julius
Reuter and the use of carrier pigeons. In
electronic trading the ability to see
opportunities or get to a market and
execute before anyone else or at a precise
point in time is very important – for
obvious reasons. So financial market
participants are prepared to invest in new
very direct physical paths to be developed
(with consequent reductions in
transmission times) e.g. Spread Networks1

terrestrial optical service from Chicago to
New York, Hibernia Networks2 and the
build of a new transatlantic cable. Line-of-
sight microwave links and similar
technologies are also used.  

Using exceptional high fidelity audio to
improve counterparty identification and
certainty. Capabilities on a busy trading floor
environment are also key. An example is the
BT Turret3 and trading floor integration, and
particularly the new touch-screen turrets
which are designed to sit on a trading floor
desk and support hundreds of calls. Given
the noise levels and other distractions on a
typical trading floor, it is essential to be able
to categorically identify the counterparty of
any given call. Hence, the engineering of
high grade audio fidelity into the BT Turret
appliance.

Deriving intelligence from market noise. In a
“Big Data” world with an increasing number
of, and more extensive data sets, clever data
analytics are a must. Artificial intelligence
capabilities are now utilising behavioural
analytics and are being used for all sorts of
uses – from performance optimisation, as
part of real time surveillance and pre-trade
validation, and for the forensic review of
activities.

Despite the closeness of the relationship,
the use of technology in the financial sector
is by no means comprehensive or
optimised. Evidence of this include the lack
of trust stemming from high profile IT
failures, consequent regulatory scrutiny and
encroachment, the emergence of a
multiplicity of entrepreneurial technology
innovations, lead times from recognition to
incorporation, and simply the fact that best
practice in IT takes time to roll out.  

While there is plenty to do with regards to the
adoption and application of technologies, the
nature of financial market requirements, and
indeed the source of these, continue to
evolve. Some of these changes reflect market
opportunity, the consequence of regulatory
imperatives, responses to significant IT
developments and trends that have had a
material impact in other sectors. 

One such IT development is cloud and cloud
services. This is a significant global IT trend
which financial markets have been
grappling with, but for which adoption has
been somewhat piecemeal, uneven and
arguably erratic.  

This is somewhat surprising given that
financial markets are operating in a world in
which increasingly reduced and constrained
budgets need to satisfy both increased
obligations and less accessible more
complex market opportunities. The
difference between infrastructure and
operational costs against revenue earned is
closing resulting in significant downward
pressure for infrastructure spend and
budgets. Efficiency, cost reduction and
return on investment are key considerations.

At the same time, the need for adaptability,
agility and flexibility has become increasingly
important. The need for service and service
differentiation to become more nuanced, for
agile working practices to become more
pervasive, and for responsiveness to be more
immediate, will drive changes that are
becoming as important as cost.

Against this backdrop, cloud services
offering improved return on investment, IT

optimisation, flexibility and dynamism,
predictable and granular cost models would
seem ideally placed. But financial markets
are hesitant in adopting cloud services. Why
is this?

Potential of clouds
‘Cloud’ means different things to different
people and has, sometimes inappropriately,
been associated with a wide array of IT
functions, products and solutions. Even the
term ‘cloud’ albeit intuitive is somewhat
inexact and emotive – especially when
compared with the precision of specialist
acronyms more commonly used for
computing and IT terminology.  

From a technical perspective it is generally
taken to mean shared, utility and service
oriented, compute, network and storage
resources on a standardised infrastructure
that does not require detailed understanding
of the underlying elements. It is not really a
new concept but rather is the evolution and
integration of several technologies –
virtualisation, service oriented architectures,
grid and other related technologies.

Cloud also implies a dynamism, flexibility
and granularity allowing its exploitation in a
wide range of applications and commercial
models. Cloud services do not just expose
cost savings, they expose efficiencies and
new capabilities that in turn create the
opportunity for quite fundamental changes
to business and operating practices. 

Cloud has clear significance and potential
for all industry segments. Current cloud
services are forming a baseline that will
evolve to incorporate more sophistication
and depth to become ubiquitously
consumable. This will be true both
technically and commercially. Cloud will
become a pan-industry industrialised
capability.

At BT we are firmly convinced of the
materiality of the “Cloud” trend. We have
seen evidence of the advantages and
benefits that flow through our BT Radianz
Financial Markets network cloud for some
15 years.
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1See  http://spreadnetworks.com/ 
2See  http://www.hibernianetworks.com/ 
3See  http://www.globalservices.bt.com/uk/en/products/financial_services_its_netrix 
4Available via:  https://www.gartner.com/doc/2855317/it-market-clock-storage- 
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However, cloud is really still something of
an emerging and maturing technology -
probably about the “dawn of standards”
point on Gartner’s IT Market Clock,
certainly not at the “Zenith of
Industrialisation”4. 

Despite numerous cloud instances, and
their use in many IT services, cloud is still
being defined and is still evolving. This
brings uncertainties and inconsistencies
that have constrained adoption,
particularly in financial markets.

Deterrents to cloud adoption in financial
markets
Selecting the right cloud variant 
There are and will continue to be an
increasing number of cloud instances, and
there are no real signs (or indeed logic at
this juncture) of these abating. Different
instances of cloud have different
capabilities, the simplest being the
difference between “public” and “private”
clouds and indeed those hybrid solutions
that incorporate both. Frequently the
instance is tailored to a specific industry
segment or client requirement.  

Geographic and geopolitical dimensions also
come into play. But what is acceptable, even

best practice in one domain, may not be
appropriate or acceptable in another. This
may be because of different legislative,
regulatory, cultural considerations, or some
composite of them all. While commercial
and legal wrappers applied to cloud services
will need to vary; there will also need to be
considerably more depth and
standardisation to these.  

Uncertain client requirements
If cloud service provider propositions are still
evolving, so too are the client requirements.
And this is compounded by the need for
cloud developments to reflect the
developments of a number of related IT
trends – an example being cyber security
considerations.  

Supply side uncertainties
But an increasing number of cloud instances
is also a consequence of the competitive
plays on the supply side – different
infrastructure suppliers endeavouring to
compete, the introduction of more providers
as suppliers seek to expose cloud
instantiations of their existing IT products
and services.  

Ultimately this will lead to product
commoditisation and redundancy and

erosion of manufacturer differentiation.  The
supplier side landscape can be expected to
change significantly as this trend plays out.

Standards
Where standards exist today, infrastructure
and cloud service providers can obtain
certification and accreditation and they are
incentivised to maintain and develop these.
However, there is still some way to go
before standards reach a level of maturity
necessary to enable a more rigorous
requirements and compliance regime to
emerge. 

Here to, transparent and well-defined
requirements are needed. The likelihood is
that requirements end up being defined by
the cloud services providers in conjunction
with regulators and industry forums.

Referencing those standards, or industry
best practice in the absence of standards, it
is the responsibility of the cloud service
provider to clearly advise the market the
degree to which they conform.

New requirements on telecoms networks
The adoption of cloud and the consequent
trend away from own-premises and own-
data centres places particular requirements
on telecommunications networks. It is not
enough that these cloud destinations are
reachable, but they must be reachable
within particular contexts and with particular
attributes – a secure private connection or
VPN for example, or with absolute certainty
regarding transit paths, latency or some
other metric. 

Specialist expertise
Given the range and evolutionary stage of
cloud services, the numbers of cloud service
providers, and particular constraints of the
financial sector, financial market participants
will require support if they are to achieve
business optimisation.  

The support could include helping with
decisions on which cloud services to adopt,
where those services should be hosted, how
they can be reached over which telecoms
networks, and what capabilities those
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Security has always been a key concern and a priority for financial markets participants.
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networks should exhibit. This flexibility of
approach is consistent with specification
variance or personalisation, together with
some segment-specific considerations.  

Other deterrents to adoption
But there are three key reasons offered by
financial market participants concerning
their reluctance or difficulty to embrace
cloud services – regulatory obligations,
security and performance profiling.

Regulatory obligations
Financial market regulators and obligations
under market regulation are frequently cited
as barriers to adoption. 

The regulatory position regarding the
location at which critical processes run or
where personal and customer data is stored
is one such example. Financial services
companies very often claim that their
regulators effectively prohibit the use of
cloud services, or the storage of data
outside of a political boundary, or the
manner in which data is stored – even if
that prohibition is implicit, a consequence of
the absence of explicit permission.  

However, closer inspection of existing
operational practices and regulatory
statements undermines this assumption
somewhat. Very rarely are there explicit
prohibitions regarding the adoption and use

of cloud services. And there is some
evidence that regulators are becoming
comfortable with the use of cloud.
Nevertheless, the position and advice of the
regulator could do with a more explicit
presentation.

Take the case of the location of data.
Locating data outside of a particular political
or market jurisdiction for the most part
requires certainty of location (which not all
cloud providers can assert) but, where
permitted, requires the financial services
company to assess subjective and
potentially transitory criteria like stability,
legal process, access and certainty. Given
this, the conservative (safest) response is to
locate data in a private local domain –
certainly for data which is confidential or
where there are duties of care (e.g. clients’
personal data).  But further inspection of
specific regulations and provider capabilities
will offer opportunities to exploit cloud
services more frequently than is currently
believed. 

As a consequence, it is perhaps rather
surprising that cloud service providers do
not more explicitly assert compliance, certify
or otherwise guarantee the use of their
service for specific financial markets use
cases.   

Overall though there is the need for much
clearer communications from the regulators
to which the cloud service providers can
respond with unequivocal statements
regarding compliance.

Security
Similarly, domain control and particularly
security concerns are another frequently cited
barrier to adoption.  Security has always been
a key concern and a priority for financial
markets participants – but recent events
(successful security exploits and attacks on
financial market firms) combined with the
increased sophistication and range of
attackers, more extensive offensive cyber
capabilities, and the ease by which these are
propagated, have led to a dramatically
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It is the responsibility of the cloud service provider to clearly advise the market of the degree to
which they conform.

Financial market
regulators and
obligations under market
regulation are frequently
cited as barriers to
adoption. The regulatory
position regarding the
location at which critical
processes run or where
personal and customer
data is stored is one 
such example.
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As specification for cloud use in financial
markets becomes more certain, more
complete solutions will emerge addressing
the key concerns and requirements of
financial markets e.g. security. This will
lower barriers to adoption. 

Which is not to say that one size will ever fit
all. Where additional requirements with
particular domain or segment specificity
continue to exist, these will mostly be
available as extensions or modular options. 

We anticipate, therefore, the inclusion of
different technologies and capabilities
incorporated in a cloud context, and the
existence of financial markets-specific cloud
solutions both as a consequence and a
continuation of current state.
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increased focus. As a consequence, security
attributes are a mandatory consideration and
an absolute barrier to entry if not present.  

For many financial services companies the
instantiation of infrastructure services,
particularly in a shared public cloud
instance, is difficult to accept or even
consider for many services. Private cloud
instances are considered more appropriate,
principally because operational control is
complete and they are generally hard to
access from a reachability perspective. 

Whilst this position is understandable, some
cloud service providers often provide a more
inherently secure proposition than an
enterprise private solution.  

One reason of this is that a cloud provider is
able to offer service aggregation in purpose-
built state-of-the-art premises. Further, service
architectures and designs frequently
implement very high grade security practices,
tools and techniques many of which, although
available to enterprise, would be inaccessible
because of cost or specialist skills. 

Performance profiling
The other key limitation to more extensive
adoption of cloud platforms concerns
performance. Here there are two key items
that are contentious: (i) the ability of cloud
infrastructure to provide the level of
performance demanded by some use-case
instances – particularly high performance
trading applications, and (ii) the ability of
cloud infrastructure to provide deterministic
performance both between and within
different platforms.

While the first item is perhaps less intuitive,
given that cloud exposes such significant
scale and access to very high performance
infrastructure. An example might be the
difficulty replicating the specialist
engineering undertaken to obtain
differentiated speed in financial markets
trade activities. 

But the second is also problematic and
presented as a barrier to entry where

expectations concerning process duration
are precise. For example: variance within a
cloud platform (either a particular instance
or between different instances).

Once again this reflects the particular set of
requirements of the financial markets
sector, the need for these to be expressed
clearly and for cloud providers to respond
accordingly.

AUTHOR’S CONCLUSIONS

Cloud service adoption in financial markets
already occurs across a range of functions
and for a range of services and it is clear
that cloud services do provide value to
financial markets participants that is
consistent with their goals and ambitions,
and obligations. 

While there are indeed returns on
investment and cost savings to be had (in
the first instance at least), it is the agility and
dynamism combined with the exposure of
new insights and capabilities that will
ultimately provide most compelling drivers
for cloud adoption.

However, the adoption of cloud services in
financial markets has been uneven and
slow, and there is evidence that some
financial markets participants have
reservations regarding the use of shared
infrastructure and cloud services. This is
perhaps understandable, but is intuitively
illogical when we balance current
requirements of financial market
practitioners with the enabling
characteristics of cloud services.

Considering some of the stated barriers to
entry, for example, regulation and security, it
can be seen that ultimately there is no reason
for not adopting and expanding cloud services.
Cloud adoption can be accelerated and made
more comprehensive with more clarity in the
definition of end-user requirements, clearer
direction by the regulator and other industry
authorities, and more assertive service
providers presenting their capabilities with
more confidence and accuracy.
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