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You may or may not have heard of Internet Protocol version 6 (IPv6), says Nigel Titley.  Here he clarifi es what 
it is  and how it di" ers from Internet Protocol version 4 (IPv4), as well as explaining why he believes that it is 
imperative to migrate the Internet from v4 to v6

Nigel Titley

Pv4 was specifi ed in RFC791 
[1] (an RFC is a Request For 
Comments, the fundamental 
standards specifi cation docu-
ment in the Internet world) 

which was released over 30 years 
ago in September 1981 and has 
stood the test of time, still being 
the main protocol in use on the 
Internet.  The Internet protocol is 
packet-based, that is to say data is 
transported across it as a series of 
discrete packets.  This article is only 
concerned with the packet layer and 
not how packets are assembled into 
data streams.  Figure 1 shows the 
layout of the IPv4 packet header.

Most of these header fi elds are 
self-evident but a few are worth 

looking at, in particular the Frag-
ment Offset and the Source IP Ad-
dress and Destination IP Address 
fi elds.  It is also worth noting that 
there may be an indeterminate num-
ber of options, so the header length 
cannot be predicted.  In general and 
at a very high level, an IP packet 
is injected into the Internet by an 
end-device (such as a PC) and then 
passed through the network from 
one intermediate device (usually 
referred to as a router) to another 
until fi nally arriving at its destina-
tion.  At each intermediate device a 
decision is made on how to forward 
on the packet. 

IP packets can be carried over 
many different media; in fact this is 

one of the strengths of the Internet, 
and at each change of media (for 
example from Ethernet to Synchro-
nous Digital Hierarchy) the router 
will perform the necessary repack-
aging of the packet.  Different me-
dia may have different maximum 
packet sizes and a router shifting 
an IPv4 packet may need to split or 
“fragment” it when moving it from 
a medium that allows a long pack-
et length to one that only allows 
a shorter one. This is the function 
of the Fragment Offset fi eld which 
shows that the packet being re-
ceived is a fragment of an originally 
larger packet and is a candidate for 
reassembly.

The address fi elds are what this 
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to fi nd out the maximum size pack-
et that the path to the other end of 
its connection can carry and an end 
system should never send packets 
that are larger than this.  Also, the 
header is now a fi xed length, mak-
ing for hugely improved ease of pro-
cessing at each intermediate device.  
However the important thing to no-
tice is the size of the address fi elds.  
They are now a huge 128 bits long, 
enough for roughly 400 trillion-tril-
lion-trillion unique addresses.  IPv6 
addresses are written as 32 hexa-
decimal nibbles (a nibble is half a 
byte). An example is: 2a00:1940:00
00:0000:0213:8fff:feb9:057d

These are obviously more dif-
fi cult to remember than IPv4 ad-
dresses and some simplifi cation is 
allowed: leading zeros in each 16-
bit group (or “chazwazza”) may 
be removed and multiple all-zero 
chazwazzas may be collapsed into 
a single double colon.  Thus the 
above address may be simplifi ed 
to: 2a00:1940::0213:8fff:feb9:057d 
which helps somewhat. 

IPv6 should solve the problem 
of lack of Internet addresses for a 
long time if only it can gain some 
traction.  Unfortunately most of 
the larger Internet Service Provid-
ers (ISPs) have been very slow in 
rolling it out.  This is partly due to 

the lack of available low-cost con-
sumer access devices and partly 
due to economic forces: there 
have been no long term business 
case drivers to install IPv6.

In practice most Internet con-
nections consist of a data provider 
and a data consumer.  There are 
many, many exceptions to this, 
of course, but at the moment the 
typical model is a commercial pro-
vider of data, such as a web site 
or video streaming provider and a 
consumer, typically using a web 
browser or smartphone applica-
tion.  

The vast majority of consumers 
are home broadband customers, 
using a modem supplied by their 
ISP.  A large ISP will be providing 
many millions of these modems 
and a difference of a few pence 
in their price will save substantial 
amounts of money.  The manu-
facturers are hence competing on 
price and will cut the capability 
down to the bone.  One obvious 
feature not to include is IPv6, with 
its requirements for a completely 
different protocol stack, increased 
memory and higher powered pro-
cessor.  For those customers who 
buy their own modem, price is 
likewise a large driver.  The net 
result is that, although many ISPs 

article will mainly discuss. As you 
can see from Figure 1 these are four 
octets, or 32 bits long, allowing a to-
tal of approximately 4 billion unique 
addresses.  They are generally writ-
ten as what is called a dotted quad, 
for example  192.168.1.52 where 
each quad is an 8-bit byte expressed 
as a decimal number.  

In 1981 the idea of a network 
with 4 billion end devices was un-
thinkable.  In fact originally these 
address fi elds were set at 8 bits long, 
allowing for a paltry 255 unique end 
systems, which in the days of main-
frames and with a network planned 
only to encompass North America, 
seemed ample!  Thankfully, wild 
optimism prevailed and 32 bits was 
chosen.  However, for those who 
have somehow missed the excite-
ment and warnings over the past 
fi ve years, the supply of these ad-
dresses is about to run out (indeed 
has run out in certain regions).  The 
replacement protocol IPv6 was de-
signed and formalised starting with 
RFC1883 [2] in 1996 (17 years ago) 
but has not, as yet, got a great deal 
of traction for a variety of reasons.

IPv6 has a number of improve-
ments over IPv4.  Many of these are 
intended to reduce the processing 
that routers have to do as they move 
packets around.  Figure 2 shows an 
overview of the IPv6 header layout 
– and it looks much simpler.  Note 
that the Fragment Offset fi eld has 
gone as IPv6 routers never fragment 
packets.  The IPv6 protocol uses a 
technique called MTU (Maximum 
Transmission Unit) path discovery 

Figure 1: Layout of the IPv4 packet header

Figure 2:  Layout of the IPv6 packet header 
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have infrastructure that is capable 
of delivering IPv6, their customers 
have nothing to terminate it on.

There are signs that this is now 
gradually changing and middle-end 
modems are starting to include IPv6 
at last.

Now for the other end of the con-
nection.  The data supplier gener-
ally has little diffi culty in adding 
dual-stack (IPv4 and IPv6 running 
in parallel) to their product but sees 
no demand from the consumer, who 
in general doesn't worry about the 
underlying protocol stack as long as 
they can see the latest blockbuster 
fi lm.  If it weren't for some visionary 
data suppliers, such as Google and 
Facebook, IPv6 traffi c levels would 
be much lower than they in fact are.

There are other factors that have 
slowed the uptake of IPv6: fear by 
Information Technology (IT) profes-
sionals, extra charges by ISPs and 
router vendors are typical examples. 
IT has become such an integral part 
of business today that IT workers 
become understandably nervous of 
new technology.  IPv6 with its new 
address formats (far too long to be 
remembered and manipulated eas-
ily) and the fact that IPv4 seems to 
be working well (which it will, until 

we run out of addresses) tends to be 
swept under the carpet and ignored 
in favour of applying the latest Win-
dows service patch which may be 
seen as more urgent.  Firewalls are 
another sticking point.  Many cur-
rent internal networks use private 
addresses which are translated to 
real external IPv4 addresses by Net-
work Address Translation (NAT) 
devices.  NAT has been part of fi re-
wall design for so many years that 
security administrators are under-
standably loath to take it out, but 
once that has been done, the free-
dom to concentrate on the fi rewall 

rules, rather than the address map-
ping can be remarkably liberating 
and usually leads to far cleaner and 
easier to understand designs.

Finally, of course, manufactur-
ers have seized the opportunity to 
charge extra for IPv6, even router 
vendors whose continued existence 
depends on a healthy Internet.

There are several possible work-
arounds for the shortage of IPv4 
addresses and the most commonly 
suggested is the use of Carrier Grade 
NAT (CGN), which is a specialised 
router embedded within the net-
work and which converts IPv4 to 
IPv6 and vice versa.  CGN can help 
to spread out the available address 
space and make it last longer by al-
lowing an IPv4 address to be used 
for multiple customers.  CGN is a 
quick fi x and may seem to provide a 
solution, but for one major problem, 
for which we need to go back to the 
reasons for the incredible success of 
the Internet.

The most important thing about 
the Internet, as opposed to some of 
the networks that preceded it, is that 
it is fundamentally stupid: it does 
not attempt to track connections, 
traffi c or the applications that use it.  
This means that when a new appli-
cation is designed by a teenager in 
their bedroom, the Internet can in-
stantly transport their traffi c.  There 
is no need to negotiate with the In-
ternet transit providers to allow this 
new application to be transported 
over their networks.  All of the intel-
ligence is in the network edge.  It is 
this network stupidity that is behind 
the success of the Internet and it is 
why CGN is such a bad idea because 
a CGN has to be clever and make as-
sumptions about the traffi c fl owing 
through it and these assumptions 
may be wrong.

Good ISPs recognise this and 
have been building their networks 
to transport IPv6 for many years.  
They will offer both IPv4 and IPv6 
and in most cases their customers, 
once the idea has been explained to 
them, will happily use both proto-
cols.  Any modern operating system 
is able to use both IPv4 and IPv6 
simultaneously and users won't 
generally know the difference.  The 
main changes needed are in the 
applications, and even these are 
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generally limited to fi xing user inter-
faces that assume that IP addresses 
are always 32 bits.

There are other side-effects of 
the shortage of addresses, ones that 
any fi rst year student of econom-
ics could predict.  Firstly, IPv4 ad-
dresses will start to be seen as as-
sets.  It is worth taking a closer look 
at this. IPv4 addresses come in two 
types: the fi rst type is the kind that 
every commercial Internet user is 
probably used to dealing with.  It 
is loaned to users by their ISP and 
returned when the user changes 
provider.  For  ISPs, these blocks of 
addresses are a vital resource.  They 
cannot do business without them.  
These addresses originate with the 
central Internet custodian of num-
ber resources, IANA (the Internet 
Assigned Number Authority), are 
delegated downward to the various 
Regional Internet Registries (RIRs), 
are allocated to ISPs and are loaned 
or assigned by the ISPs to their cus-
tomers.  

Some of the RIRs have policies 
allowing the transfer of addresses 
to another user (ISP), and a trans-
fer fee will usually be negotiated 
between the seller and the buyer.  
For large blocks of addresses these 
fees can be eye watering: a typical 
price is $10 per address.  If a com-
pany has one of these blocks avail-
able and free then its Chief Financial 
Offi cer (CFO) might suddenly sit up 
and take interest (as might the tax 
man, as these have become an asset 
and subject to capital gains tax). If a 

company needs one of these blocks 
then its CFO will certainly take in-
terest, because what used to be a 
zero-cost resource is suddenly going 
to cost a lot more.  

This price is not going to go down; 
addresses are a scarce resource and 
no more of them can be created.  In-
deed there are already companies 
being set up to help match up those 
with address space spare with those 
who desperately need it.  And they 
take a fee for acting as the marriage 
broker.

So what will happen next?  An ISP 
needs to connect a new customer 
and it doesn't have an IPv4 address 
for them.  So it will roll out a CGN 

and start putting customers onto pri-
vate address space (private address 
space is a number of address blocks 
defi ned by RFC1918 [3], which are 
probably already being using within 
a company or at home).  Of course 
the ISP can only do this until private 
address space runs out for them and 
after that each block of private ad-
dresses won't be able to exchange 
traffi c with the others, which has 
implications for peer-to-peer pro-
tocols like Skype.  This approach 
looks like it might be able to buy a 
little time but it's a dangerous path 
to tread.  

As ISPs roll it out they are making 
their little bit of the Internet less and 
less stupid, more and more opaque.  
The Internet starts trying to guess 
what the end users are trying to do 
and, although it is likely to guess 
right when they are just browsing a 
web site, it is likely to get it wrong if 
they try and do anything more com-
plicated.  It is particularly likely to 
get it wrong when a new application 
comes along that it hasn't heard 
of.  The end users will eventually 
notice that their packets are being 
intercepted and readdressed and, 
just like those “opened by customs” 
stickers on parcels from abroad, 
they won't be sure that the contents 
haven't been tampered with.  And 
of course, every time the packet is 
held back for inspection it will be 
delayed.  

Eventually, of course, an applica-
tion will come along that the CGN 
doesn't understand, and then the 
end users won't be able to use it.  
The ISP has already started to lose 
customers because they cannot give 
them a unique IP address and now 
they are starting to see poor latency 
and on top of that the latest Internet 
craze doesn't work.

So what can they do?  How about 
a walled garden?  Restrict the end-
users to only the things they are al-
lowed to see.  Much as governments 
might like to see this, in effect the 
ISP is building a fi rewall around 
their network and also possibly put-
ting application gateways in as well.  
This technique used to work for 
mobile phones and some early ISPs, 
but Internet users have got used 
to going everywhere and suddenly 
they fi nd barriers and locked gates.  

 What else can 

ISPs try? They can't 

buy addresses for 

long. It isn't possible 

to manufacture more 

of them…Even if all 

the addresses not 

visible on the Internet 

suddenly became 

available, the World 

would still run out of 

IPv4 in the next fi ve 

years or so. 

The global economy is completely 

dependent on the Internet



32  |  Volume 7 Part 3 • 2013

The Internet starts 

trying to guess 

what the end users 

are trying to do. 

It is likely to get it 

wrong when a new 

application comes 

along that it hasn't 

heard of.

ThThe e InInteernrnetet sstatartrts s

tryiy ng to o guguesess s

whatat theh eendnd uuseserssrs 

arare e trtryiyingng tto o dodo..

ItIt iiss lilikekeelyly tto o geget t itit 

wrwrononng g whwhwhw enenenene aaa nnewew 

apappplplplicicicatatatatatioioioioion n nn n cococococ memeememes s ss s

alalalalalonononononong g g g g ththththht atatatata iiiit ttt hahahah snsnsnsn't't't't 

heheheheheheararaaaa d d dd ofofofo .

References
All RFCs are available from http://
tools.ietf.org/html/ 

1. DARPA Internet Program.  
RFC791 - Internet Protocol 
Specifi cation.  Sep 1981

2. Internet Engineering Task Force.  
RFC1883 - Internet Protocol, 
Version 6 (IPv6) Specifi cation.   
Dec 1995 

3. Internet Engineering Task Force.  
RFC1918 - Address Allocation 
for Private Internets. Feb 1996

ABBREVIATIONS

CGN Carrier Grade NAT
IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
ISP Internet Service Provider
NAT Network Address Translation
RIR Regional Internet Registry

ABOUT THE AUTHOR

N
IG

E
L

 T
IT

L
E

Y
 Nigel Titley graduated from Oxford University in 

1976 and went to work for British Telecom at Martle-
sham Heath in Suffolk.  After leaving BT he moved 
on to work for various Internet service providers.  He 
now works for Easynet.  He helped form the London 
Internet Exchange (LINX) and Nominet and in 2003 
he was elected onto the Board of the RIPE NCC. 

AUTHOR'S CONCLUSION

It does begin to look like the only solution is IPv6.  Most PCs and servers 
already work with it, once attached to an IPv6 enabled network.  IT staff 
will complain, but with management support they will move forward.  
They will learn about it in the same way that they learn about the lat-
est bug in Windows 7.  Their fi rewall confi gurations will be simpler and 
more bug-free without the need to do the gymnastics necessary to get 
things like Voice over IP working through NAT.  

Some ISPs will claim that they can't support it.  But users can  move 
to ISPs who can (there are plenty of them out there).  Most Internet us-
ers at home and at work won't even notice. The IPv4 address marriage 
brokers reckon they have about four years of business model after which 
IPv4 addresses will have no value and the world will have moved to IPv6.  
The IPv4-only web site will have gone the way of the dinosaurs, the tele-
printer and the ticker-tape machine.

Like it or not, IPv6 is coming at last.  The exhaustion of IPv4 address 
space has been put off as long as it could be.  Asia ran out of addresses in 
2011.  Europe ran out at the end of 2012.  North and South America will 
probably hang on for another two years and Africa has got until 2018.  
Africa oddly enough, with less legacy routing equipment is probably best 
placed to surge forward into IPv6, making the exhaustion of IPv4 a truly 
fi rst-world problem.

How long will such ISPs' market 
share survive?

What else can ISPs try?  They 
can't buy addresses for long.  It 
isn't possible to manufacture more 
of them. The rate of consumption of 
addresses is such that even if all the 
addresses not visible on the Internet 
were to suddenly become available 
(and don't forget that just because 
they aren't visible in the global rout-
ing tables, they may well still be in 
use), the world would still run out 
of IPv4 in the next fi ve years or so.

invoices, quotes and contracts. 
Commerce is lubricated by the 
grease of the Internet and without it 
the wheels will start to squeak and 
the axles will run red-hot, and what 
was a formula-one racing car will 
become a horse and cart.  Recall 
teleprinters and telex machines and 
the cost of a transatlantic calls at £5 
a minute?  All of that is a distant 
memory thanks to the Internet.  No, 
we won't be getting rid of it just yet, 
at least not until there is something 
bigger and better.

Perhaps we can stop using the In-
ternet altogether?  No, that probably 
isn't an option at this stage in the 
game, where the global economy 
is completely dependent on the In-
ternet and the near instant access 
it gives to, literally, a world of in-
formation.  Our stock markets and 
banking systems depend on it.  Our 
children use wikipedia to write their 
homework.  We order our groceries 
using a supermarket web site or a 
smartphone app.  Our businesses 
depend on it to deliver orders and 


