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CYBER–RESILIENCE, RISKS 
AND RAMIFICATIONS
Last year 93% of large organisations in the UK experienced a cyber breach, while businesses with under 250 
employees experienced 31% of all targeted attacks. With such large and high-profi le statistics, it’s not surprising 
to hear that 99% of people responding to a techUK survey said that everyone in their organisation had at least a 
basic understanding of cyber risk (99%). Worryingly though, only 31% felt that this was advanced. techUK’s Gordon 
Morrison examines the implications.

C
yber crime is headline 

news today. Much is 

heard about it from the 

Director General of MI5 

and the Director of 

GCHQ and we also know that the 

UK’s Government sees approximately 

70 serious attacks per month. The 

UK's fi nancial institutions are under 

constant attack, merger and 

acquisition deals are being disrupted, 

and in one operation last year it was 

discovered that up to US$ 2.5 billion 

was stolen from bank accounts 

across the world. According to 

various estimates the cost of cyber to 

the UK is somewhere up to 

£27billion, which is clearly a serious 

drag to the UK's economic recovery 

and something all parts of industry 

should be focussed on combating.

The impact may be even greater 

than the threat to commercial sur-

vival posed by competitors - for those 

affected by cyber crime, the resulting 

damage has been estimated by the 

UK Government as costing small 

businesses up to £50,000 a year rising 

to £650,000 [1]. As a result, business 

leaders are embracing the term cyber, 

cyber risk and cyber crime.

For the telecoms industry, cyber 

is a signifi cant issue and the indus-

try is well aware of the problems and 

is very much a target itself. Clearly, 

without the connectivity provided by 

the telecommunications industry, the 

cyber criminal or rogue state would 

not have the opportunity to commit 

cyber attacks. Much is done in tele-

coms to mitigate against these attacks 

and to deliver cyber resilience to cus-

tomers and consumers but this is not 

necessarily the case in other indus-

tries.

Until recently cyber risk was a 

problem ‘owned’ by experts who 

solved isolated issues with specif-

ic security products. However, the 

changing nature of the way people 

work and businesses operate requires 

a new approach. This change has 

been brought about partly by the con-

sumerisation of technology and by 

the increasing need for constant con-

nectivity. Perhaps more importantly 

for business, technology has offered 

the ability to streamline processes 

and enhance customer experiences. 

As cyber risk spreads far beyond its 

traditional entry point, it fl oods into 

businesses at every level and into ev-

ery department, across geographical 

boundaries. This means the threat is 

not just a niche concern; it is a risk 

that can signifi cantly threaten the 

reputation and fi nancial performance 

of a company.

Research conducted by techUK 

for this article, and supported by one 

of techUK's members, Symantec, 

surveyed a total of 301 UK-based re-

spondents to fi nd out more about the 

state of awareness of cyber risk across 

small, medium and large enterprises 
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from a range of sectors, and to help 

map out the path towards future cy-

ber resilience.

FINDINGS

FRAGMENTATION OF IT
With the rapid consumerisation of IT 

and increasing demand for connectiv-

ity, employees and lines of business 

have the ability and power to choose 

which devices they want to use – both 

mobile and fi xed – as well as which 

applications and operating systems 

they need in order to do their jobs. 

Moreover devices used for work and 

play are becoming one and the same 

(Bring/ Chose Your Own Device). This 

has resulted in most workers being 

both the biggest threats to, and the 

best guardians of, cyber security. Of 

course, some IT departments can still 

exert a level of control, but increas-

ingly individuals across businesses 

want to embrace the productivity, 

cost and fl exibility benefi ts offered by 

this new way of working.

What all of this means is that IT 

itself is now more fragmented than 

ever before. The rules of ownership 

have changed forever and whilst us-

ers embrace low cost smart devices 

and cloud services outside of the IT 

department, co-ordinated criminal cy-

ber attacks have created cyber risks 

which are simultaneously more tar-

geted, more personalised and more 

devastating. To put this into perspec-

tive, in the UK 93%  of large organ-

isations and 87%  of small businesses 

experienced a cyber breach in 2012.

A BUSINESS-WIDE CHALLENGE
As fast as businesses are taking ad-

vantage of the trends shaping the way 

people work – information anywhere, 

anytime – criminals are fi nding new 

ways to profi t from the information 

a business creates and stores, be that 

fi nancial, competitive, specifi c intel-

lectual property, customer lists, em-

ployee data and so on. 

This is no longer IT security as 

traditionally defi ned, this is cyber 

risk and it affects the business at all 

levels. As such, the responsibility 

of managing cyber risk and becom-

ing cyber resilient must now be seen 

as a business-wide challenge. Why? 

Because the most successful routes 

into an organisation are via the em-

ployees or the supply chain, and the 

preferred method of attack today is 

highly targeted. Symantec’s Internet 

Security Threat Report [2] found that 

in 2012 targeted attacks have surged 

by 42% . Businesses with less than 

250 employees now experience 31%  

of all targeted attacks, a threefold in-

crease from the previous year. Rather 

than senior executives, the targets of 

choice in attacks are now knowledge 

workers, sales employees and other 

administrative departments with ac-

cess to confi dential information. 

The research showed that most 

people felt the IT department is 

where most of the risk is. Next most 

at risk was Operations, where cyber 

risk is generally poorly understood, 

followed by Accounting and R&D. 

However, while the majority of re-

spondents said individuals in their 

organisations had at least a basic un-

derstanding of cyber risk (99% ), only 

31%  felt that this was advanced.

It is, therefore, not surprising that 

the current preventative measures 

taken are predominantly those which 

are classifi ed as traditional security 

and driven by the IT department. 

The good news is that some compa-

nies are beginning to embrace some 

of the elements that go beyond the 

perimeter of the IT department with 

measures that require wider business 

consensus and implementation. 

A high proportion of the respon-

dents confi rmed they used traditional 

security methods to reduce risk to 

their businesses. These technologies 

include anti malware, restricted ac-

count privileges, routine patching, in-

trusion detection and network secu-

rity controls. It was also encouraging 

that there appeared to be a large num-

ber of companies deploying informa-

tion risk management policies and 

developing policies to cover Bring 

Your Own Device deployment. 

Perhaps surprising, however, was 

the relatively low level of routine in-

formation security training for all em-

ployees. Given that departments such 

as R&D, Accounts and Operations are 

being targeted, it is important non-

technical employees are trained and 

made aware of the threat.

QUANTIFYING CYBER RISK
One of the problems with Cyber is 

it is very much a negative message 

and one that perhaps is not well re-

ceived by senior management and the 

boards of our companies or custom-

ers. As threats are not ‘seen’ or ‘phys-

ical’, Chief Information Offi cers and 

Chief Information Security Offi cers 

are frequently challenged at board 

level to provide clear, tangible metrics 

around cyber resilience to justify their 

budgets. Whilst the fi nancial impact, 

in terms of potential fi nes, lost hours 

due to system downtime (affecting 

employee productivity and customer 
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Furthermore, businesses that can 

prove the security of their systems 

can use this as a competitive edge 

for business growth opportunities – 

whether working with a wider sup-

ply chain with specifi c cyber security 

requirements, tendering for work 

with government or other sensitive 

organisations, or cementing cus-

tomer loyalty by providing the reas-

surance that their customers’ data is 

safely held.

The overwhelming majority of the 

respondents (91% ) said that the pro-

fi le of cyber risk is rising or staying 

the same in their organisations, but 

worryingly only a third (32% ) said 

it is on the agenda of board meetings 

frequently or routinely.

RECOMMENDATIONS
Basic cyber resilience needs to be-

come enterprise-wide in the UK. To 

achieve this, Chief Information Of-

fi cers should look to form strategic 

partnerships between the security 

and business leadership functions of 

their organisation. This will enable 

companies to balance competitive 

advantage against the inescapable 

cyber risks of today. Things that 

should be done include the follow-

ing:

BECOME MORE FULLY-
INFORMED AS TO WHICH 
SECURITY ISSUES 
MATTER MOST TO THE 
ORGANISATION
Depending on the size of the busi-

ness and the industry it operates in, 

think about the worst-case scenario 

resulting from an attack from a busi-

ness point of view. Is it the fi nancial 

damage, is it about trust and repu-

tation, is it litigation, or losing valu-

able IP to a competitor? Prioritising 

in this way helps the IT team under-

stand what needs protecting, and the 

appropriate levels of access to infor-

mation and systems needed to give 

to every employee.

KEEP ALL EMPLOYEES 
INFORMED OF THEIR 
RESPONSIBILITIES IN TERMS 
OF CYBER SECURITY
Put cyber risk and cyber resilience 

on the board agenda at every meet-

ing. The scale of the fi nancial penal-

ties to businesses suffering a breach 

as well as long term trust and repu-

tation damage shows that cyber risk 

is a major business issue. It could in 

fact threaten the organisation' s fu-

ture. Encouraging business leaders 

to take responsibility for protecting 

both the organisation and its em-

ployees from the top will highlight 

the importance of everyone taking 

responsibility for their own actions 

too. Moving the discussion from ‘IT 

security’ to ‘Cyber’ could also help 

to promote greater understanding 

and in turn enable the allocation of 

the funding required to appropriate-

ly defend the business.

BREAK DOWN THE SILOS
Give the IT department licence to 

work directly with every business 

department. With more people dis-

covering and buying technology to 

improve productivity and profi tabil-

ity in their own departments, a good 

relationship with the IT department 

is essential in removing ‘Shadow IT’ 

(where technology is implemented 

without IT’s knowledge), ensuring 

everyone is safe and information 

is protected, and that the business 

is not bearing the cost of rogue IT 

implementations.

EDUCATION EDUCATION ED-
UCATION
From the board to new employee, 

it is essential that everyone under-

stands that they are responsible and 

accountable. They need to know 

what part they play in the wider 

whole. Use engaging training meth-

ods such as computer games, or real 

life scenarios to help to make it fun 

while at the same time bringing the 

reality of cyber risk to life for em-

ployees. Additionally, make sure the 

training modules take into account 

personal use so that everyone feels 

equipped to protect themselves at 

work and at home.

GET THE BUSINESS ENGAGED 
IN CYBER FIRE DRILLS
Just like a business runs regular fi re 

drills, run regular cyber resilience 

tests to identify any weak points, en-

gage employees in the scenario and 

test the response plan. Being pre-

pared is essential in responding and 

blocking an attack quickly.

transactions) and resource required 

for rectifi cation, is a relatively easy 

calculation to make for the actual 

money lost as a result of a breach, 

the short and sometimes long term 

damage to a brand or a company’s 

reputation and the ensuing loss of 

customer trust and loyalty is the 

hardest to quantify (and, some busi-

nesses may argue, the most damag-

ing aspect of a breach). 

This is an increasing issue in the 

UK. The Cost of a Data Breach An-

nual Report from Ponemon Research 

[3] showed that abnormal customer 

churn as a result of a breach grew by 

7%  from 2011 to 2012. This intangi-

bility means that the problem of cal-

culating the cumulative damage of 

a cyber attack resulting in a breach 

or loss of information remains a ma-

jor problem for many organisations. 

This is highlighted by the techUK 

study, which revealed that more than 

half (53% ) either could not or did 

not know if their organisation could 

quantify cyber risk. A lack of infor-

mation (49% ), a lack of skills (47% ) 

and a lack of resource (43% ) were 

the main reasons cited why organisa-

tions could not quantify cyber risk.

While over a third of the survey 

respondents (35% ) said they re-

garded even basic cyber security as 

an enabler, a further 21%  said it was 

a blocker of business value and in-

novation. When the need for con-

nectivity and the impact of consum-

erisation of IT on the entire business 

is considered, at its highest level, 

cyber resilience is the fundamental 

business enabler. Without any mea-

sures in place to protect information 

or infrastructure, it would simply be 

impossible to continue operating. 



Volume 7 Part 4 •  2013  |   21

ABOUT THE AUTHOR

G
O

R
D

O
N

 M
O

R
R

IS
O

N

Gordon Morrison is the Director tech for Government in techUK. He joined the UK Ministry 

of Defence as a scientist in 1985 working on a number of research and development projects 

and secure IT systems. Since leaving the MOD in the late nineties he has worked in a number 

of companies in a variety of technical and senior management roles, mainly in defence and 

security. 

References
All URLs last accessed on 28 Oct 

2013.

1. Department for Business 

Innovation & Skills. 2013 

Information Security Breaches 

Survey. 2013. Available 

at: https:/ / www.gov.uk/

government/ uploads/ system/

uploads/ attachment_data/

fi le/ 191670/ bis-13-p184-2013-

information-security-breaches-

survey-technical-report.pdf

2. Symantic. Internet Security Threat 

Report 2013. Apr 2013. Available 

at: http:/ / www.symantec.com/

content/ en/ us/ enterprise/ other_

resources/ b-istr_main_report_

v18_2012_21291018.en-us.pdf 

3. Symantic press release. 

Ponemon and Symantec Find 

Most Data Breaches Caused 

by Human and System 

Errors. Jun 2013. Available at: 

http:/ / www.symantec.com/

about/ news/ release/ article.

jsp?prid= 20130605_01 

AUTHOR’S CONCLUSIONS

What this research revealed is that most people have at least a basic aware-

ness of the cyber threat, with the profi le of cyber security rising - or remain-

ing level - in 91%  of organisations. This awareness will hopefully lead to a 

more mature understanding of the scale and the particular nature and scope 

of the threat that cyber poses to each organisation (particularly if this is sup-

ported by senior-level engagement).

New ways of working and departmental technological requirements mean 

that the provision of ICT goods and services are increasingly no longer the 

purview of the IT department. This democratisation of IT provision requires 

increased awareness of the associated risks, and consequently it is vital that 

as wide a pool of staff as appropriate receive the education necessary to help 

them, as individuals, mitigate the threat across the business. 

The complex and evolving nature of the cyber threat requires a considered 

and robust response. It also requires an understanding that, whilst it may not 

be possible to completely mitigate the threat, by taking appropriate action 

an organisation can move toward a state of cyber resilience, creating, not 

complacency, but the confi dence to allow a business, its staff, and partners 

to take advantage of technologies that yield direct business benefi ts in terms 

of new effi ciencies and collaboration whilst giving its customers confi dence 

that their information is being treated with care. In this manner, an organisa-

tional commitment toward cyber resilience can become a business enabler.

To achieve this state of ‘cyber resilience’ it is recommended that organisa-

tions prioritise those security issues that most affect their business, ensure all 

employees are aware of their responsibilities in terms of cyber security and 

implement clear plans and strategies to protect against, and respond to, cyber 

risk across the business. Cyber risk continues to grow in scale and complex-

ity. By engaging in a measured and systematic manner, companies can move 

toward a business-enabling state of cyber resilience.

KEEP THE BOARD UP-TO-
DATE 
Update the board, and other em-

ployees on the regulatory, legislative 

and peer-to-peer controls to which 

the business needs to adhere. It can 

help to make the problem more un-

derstandable by providing practical 

examples of the latest threats and at-

tacks against the business' s industry 

sector and describing what measures 

are in place to protect the business 

against this threat.

START SMALL, BUT THINK BIG
Protecting the business is a long-term 

project, but start where there is most 

business value to be gained and then 

continue to expand out where there 

is further, longer-term value. This 

can include, for example, the supply 

chain and how the business interacts 

with its wider network of vendors 

and partners. The key here is to think 

big but have a maturity plan linked 

to strategic business objectives and 

growth.

GET THE GOVERNANCE RIGHT
It is good practice to ensure the se-

curity function and IT Department 

is audited and assessed by a third 

party. For larger organisations this 

could mean reporting to a Corporate 

Audit and Risk function. For smaller 

companies, specialist consultants or 

suppliers can provide this advice and 

function.

WEIGH UP COMPETITIVE 
ADVANTAGES AGAINST 
PERSISTENT AND 
CONTINUALLY CHANGING 
CYBER RISKS
Defi ne the business' s Cyber Resil-

ience plan. Some attacks on the busi-

ness may not necessarily be success-

ful, but when attackers do fi nd their 

way inside an organisation’s systems, 

a swift, well-prepared response can 

quickly minimise damage and restore 

systems before signifi cant harm can 

be caused. In order to prepare such 

a response, organisations must under-

stand how attacks can progress, de-

velop a counteractive strategy, decide 

who will carry out which actions and 

then practice and refi ne the plan.
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