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Cloud Computing is a capability being heavily utilised for research, Internet sites, and mobile telephony. However, 
unlike those utilities, clouds cannot yet federate and interoperate. This article reviews how the global Telephone 
System and the Internet were made interoperable amongst the various service providers, examines the Intercloud 
Project and “work in progress”, and explores the technical highlights of the Intercloud architecture.

loud computing is a new 

design pattern for large, 

distributed data centres. 

Cloud computing offers 

end consumers a “pay-as-

you-go” model - a powerful shift for 

computing, towards a utility model 

like the telephone system or, more 

recently, the Internet.

However, unlike those utilities, 

Clouds cannot yet federate and in-

teroperate. In the telephone net-

work, any phone can call any other 

phone with “direct dial”. There is no 

requirement that the two phone us-

ers are connected to the same phone 

company. The phone network has 

even evolved, with mobile, to allow 

a user to carry their phone to any 

country, “roam” with a provider, and 

make calls. This is amazing coop-

eration amongst telecommunications 

providers!

In the Internet, any Internet con-

nect browser can access any web site. 

The Internet Service Provider (ISP) 

giving connectivity to the browser, 

does not have be the same ISP host-

ing the web site. In fact, browsers can 

easily change ISPs – even in different 

countries – and web sites (as long as 

their name remains the same) can 

host in any location, and the system 

still works.

So far the global world of Cloud 

computing does not have any of the 

capabilities of interoperability which 

have made the telephone network 

and the Internet such indispensable 

utilities.

As it turns out, early networks are 

never born with instant interoper-

ability and federation. For example, 

telephone systems in different geo-

graphical areas did not interoperate at 

all, pre-arranged human intervention 

was required to manually plug to-

gether the phone systems of adjacent 

countries. International “direct dial” 

was not available until the relatively 

recently 1970s.

In terms of “on-line”, in a precisely 

analogous evolution, the original on-

line services such as AOL, Prodigy, 

and Compuserve had no interop-

erability between them. Content 

posted on one service could not be 

consumed by a client connected to a 

different service. Email could not be 

sent from a user on one service to a 

user on another.

So why not imagine the concept of 

a Cloud computing service operated 

by one service provider or enterprise 

interoperating with a Cloud com-

puting service operated by another? 

That’s exactly the question the author 

and some colleagues asked them-

selves back in 2008.

THE MULTI-CLOUD 
APPROACH
The fi rst idea any research team 

comes up with for solving these kinds 

of problems is inevitably a “multi-

Cloud” approach. At fi rst, one tries 

to solve the problem without chang-

ing any of the underlying Clouds. 
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conventions and protocols such as 

Autonomous System (AS) number-

ing, Domain Name Service (DNS), 

Border Gateway Protocol (BGP), Sim-

ple Mail Transfer Protocol (SMTP) 

and Hypertext Transfer Protocol 

(HTTP) to name just a few, laid the 

groundwork for the global Internet on 

which many additional capabilities 

have been built.

AN INTERCLOUD USE-CASE
To help understand why an Inter-

cloud federation is needed, consider 

the following use-case.

In the use case illustrated in Figure 

1, a user in the USA initiates a video 

conference session on a tablet, calling 

colleagues in the USA as well as in 

Europe, each using different devices 

(phones, TVs). These devices all have 

different screen geometries, require 

transcoding to optimally display the 

video on each of them. Transcoders 

need to run as “close” to the device 

as possible, to minimise the latency 

between the transcoder and the de-

vice, thus allowing the adaptive en-

coding of the transcoder to produce 

the highest quality image possible. 

The user on one network in the 

USA is essentially asking the other 

networks, some in other countries, 

to run processes on behalf of their 

call. This requires the use of a com-

putational capability in the Clouds 

of the participating carriers. Using 

Intercloud protocols, the initiating 

carrier requests a geographically fed-

erated resource (the transcoder place-

ments). Without a mechanism such 

as Intercloud, the federation of the 

multiple carrier Clouds would not be 

possible.

INVENTING THE INTERCLOUD
By now it should be obvious that a 

set of “Inter-Cloud computing” con-

ventions and protocols will be neces-

sary to pave the way for future ap-

plications, and that the Clouds would 

have to participate in the federation 

to enable such transparent interoper-

ability.

As the project developed, the team 

began using shorthand for these 

ideas. Just as the term “Inter-Net-

working” was shortened to “Inter-

net” in discussing the interoperability 

of networks, the term “Inter-Cloud 

Computing” was shortened to “Inter-

cloud” to address the interoperabil-

ity of Cloud computing. From 2008 

to 2009 the team developed a pretty 

good blueprint for the Intercloud.

In May 2009 at the International 

IEEE Workshop on Cloud Computing/

International Symposium on Cluster 

Computing and the Grid in Shanghai 

China, the team presented a team 

paper on the protocols and formats 

of Cloud computing interoperability. 

Later that month at the 4th Interna-

tional IARIA/IEEE Conference on In-

ternet and Web Application Services 

in Venice, Italy, a more complete pa-

per was presented: Blueprint for the 

Intercloud – Protocols and Formats 

for Cloud Computing Interoperability 

[1]. This paper won Best Research of 

the conference and is referenced by 

Wikipedia as the fi rst documented 

invention of the Intercloud concept. 

This compelling idea rapidly spread 

Connections between Clouds are 

made over-the-top via user Applica-

tion Programming Interfaces (APIs). 

In other words the user places a 

mechanism - a box or a software API 

- in front of the multiple Clouds (un-

beknownst to the Clouds themselves) 

which enables that user to view and 

use them all at once. 

Take the telephone network as an 

example. Does this multi-Cloud ap-

proach enable direct dialling? How 

would one try to make “transparent” 

a number of phone companies? The 

common practice is to set up one box 

or service which is a member of each 

and every target phone network. When 

you want to call some number, you re-

ally call the box, tell it what number 

you want to get to, it decides what 

phone company is hosting that phone 

subscription, and posing as a “user” 

on that network, it connects you.

So while it looks like users have ac-

cess to several phone companies, they 

don’t have direct dial or “roaming”. 

The modern day example of this is 

the Calling Card. In this way users ac-

cess the “user APIs” of the phone sys-

tem (phone numbers) to construct an 

over-the-top end-to-end connection.

The research team discarded the 

multi-Cloud approach as insuffi cient; 

it just cannot provide the transpar-

ent interoperability which is needed. 

Because phone companies and ISPs 

decided to work together, they were 

able to do much better than multi-

Cloud for interoperability. They chose 

to change the networks to proactively 

federate.

THE FEDERATION APPROACH
In looking at how the interoperabil-

ity problem was solved in the phone 

system and in the Internet, a theme 

emerged.

In each of these cases, special net-

working protocols were invented to 

solve these problems. For the Pub-

lic Switched Telephone Network, a 

collection of protocols called the In-

telligent Network powered a new, 

out-of-band signalling system, which 

allowed for transparent interoper-

ability and federation, and paved the 

way for new features such as toll-free 

calling, conference calls, call wait-

ing, and network-based voice mail, 

amongst other things. 

For the Internet, a collection of 
Figure 1: Intercloud-enabled video calling – Optimised multi-carrier transcoder placement
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A STANDARD AND A TESTBED 
IS FORMED
In 2010 this group of researchers 

proposed to the IEEE through a Proj-

ect Authorisation Request that a new 

standard working group be chartered 

to formalise these discussions. In 

early 2011 the IEEE assigned P2302 

as the standards working group iden-

tifi er and in July 2011 the fi rst meet-

ing was held. Good progress has 

been made and as of early 2013 the 

team is working on the third draft 

standard.

With no reference implementation, 

or test bed to try out the proposed 

standard, the working group has 

decided it was running into a chal-

lenge. The Internet was constructed 

with the principles of “rough con-

sensus and working code” and it was 

felt the Intercloud should acknowl-

edge such philosophy; therefore, the 

IEEE Intercloud Testbed project was 

founded, to run in parallel with, and 

be bi-directionally complementary 

to, the P2302 working group.

The IEEE Intercloud Testbed team 

would integrate participant Clouds, 

start with the P2302 design, and de-

velop a working implementation of 

the Intercloud architecture. Issues 

found would be fi xed, the created 

code placed in an open source project 

and the system further documented. 

If required, the testbed engineering 

would deviate, improve, expand, or 

change the details, feeding back those 

changes to the standards working 

group. The parties participating in the 

testbed are shown in Figure 2.

WHERE WERE THE OTHER 
CLOUD OPERATORS?
The team toured around to every 

Cloud computing event it could think 

of, promoting the standards working 

group and the test bed and found that 

university researchers and the tele-

communications carriers were always 

quite interested, but the big boys of 

Cloud computing, such as Amazon, 

Google and Microsoft, just didn’t 

seem to jump on it. In order to under-

stand this, one must realise that the 

typical strategy of an early dominant 

player in an online world, is to at-

tempt to cover the earth themselves. 

Similar to the on-line services of the 

past, major Cloud operators of today 

are incentivised to be walled gardens 

and not simply interoperable nodes 

(as shown in Figure 3).

WHY INTERCLOUD IS 
INEVITABLE
The team is confi dent that the world 

of Cloud will emerge just as the world 

of on-line services did, that is based 

on the premise that interoperability 

is inevitable. Back in the on-line ser-

vices days, users demanded interop-

erability because:

• They wanted to send email from 

one on-line service to a subscriber 

on another. Interoperable email 

was a huge driving force

• Content owners did not want to put 

content in a proprietary form for 

each on-line service. The idea of a 

web site that anyone could access 

was a revolutionary idea

• Users did not want to have separate 

client for each service. The idea of 

a universal browser was another 

powerful idea

to interest several researchers world-

wide in Cloud computing.

Since then the Intercloud commu-

nity have published several dozen 

academic papers further defi ning 

possible Intercloud protocols, ex-

ploring the architecture, and solving 

the security issues. There have been 

dozens of talks on this subject with 

research teams including University 

of Melbourne, University of Amster-

dam, labs from AT&T, Orange, and 

NTT, and many other researchers 

presenting at IEEE and other con-

ferences and workshops including 

several workshops sponsored by the 

National Institute of Standards and 

Technology (NIST).

The US Government endorsed the 

proposed Intercloud architecture and 

included it as a reference implemen-

tation for Cloud Broker in NIST Spe-

cial Publication 500-293 U.S. Govern-

ment Cloud Computing Technology 

Roadmap, Volume III [2].

Figure 3: Early/incumbent service providers are not incentivised to promote interoperability

Figure 2: Interested parties in the IEEE Intercloud testbed
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content, storage and computing is 

ubiquitous and interoperable in a net-

work of Clouds.

Intercloud gateway
The Intercloud gateways provide 

mechanism for supporting the entire 

profi le of Intercloud protocols and 

standards utilising a common trans-

port such as Extensible Messaging 

and Presence Protocol (XMPP). The 

Intercloud Root and Intercloud Ex-

changes facilitate and mediate the 

initial Intercloud negotiating process 

among Clouds.

Intercloud Roots
As part of the proposed topology, the 

Intercloud root providers are feder-

ated in nature and each will indepen-

dently manage the root capabilities 

such as Cloud Resources Directory 

Services, Trust Authority, Presence 

Information etc. Additionally, each 

Intercloud Root instance will be asso-

ciated with its affi liated Exchanges by 

defi ning the affi liation relationship as 

part of the Intercloud root instance. 

Naming
Clouds are in the end IP addresses 

on the Internet and so it is tempting 

to use DNS with a naming scheme 

(Uniform Resource Name-based) ap-

propriate to the communications sub-

strate (see below). DNS, especially 

with security extensions, contains 

mechanism to return trusted address-

es as a result of name resolution. 

XMPP, the envisioned communica-

tions substrate, indeed uses Uniform 

Resource Names for identifying a 

resource which one could chat with 

and establish identity. Whilst XMPP 

might be the right communications 

substrate, a naming system more like 

AS might be more appropriate for sys-

tem-to-system federation. This repre-

sents one Cloud operator’s willing-

ness to federate with a specifi c other 

Cloud operator. Each Cloud operator 

may have several availability zones 

or regions in their Cloud. How they 

manage their own internal Cloud, and 

which parts of it they decide to actu-

ally make available for Intercloud fed-

eration is up to them. It’s very analo-

gous to the BGP policies they have in 

place for network transit.

We call the Cloud equivalent of au-

tonomous system to be Cloud System 

(CS) and continue the exploration 

of the considerations. Just as in the 

Internet exchange AS management 

is the job of the exchange routers or 

the route server, in the Intercloud ar-

chitecture CS management is the job 

of the Intercloud exchange (some-

where). There will have to be some 

kind of numbering authority for the 

CS names. At this point, IEEE is serv-

ing this function.

Communications substrate
In the initial designs, the end Clouds 

will each have Intercloud Gateway 

code affi xed to them. They will sup-

port the conversational protocol 

(XMPP) as well as the transport pro-

tocol (Web Sockets). The Intercloud 

Root is supporting the XMPP server 

system.

On top of this there needs to be 

a services framework. This is not as 

well thought out yet but is imagined 

to be WebSockets as described in RFC 

6455 [3]. 

Trust infrastructure
From Intercloud topology perspec-

tives, Intercloud Roots will provide 

Public Key Infrastructure (PKI) certifi -

cate authority root-like functionality. 

According to the current PKI-based 

trust model, once the certifi cate au-

thority authorises the certifi cate for 

an entity, the entity is either trusted 

or non-trusted. However, in the Cloud 

computing environment, especially 

in the Intercloud environment, this 

model needs to be extended to have 

a Trust Zone to go along with the 

• Users wanted to be able to search 

everywhere. Remember the AOL 

Keyword? This was useless on 

Compuserve or Prodigy. An in-

teroperable network gave birth to a 

world-wide Internet search

Back then, interoperability begot the 

Internet; in the future, interoperabil-

ity will cause the emergence of the 

Intercloud. The use-case of global 

video calling is just one of many other 

Cloud-to-Cloud interoperability sce-

narios which will drive this evolution.

TECHNICAL DESCRIPTION
Cloud instances must be able to dialog 

with each other. One Cloud must be 

able to fi nd one or more other Clouds, 

which for a particular interoperability 

scenario is ready, willing, and able to 

accept an interoperability transaction 

and furthermore, exchange whatever 

subscription or usage-related infor-

mation which might have been need-

ed as a pre-cursor to the transaction.

Thus, an Intercloud Protocol for 

presence and messaging needs to ex-

ist which can support the 1-to-1, 1-to-

many, and many-to-many use-cases. 

The discussion between Clouds needs 

to encompass a variety of content, 

storage and computing resources.

Topology
The vision is an analogy with the In-

ternet itself. In a world of Transmis-

sion Control Protocol/Internet Proto-

col and the World Wide Web, data is 

ubiquitous and interoperable in a net-

work of networks known as the Inter-

net. In a world of Cloud computing, 

Figure 4:  Reference Intercloud network topology and elements
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AUTHOR’S CONCLUSIONS

This exciting project addresses a part of Cloud computing which is still a 

grand challenge – the challenge of global, transparent, interoperability 

amongst Cloud computing operators.  Progress is being made, through a 

contemporary process including standards and a test-bed.  Intercloud will 

soon become a household word!
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FOOTNOTES

across disparate Cloud environments. 

Individual Clouds will, in turn, uti-

lise this catalogue in order to identify 

matching Cloud resources. The tech-

nologies to use for this are based on 

the Semantic Web which provides for 

a way to add meaning and relatedness 

to objects on the Web. Cloud comput-

ing resources can be described, cata-

logued, and mediated using Semantic 

Web Ontologies, implemented using 

Resource Description Framework 

(RDF) techniques. 

Intercloud Exchanges
Intercloud Exchanges, in turn, will 

leverage the globally dispersed re-

sources catalogue information hosted 

by federated Intercloud Roots in order 

to match Cloud resources by applying 

certain Preferences and Constraints to 

the resources. Due to very large size 

of “Cloud Ontology” set in the Inter-

cloud environment, we are expect-

ing a very large RDF dataset which 

should be stored on a distributed fi le 

system such as the Hadoop Distribut-

ed File System1. By storing the data-

set in this way and querying through 

Hadoop Map-Reduce programming 

would make queries highly effi cient 

and fast.

Exchanges are the custodians/

brokers of Domain-based Trust sys-

tems environment for their affi liated 

Cloud providers. Cloud providers rely 

on the Intercloud exchanges to man-

age trust. As part of the identifi cation 

process for matching desired Cloud 

resources, an individual consumer 

Cloud provider will signify the re-

quired Trust Zone value such as Lo-

cal Intercloud Exchange domain or 

Foreign Intercloud Exchange.

existing PKI-based trust model. Inter-

cloud exchanges will be responsible 

for the Trust Zone-based trust model 

layered on top of the PKI certifi cate-

based trust model.

Audit trail
The Root servers will support XMPP 

audit trails. These implementations 

will likely use XMPP server-to-server, 

but have not been designed yet. Raw 

audit traffi c will need to be folded and 

reduced such that conversations re-

lating to decisions of fulfi lling federa-

tion requests can be reproduced and 

proven to have matched the request 

in the most optimal way. In this way 

arbitrage will be enabled and trusted.

Semantic resource directory
In order for the Intercloud-capable 

Cloud instances to federate or other-

wise interoperate resources, a Cloud 

computing resources catalogue sys-

tem is necessary infrastructure. This 

catalogue is the holistic and abstract-

ed view of the computing resources 


