
We’re intentionally using Entra ID capabilities to improve security and access.

Many Windows devices are Entra hybrid joined.

SaaS apps are integrated with Entra ID (SSO / conditional access patterns emerging).

We’ve enabled self-service password to reset and stronger password protection.

Some legacy apps use Entra Application Proxy / secure hybrid access.

New Windows devices are Entra joined and managed with Intune by default.

New apps / services are designed cloud-first unless there’s a documented exception.

Apps that used AD FS / federated identity have moved to Entra ID authentication (and,
where relevant, password hash sync).

We’re actively planning (or executing) shifts for file / print and other shared services.

B2B collaboration is handled through Entra ID.

New groups are created/managed in Entra ID.

No on-prem IAM footprint is required for day-to-day operations.

All devices are managed with cloud tooling (Entra ID + Intune).

The user identity lifecycle is managed in Entra ID (joiner / mover / leaver).

Users and groups are cloud native.

Remaining network services that relied on AD have been relocated or retired.

New joiners can be created directly in Entra ID (for at least some populations).

We’re executing a plan to move / replace AD dependent apps and services.

We’ve replaced some on-prem workloads with cloud alternatives (e.g., Azure Virtual
Desktop, Azure Files, Universal Print, managed database services).

On-prem AD remains, but it’s increasingly “for the exceptions.”

We mainly use Microsoft 365, but identity / device / app management is still mostly
on-prem.

Most devices are AD joined and managed via Group Policy / on-prem tooling.

Users are mastered in AD and synced to Entra ID (Entra Connect).

Apps largely authenticate to AD (and may rely on AD FS or other federation).

WHERE ARE YOU IN YOUR CLOUD TRANSFORMATION JOURNEY?

Self Assessment: 
1) Tick which statements are true in regards to your business.
2) See which stage you have the most ticks in. If you’re split across stages, treat the lowest stage that’s still
“blocking” you as your priority area.
3) Similar scores across stages means you’re probably mid-transition. In that case, write down the top 3
items you haven’t achieved yet in the next stage up to get your next-step actions.
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	WHERE ARE YOU IN YOUR CLOUD TRANSFORMATION JOURNEY?
	We mainly use Microsoft 365, but identity / device / app management is still mostly on-prem.
	Most devices are AD joined and managed via Group Policy / on-prem tooling.
	Users are mastered in AD and synced to Entra ID (Entra Connect).
	Apps largely authenticate to AD (and may rely on AD FS or other federation).
	1 - CLOUD  ATTACHED

	We’re intentionally using Entra ID capabilities to improve security and access.
	Many Windows devices are Entra hybrid joined.
	SaaS apps are integrated with Entra ID (SSO / conditional access patterns emerging).
	We’ve enabled self-service password to reset and stronger password protection.
	Some legacy apps use Entra Application Proxy / secure hybrid access.
	2 - HYBRID

	New Windows devices are Entra joined and managed with Intune by default.
	New apps / services are designed cloud-first unless there’s a documented exception.
	Apps that used AD FS / federated identity have moved to Entra ID authentication (and, where relevant, password hash sync).
	We’re actively planning (or executing) shifts for file / print and other shared services.
	B2B collaboration is handled through Entra ID.
	New groups are created/managed in Entra ID.
	3 - CLOUD-FIRST

	New joiners can be created directly in Entra ID (for at least some populations).
	We’re executing a plan to move / replace AD dependent apps and services.
	We’ve replaced some on-prem workloads with cloud alternatives (e.g., Azure Virtual Desktop, Azure Files, Universal Print, managed database services).
	On-prem AD remains, but it’s increasingly “for the exceptions.”
	4 - MINIMISING ON-PREM AD

	No on-prem IAM footprint is required for day-to-day operations.
	All devices are managed with cloud tooling (Entra ID + Intune).
	The user identity lifecycle is managed in Entra ID (joiner / mover / leaver).
	Users and groups are cloud native.
	Remaining network services that relied on AD have been relocated or retired.
	5 - FULLY  CLOUD
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