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–––––––––   

1. Introduction 

–––––––––   

crossinx operates one of the most modern networks for electronic invoice exchange and document-

based business processes. Our international services support the secure and tax relevant exchange of 

documents between business partners.  

In this context, we handle the order processing of individual processes for our customers that require 

increased protection and therefore require higher security measures. In some cases, personal data, 

e.g. telecommunication invoices, are also processed as part of these processes. Depending on the 

respective customer, the invoices may also contain special categories of personal data in accordance 

with articles 9 and 10 GDPR with special protection requirements. 

Not only due to the duty of care towards our customers, but also in order to comply with legal 

regulations, e.g. the Federal Data Protection Act (BDSG) / EU General Data Protection Regulation 

(GDPR) and Telecommunications Act / Telekommunikationsgesetz (TKG), corresponding regulations 

and measures are described in this IT security and data protection concept.  

–––––––––   

2. General requirements 

–––––––––   

2.1. IT Management 

The overall responsibility for the introduction and ongoing adaption of the IT security concept lies 

with the management. The management is supported significantly by the management of the 

Development and Professional Services divisions. The Head of Development is operationally 

responsible for IT security. 

––––––––– 

2.2. Data Protection Management 

The company has appointed an external data protection officer (DPO) pursuant to § 38 Para. 1 BDSG 

(Federal Data Protection Act), Art. 37 Para.1 c) GDPR: 

Marco Peters 
External data protection officer  
nextwork GmbH, Sophienstrasse 20, 80333 Munich, Germany 
Phone: +49 89 24449922-0 
datenschutz@nextwork.de 

In his function as data protection officer, he is directly subordinated to the company’s management, 

which assures him of the necessary support in his work.  

It is contractually agreed between crossinx GmbH and the external DPO that the latter will carry out 

his or her duties in accordance with Article 39 GDPR:  

 Informing and advising the controller or processor and the employees who carry out 

processing operations on their obligations under the GDPR and other EU or national data 

protection legislation;  

mailto:datenschutz@nextwork.de
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 monitoring compliance with the GDPR, other Union or national data protection legislation 

and the personal data protection strategies of the controller or processor, including the 

allocation of responsibilities, awareness raising and training of the staff involved in the 

processing operations and the checks on them;  

 providing advice - on request - on data protection impact assessments and monitoring their 

implementation;  

 cooperation with the supervisory authority;  

 acting as a point of contact for the supervisory authority on matters relating to processing, 
including prior consultation pursuant to Art. 36 GDPR and, where appropriate, providing 
advice on all other matters.  

The DPO is not bound by any instructions with regard to the performance of his or her duties, but 

shall report to the management in the form of a report on his or her work within the company.  

In carrying out his tasks, the DPO shall take due account of the risk associated with the processing 

operations, taking into account the nature, extent, circumstances and purposes of the processing. 

The processing of data is documented as part of the described lists of processing activities, this IT 

concept for security and data protection and the procedural documentation. 

An external inspection and documentation of the measures is also carried out via the certificate for 

the inspection of the internal control system at service companies (IDW PS 951).  

Every staff member is obliged to process telecommunications secrecy (§ 88 TKG) and data only in 

accordance with the instructions of their superiors (Art. 29 and Art. 32 Para. 4 GDPR). 

––––––––– 

2.3. Affected areas 

An external computer centre is used for the provision of crossinx services. The company wusys GmbH 

has been commissioned for the provision, management and hosting of the server systems, databases 

and internet connection.  

Central features of the infrastructure provided by wusys are: 

 Mirrored data center with highest security and availability standards in the center of the 
digital economy in Frankfurt am Main. 

 Own fiberglass ring (Backbone), part of the internet [AS47777] 

 Own infrastructure (incl. network and backup equipment) 

 Working according to ITIL standards 

 Working according to ISO 20.000 and 27001 

The development, testing and maintenance of the application is carried out by crossinx itself by 

employees at the location Hanauer Landstrasse 291 A in 60314 Frankfurt.  

The IT security concept thus includes both the Hanauer Landstrasse location as well as the external 

data center.  
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–––––––––   

3. Pseudonymisation and encryption of personal data und 

–––––––––   

3.1 Pseudonymization of personal data 

According to Art. 4 Sec. 5, pseudonymization is the processing of personal data in such a way that the 

data can no longer be referred to a specific person without the inclusion of additional information, 

provided that the additional information is kept separately and is subject to technical and 

organizational measures that ensure that the personal data cannot be assigned to a specific person. 

Pseudonymization is a new requirement of Art. 32 Para. 1 p. 1 a) GDPR, but was already part of the 

principle of data economy according to §§ 3a, 3 Para. 6a BDSG. It must therefore always be examined 

whether and when personal data can be encrypted or pseudonymized. 

Pseudonymization is not used in invoice processing. Electronic invoices must comply with the 

provisions of § 14 UStG (VAT law, German Umsatzsteuergesetz) which prevents pseudonymization. 

––––––––– 

3.2 Encryption of personal data 

Encryption is a process in which a clearly readable information is converted into an “unreadable” 

string of characters using a cryptographic process. 

Typical applications of encryption are the sending of e-mails and the storage of data in (encrypting) 

databases, encryption of mobile data carriers, mobile devices (smartphones, tablets, laptops, etc.). 

Not all data must always be encrypted, instead it is necessary to consider Para. 1. It must also be 

taken into account whether encryption of the data is possible and reasonable in view of the 

circumstances of the specific, intended processing. However, by emphasizing encryption as a 

measure, the legislature has set the threshold for an encryption obligation low. Personal data should 

therefore be encrypted as far as possible, at least in the case of medium risk. 

Encryption of data is used in the areas: 

 User data (login data) is stored in a database and only authorized persons have access to the 
database. Passwords are stored in encrypted form so that users have access to the crossnet 
system. For further details, see chapters 5.3, 5.4 and 6. 

 Data transmission: encryption of email and email attachments, AS2, SFTP, FTPS, portal 
access via SSL, web services (SOAP – encryption via HTTPS), OFTP 

––––––––– 

3.3 Confidentiality of personal data 

Confidentiality is the protection against unauthorized disclosure of information. A breach of 

confidentiality is deemed to have occurred in the event of unauthorized or unlawful processing and 

unintentional loss. The measures described in detail below against unauthorized access, admittance 

and data usage in the system as well as for the control of disclosure guarantee the confidentiality of 

personal data at crossinx. 

–––––––––   
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4. Access control 

–––––––––   

4.1 Frankfurt, Hanauer Landstrasse 

To gain access to the Hanauer Landstrasse site, employees receive keys that allow them access to 

defined areas within the office building. 

The keys are used to access the building and separately to enter the floor with the company offices as 

well as finally access to the business offices of crossinx. Access control to the server room is reserved 

to the director IT/Development Manager and/or the management.  

The staff is requested to lock the rooms after business hours and not to leave external visitors 

unattended in the business offices.  

The loss of a key must be reported immediately to the management. The employees must sign in or 

out the keys by using the corresponding form.  

––––––––– 

4.2 Data processing center 

wusys GmbH operates two mirrored data centers for crossinx with highest standards of security and 

availability in the center of the digital economy at Frankfurt. The access control for one location is 

described as follows.   

––––––––– 

4.2.1 Location and access 

Before registering at reception, you must register your access at the wusys service desk. The access 

to the data processing center is guaranteed 24/7h. 

The access is ensured by an independent access control system under the responsibility of wusys.  

All areas are electronically monitored (motion sensors, door control and cameras etc.). As a 

consequence, if no people are present, all rooms and areas of the data processing center as well as 

the technical areas are alarm secured. A possible alert is linked to the wusys service desk and 

signaled therein.  

All access areas are linked to the wusys service desk by two way speaker systems and cameras. The 

access doors are secured by a two-step system. 

Authorized persons receive access cards. Cameras are installed in all monitored areas; they video 

tape event-driven and guarantee the actual transmission to the wusys service desk of all current 

events.  

Furthermore, every access is logged in the access system and can be evaluated on a room or person 

basis.  

––––––––– 

4.2.2 Procedure for crossinx staff 

The access must be registered by the customer in advance at the wusys service desk, where it is 

checked with a deposited list if the person has the authority to access.  
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Once the customer is registered, he will be picked up by an authorized wusys staff member at the 

reception desk of EVO, where he receives an EVO visitor’s badge, which he has to return when 

leaving the premises.  

The wusys employee then allows the customer access to his computer center and is also available to 

the customer at any time for queries.  

After finishing his job, the customer reports back to the wusys employee as he needs to sign the 

visitors badge.  

The wusys employee then reports the visit time to the service desk, where the visit is protocoled.  

––––––––– 

4.2.3 Procedure for visitors 

Registered visitors are picked up by authorized wusys staff members at the reception desk of the EVO, 

toured through the computer center and will be released after the end of the guided tour at the 

reception.  

In this case the visitor receives a visitor badge of the EVO before entering the premises, which needs 

to be signed by the wusys employee before leaving the premises and which has to be returned at the 

EVO reception desk.   

The wusys staff will also announce the visitors at the service desk where the visit is protocoled. 

––––––––– 

4.2.4 Delivery/Pickups 

All kinds of deliveries/pickups must be announced in advance via the service desk. The 

delivery/pickup is only monitored by a wusys employee who ensures the access.  

–––––––––   

5. Admission control/physical access control 

–––––––––   

In addition to the access control measures described in this chapter, the IT systems are regularly 

tested by penetration tests for the effectiveness of measures taken against the intrusion of 

unauthorized third parties.  

Admission control/physical access control measures pursuant to No. 2 of the BDSG 2003 annex should 

prevent data processing systems from being used by unauthorized persons. According to § 64 (3) No. 

1 BDSG, admission control means denying unauthorized persons access to processing facilities where 

processing is carried out. Section § 64 BDSG applies to the processing of personal data by the public 

authorities responsible for the prevention, investigation, detection, prosecution or punishment of 

criminal offences or petty offenses, not to private authorities, but can also serve as a guide for private 

authorities. 

––––––––– 

5.1 Network security  

The network is protected by redundant firewalls. The servers are individually configured to limit the 

use of ports and services to an absolute minimum necessary to perform their task in the cluster. This 

prevents possible attacks on the system and at the same time improves the availability of the system.  
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––––––––– 

5.2 Security of the operative system 

Access by users outside the system is strictly regulated. In order to gain access to the production 

system, a VPN connection is required in any case, also from the crossinx internal intranet. VPN clients 

with personalized attributes are mandatory for all users. 

Administrators of the system do not have „root“ rights at the operating system level, as these are not 

required for the use of individual services to configure the system.  

crossinx permanently evaluates the availability of new “patches” for the operative system, which are 

adopted as required in order to always have the latest version available. 

––––––––– 

5.3 Database security 

The customer data is stored in a database. Access to the database is restricted to “root“ and users of 

the application. The passwords of the final customers are stored using hash algorithms and are not 

reproducible. Sensitive data is stored in encrypted form.  

SQL attacks on the system are prevented by the use of an object-oriented conversion level, which 

precedes the further processing of each request. Naked SQL is therefore not used in the system. 

––––––––– 

5.4 User security 

System users can only access crossnet if they use a valid of username and password combination that 

is encrypted with SSL during transmission. An encrypted session ID cookie is used to uniquely identify 

each user. Passwords must comply with the password policy (password quality) and are encrypted 

before they are saved. Failed login attempts are protocoled and tracked.  

All computers connected to the crossinx intranet are protected with at least user ID and password. 

Each employee has his or her own password protected account. Every new employee receives 

training that is part of the IT security and data protection concept. Protocols are automatically 

generated for system-relevant activities in the IT systems. The protocols are analyzed to enable any 

necessary troubleshooting.  

–––––––––   

6. Data usage control 

–––––––––   

A documented authorization management exists for crossinx employees, in which it is bindingly 

regulated how authorizations are applied for, released, implemented and revoked. The heads of the 

business areas apply for the necessary accesses for their staff members using the corresponding 

form. The release is carried out by the management. 

There are differentiated authorizations for data, applications and individual functions, which are 

determined via defined roles of the individual employees in the system and also applied for via the 

form. The actual use of the system is protocoled. Differentiated authorizations also exist for drive 

usage and assignment.  

There is a functional/personnel separation of authorization (business management) and 

authorization assignment (Director IT/development). 
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––––––––– 

6.1 Application 

In order to offer reliable services and maintain security at an appropriate level, the crossinx system 

architecture is divided into different system environments:  

 Productive communication level: Connections from and to the customer with the productive 
application.  

 Test system: Identically installed and configured as the productive application, but using 
dedicated test data. All new and changed services or functionalities are tested in this 
environment before productive start.  

 Development system: The main functionalities of the productive system are also available in 
the development environment. Additionally, the documentation and the source code of the 
application are archived here.  

––––––––– 

6.2 Application security 

crossnet has been developed using J2EE and the web framework. This modern development 

environment is one of the fastest growing platforms in the area of system integration and forms the 

basis for the next generation of internet applications. 

The crossnet security concept prevents customers from accessing data from other customers. 

Automated test procedures ensure that every attempt to accessing data outside the permitted range 

is detected and reported. This security concept is applied to each request and the entire duration of 

use. Automated integration tests allow security checks to be performed both during development and 

deployment.  

All invalid HTTP(S) requests are protocoled. A support employee checks whether security problems 

exist.  

crossinx has penetration tests carried out at regular intervals by an independent external company. 

The test results are analyzed and a project plan for problem solving is created.  

–––––––––   

7. Transfer control 

–––––––––   

7.1 Authorization and documentation 

For the use of the crossinx services, different transmission systems are set up with the customers. 

When data is transferred between the customer and crossinx, it is ensured that it is transferred via a 

secure channel. For this purpose crossinx offers different solutions that guarantee integrity and 

authenticity and are described below.  

The Professional Services division is responsible for the documentation of the various kinds of 

transmission, which is stored in a separate document in the network. Only employees of the division 

have the authority to set up appropriate transmissions with customers. 

Each data receipt is protocoled in the system and can be checked by the sender in crossnet. File 

name, file hash, file size and time of arrival are logged amongst other things.  
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If data transmission to crossinx fails, the sender receives a corresponding error message from his 

transmission software. crossinx cannot determine if a data transmitter has failed to transmit the data. 

It is the sender´s responsibility to log and check his processes.  

If the data sender uses the web service interface, he receives dedicated return codes. The evaluation 

of these codes is the responsibility of the data sender.  

Once data has arrived in crossnet, it is no longer lost. The data is backed up in several stages, from 

the input data through intermediate steps to the backup of the output data. 

With all protocols, data transmission is detected by an individual identification procedure. On the part 

of crossinx, only employees of the project area access to the authentication data used by customers 

for data transmission. 

The data sender is responsible for managing and securing his or her sender addresses. 

The data processing steps and the data output are protocoled consistently. At any time, it is possible 

to trace at which point in time data was transferred via which connection and by whom.  

crossinx employees with the appropriate authorization have access to the corresponding 

documentation. When using the web download, document recipients can also retrace who viewed 

and / or downloaded which data and when.  

––––––––– 

7.2 Data transmission 

When transmitting invoice data from the sender to crossinx, it should be ensure that the transmission 

takes place via a secure channel. For this purpose crossinx offers different solutions that guarantee 

integrity and authenticity. 

–––––––––   

8. Ensuring integrity, input control 

–––––––––   

The measures to ensure integrity are intended to ensure processing in accordance with the 

specifications and to exclude unauthorized or unauthorized processing and unintentional alteration, 

loss or damage to personal data. The following measures are taken for this purpose:  

Users with access to the productive system are organized in different VPN groups. Each VPN group 

has been assigned its own access profile, which defines which IP addresses the users in this group 

may access. Each user of a group in turn has his or her own user password and password for VPN 

access.  

Additionally, access is secured via an individual account in the system. These accounts are also 

organized in different groups. A separate access profile is defined for each group. This defines which 

resources a user can access in the system to, e.g. customer data. The user has no access to any other 

resources or information. 

All system-relevant activities and user accesses are recorded by the system. The recording takes 

place on the different levels of the system such as VPN, application etc. and is independent of the 

respective role of the user.  
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–––––––––   

9. Ensuring the availability of systems and services 

–––––––––   

While security features ensure that only authorized users have access to their data, resilience ensures 

that access is guaranteed over time and that personal data is always available and, in particular, 

available when needed. 

Every day, a dedicated data backup is performed for all system-relevant data (necessary for an 

emergency recovery). The data is synchronized in two different data centers. In order to guarantee a 

high level of availability, the system was distributed over two physically separate data centers, which 

are also located at geographically different locations. Each system component in one data center is 

secured by an identical system component in the other data center.  

––––––––– 

9.1 Redundancy und availability 

When using crossinx services, redundancy and availability are one of the most important aspects for 

customers. In recent years, crossinx has therefore been able to guarantee an availability of over 99 

%. This availability is also guaranteed for the future operation in connection with the respective 

customer SLA. For this purpose, the system is distributed into 2 physically independent data centers 

in different German locations.  

––––––––– 

9.2 Backup 

In addition to a daily incremental backup of the data, a full backup of all data is carried out weekly. 

The corresponding media are stored separately. A hard disk mirroring takes place. 

––––––––– 

9.3 Data integrity and persistence  

Data integrity and persistence are checked at all critical transfer point. Depending on the configured 

process, protocols are also generated at various points. 

––––––––– 

9.4 Business Activity Monitoring (BAM) 

The department Operations ensures active monitoring during business hours (Mon – Fri 09:00h – 

17:00h). A ticket is created for each error and displayed in the BAM application. Outside business 

hours there is a system monitoring software/hardware that alerts the relevant persons. 

crossinx administrators use web based Business Activity Monitoring (BAM). This ensures that the 

functionality of the system is monitored in real time.  

––––––––– 
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9.5 Recovery (Disaster Recovery) 

The ability to quickly restore the availability of and access to personal data in the event of a physical 

or technical incident is in place. The processes for restoring selected scenarios are executed 

quarterly. This checks the accuracy and completeness of the processes.  

In the event of hardware failures, there are maintenance contracts with the server manufacturer of 

that guarantee hardware replacement. This goes as far as the complete replacement of a defective 

server. Thus all servers become operational again after a failure and can be used productively again.  

The data is regularly backed up weekly in full, daily incrementally. In case of data loss, the data is 

restored from these backups. The server and the database can also be completely restored at any 

time. In the event of a robot failure, 2 additional robots are available at other locations for importing 

the required data.  

In order not to burden the production network during backup, backup and recovery take place on a 

physically separated network. This guarantees the highest possible bandwidth for backup and restore 

and enables short recovery times. 

––––––––– 

9.6 Redundant power supply 

The data centers are supplied with power via UPS systems. In the event of an emergency, diesel 

generators are also available which can take over the power supply without any failure. Each rack is 

equipped with „A“ and „B“ power sockets, i.e. the racks are connected to two separate power 

distribution units (PDUs) to prevent simultaneous failure of both circuits. 

 Optimum power supply due to central location in the European power grid  

 Best energy supply through power plant campus and partnership with supplier 

––––––––– 

9.7 Fire protection 

Fire detection 

 Two separate physical systems: 
o RAS for earliest detection and alarming; 
o VESD ceiling sensors and double floor sensors for pre-alarm and main alarm 

Fire call 

 Three escalation levels: 
o Early alerting 
o Pre-alert  
o Main alarm with extinguishing release  

Fire extinguishing 

 The most modern fire extinguishing system using the NOVEC developed by 3M. 

––––––––– 

9.8 Connectivity 

 Direct redundant connection to the fiber optic infrastructure of the Rhine-Main metropolis   

 Carrier neutral and already supplied by COLT, DTAG, BT, euNetworks, HEAG Medianet 

 can be used in the location by optional Carrier Bridge over 150 telecommunication providers  

 own fiber optic metro ring  

 second strongest router in the world  
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 redundant recording of three uplink providers at redundant locations   

 redundant distribution in the location  

 each traffic runs over a redundant HW firewall  

–––––––––   

10. Measures to ensure the purpose of limitation of 
personal data (non-chaining) Art. 5 Sec. 1 lit. b) GDPR 

–––––––––   

The security of the processing is, among other things, also a prerequisite for the fact that data can 

only be processed and evaluated for the purpose for which they were collected (earmarking). The 

data of the different customers are processed logically separated from each other (separation 

control). The separation occurs at the level of the file system and the database.  

No personal data that can be evaluated is recorded in the invoices to be processed. Only those data 

are stored that are required for the purpose of providing the service. User data (login data) is stored 

so that access to the crossinx system is guaranteed. Access to this data is restricted and regulated 

internally by crossinx through an authorization concept. The user and staff passwords are encrypted. 

The user data is assigned to an organization and cannot be viewed by another organization. 

IP addresses are strored because they are required for the support service offered and for crossinx´s 

core business. 

For more details see chapter 5, 6 and 7. 

To ensure a high quality standard, the production system is completely separated from the test 

system. The test system is installed and configured identically to the productive application, but 

dedicated test data is used. Only the capacity of the hardware used and the transmission speed are 

different. Customer data is also logically separated in the test system.  

–––––––––   

11. Order control 

–––––––––   

11.1 Staff members 

All employees of crossinx GmbH sign a confidentiality agreement together with their employment 

contract. This agreement refers to all confidential information, documents and materials to which the 

employees have access within the scope of their work. In particular, this also includes personal data 

covered by data secrecy and telecommunications secrecy (§ 88 TKG). All employees with access to 

personal data are obliged to process the data exclusively on the instructions of crossinx. The staff is 

trained with regard to the requirements of data protection laws and are regularly sensitized. New 

employees are trained and instructed in the processes within 30 days of their new employment. 

All employees are sensitized not to share their access data (user name and password) with others. 

––––––––– 
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11.2 Subcontractors 

crossinx uses various external service providers to provide services for its customers. Appropriate 

contracts have been concluded with the service providers in order to ensure the same data protection 

(according to Art. 32 GDPR), IT security and order processing requirements as for crossinx itself. 

–––––––––   

12. Organization control 

–––––––––   

The separation of functions between the individual business areas is set out in an organization chart. 

The respective job description is documented in writing with the employee.  

The documentation and control of the access rights of the customers is controlled by the various 

functions of the support tool.  

––––––––– 

12.1 Updates 

As a central system, crossnet´s concept is designed in such a way that customers benefit from 

improvements without having to make changes themselves. In order to minimize the resulting 

disruptions, a standard maintenance window of 10 minutes is used at 1 a.m. on Wednesdays. 1 hour 

before the maintenance interval, the users are reminded via the portal to avoid any restrictions.  

––––––––– 

12.2 Operational processing 

The members of the support team act as central contact person for the client. The support team is 

responsible for ensuring that all incoming transactions are processed according to the agreed service 

levels. The employees have the necessary competences to be able to answer most of the reported 

requests directly.  

The responsible employee is responsible for assigning the necessary resources to solve the process 

and to provide the customer with feedback with correct and relevant information.  

The support team is closely linked to the internet platform and the corresponding monitoring system, 

which registers automated error messages. This ensures that the support team is informed of faults 

at an early stage and that the customer is informed proactively.  

The tasks of the support team include:  

 Reception, registration and analysis of incidents  

 Prioritizing of the incidents 

 Early fault detection 

 Escalation of incidents up to 3rd Level Support and to providers 

 Responsibility for the processing of the incidence analogue to the agreed processes, 
including the tracking of escalated incidences  

 Ensuring that feedback is given to the client  

 Transaction statistics  

The crossinx support team is available for information and questions or problems with the exchange 

of electronic documents:  

Email: support.de@crossnet.crossinx.com 

mailto:support.de@crossnet.crossinx.com
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Staffed support is available on weekdays from Monday to Friday between 9:00 a.m. and 5:00 p.m., 

but not on public holidays of the state of Hesse. Incidents received by e-mail or fax on weekdays 

between 5 p.m. and 9 a.m., Saturdays, Sundays and public holidays in the state of Hesse will be 

analyzed by the support staff immediately after 9 a.m. on the following working day. 

––––––––– 

12.3 Service Level Agreements 

The internet availability is 99,9%, the server availability 99,7%. 

The response times are staggered as follows: 

  - Stage 1 – Change requests 

Requests for support in or implementation of changes to the system. Short-term processing, usually 

within 24 hours of receipt of the notification on weekdays, depending on the scope of the request. If 

the notification is received outside business hours, the processing and deadline begins on the next 

working day. 

  - Stage 2 – Operational disruption 

Disruption within the functionality of a subsystem, which does not significantly restrict the overall 

functionality of the system. Short term processing, depending on the scope, within 24 hours of receipt 

of the notification on weekdays. 

  - Stage 3 - Failure 

Disruption within the functionality of a subsystem which significantly limits the overall functionality of 

the system. Immediate start of the problem solving activity. See failures and measures below.  

In case of failures (level 3) the escalation plan starts: 

Time: t=0 

Process: Incident message, ticket issued, customer callback 

Escalation level: responsible system engineer 

Time: t+4h 

Process: completion or escalation 

Escalation level: Head of System engineering 

Time: t+8h 

Process: completion or escalation 

Escalation level: Head of Technology 

–––––––––   

13. Measures to ensure transparency for data subjects, 
persons responsible and supervisory bodies – Art. 5 Sec. 
1 lit. a) GDPR 

–––––––––   

The following measures have been taken by crossinx so that those affected, those responsible and 

supervisory bodies can recognize, among other things, which data is collected and processed for 

which purpose in a procedure, which systems and processes are used for this purpose 

(transparency): 



Wir schaffen Mehr.Wert.Verbindungen.

 

TOMs crossinx GmbH Version 4.0 

PUBLIC page 16 of 18 RELEASED 

 

 Documentation of procedures, in particular with the components of data pools, data flows, IT 
systems used for this purpose, operating procedures, procedure description and interaction 
with other procedures. 

 Documentation of tests, release and, if necessary, prior checking of new or changed 
procedures (change management). 

 Documentation of contracts with internal employees, contracts with external service 
providers and third parties from whom data is collected or transferred to them. 

 Consents and objections are documented in a contract with the respective customer. In the 
crossnet system, changes are always assigned to an organization and can be viewed there. 

 Changes and accesses are protocoled (logins, data upload/download, page views) 

 Verification of sources of data (authenticity). 

 Documentation of processing procedures by means of protocols. 

–––––––––   

14. Measures to guarantee the rights of data subjects – 
Art. 13 et seq. GDPR (intervenability) 

–––––––––   

Intervenability means that the data subjects are effectively granted the rights to notification, 

information, correction, blocking and deletion to which they are entitled at all times (intervenability). 

Requests from data subjects for information on their personal data stored are forwarded to the data 

protection officer, who decides on the further treatment. His contact details are as follows: 

Marco Peters 
External Data Protection Officer 
Nextwork GmbH, Sophienstrasse 20, 80333 Munich, Germany 
Phone: +49 89 24449922-0 
datenschutz@nextwork.de 

The following measures are taken to do this: 

 Possibility of deactivating individual functions without affecting the overall system. 

 Creation of a concept for the correction, blocking and deletion of all data stored on a person 

 Documented processing of malfunctions, managing problems and changes to the procedure 
as well as to the protective measures of IT security and data protection 

–––––––––   

15. Procedures for regular review, assessment and 
evaluation of the effectiveness of technical and 
organizational measures to ensure the security of 
processing 

–––––––––   

The technical and organisational measures are reviewed, evaluated, estimated and adapted to the 

current state of the art at regular intervals. Changes are made and documented in at least a four-eye 

principle. 

The following measures are taken for this purpose: 

 Regular revision of the security concept 

 Risk analysis and assessments  

mailto:datenschutz@nextwork.de
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 Audits by the data protection officer and the IT audit to ensure compliance with the defined 
processes and specifications for the configuration and operation of the IT systems 

 External examinations, audits, certifications 

–––––––––   

16. Preparations in the event of violations of the protection 
of personal data 

–––––––––   

In the event of a violation of the protection of personal data, the supervisory authority may have to be 

notified pursuant to Art. 33 GDPR and the persons concerned may have to be notified pursuant to Art. 

34 GDPR. 

To this end, crossinx has defined the following concepts and procedures: 

 Risk management 

 Information security management 

 Procedure for violations of the protection of personal data  

 In the event of a hacking attack, the user´s name, email and telephone number can be 
retrieved. Passwords are encrypted and cannot be viewed. 
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