TRUSTWORTHY
AUTONOMOUS SYSTEMS

Systems Engineering Challenges for Trustworthiness
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Why do we accept that people can drive and get their
license after only 12 hours of driving lessons?
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Why do we accept that people can drive and get their
license after only 12 hours of driving lessons?

And why don't we accept an autonomous vehicle that
has completed the same number of driving hours (in
a simulator)?
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AV is not human
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Explainability of algorithms

Cyber security
Software bugs

Andre Bolles, Imke Hoppe, Axel Hahn, DLR, 2022-09-27




Possible arguments A#y
DLR

AV is not human
Simulators are not reality

Sensor inaccuracy S _
Explainability of algorithms

Cyber security
Software bugs

Electric errors

and many more..
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But what is hidden behind these arguments?
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TRUST
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What makes a highly automated / autonomous
system trustworthy?
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Answers from the DLR Systems Engineering
Institute
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comprehensible behavior
reliability

Preparedness

Criticality analysis

Robustness

Al verification

independent multiple protection

Runtime Assurances

Certification Standards

less making me feel shocked

Reliable fall-back strategies

Transparent decisions

Understandability Transparency

Explainability

making explainable decisions

Predictable, comprehensible and
explainable behavior

Approbiate Safety Level
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Replicability
Field experience

Proven in use testing

Exhaustively tested

Formally proven

Error free
Trustworthy V&V Methods  thoroughly tested
Validation Model validity

Knowledge

Proven robustness

Monitoring
Continuous (human) supervision
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Adaptation to personal behavior

Easy take-over

Easy cooperation

Integrity

Interpretability

Realistic distribution of data
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“Trust [...] is the willingness of a party to be vulnerable to the
actions of another party based on the expectation that the
other will perform a particular action important to the trustor,
irrespective of the ability to monitor or control that other part.”

(Mayer et al. 1995) summarizing (Kee and Knox 1970)
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Is this achievable from a technical perspective only?
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Or do we need more?
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comprehensible behavior
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Continuous (human) supervision DLR
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Obviously, we need more...
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But where to get this?
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What did we do in the past, when we were in a
dead end?
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New Solutions for Sensors
Adopting physics for positioning by using inert sensors DLR
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New Solutions for Parametrization

Adopting genetics for optimization
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New Solutions for System Functionality
Adopting biology by using neural networks for classification DLR
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And what can we do In the future?
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Autonomous Systems
Learning from human cooperation DLR
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Intelligence of a social system: human interaction Intelligence of a technical system: Smart City

Siehe auch https://cmte.ieee.org/futuredirections/2017/08/15/tech-for-autonomous-systems-advanced-interaction-capabilities-iv/
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New System of Systems Design
Adopting social science for system management
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New System Designs
Medical Science: adopting concepts of life for resilient complex systems DLR
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New System Behaviour
Adopting complexity theory for self guiding sytems DLR
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Remembering what we learned so far...
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Maybe we should consider autonomous*
systems as ,living“ entities with an integrated
role in our societies...
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...covering not only trust but also other aspects
of socialisation...
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...and address this situation from several
disciplines...
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...Implicating also changes in systems
engineering...
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Autonomics A#y
System Engineering Challenges DLR
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Open your mind: Leave the beaten tracks: New Thinking: New Cooperation:
» Find new solutions « Out of the box thinking « Find and apply new « Systematically explore
* Adopt your thinking * new system architecure aproaches for design and  the design space
 ldentifiy and transfer patterns analysis » Rethink the life cycle
technologies « Handle new dimensions <« Transdisceplinary
of system complexity teams
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