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Minimize risks and maximize
protection 

Security has an impact on high tech systems in all phases of their lifetime
challenging system functionality, performance, safety and usability. System
security must have early and continuous focus in the complex world of system
development, and be done by design, throughout the whole system, and not as
an afterthought or add-on. To ensure that this is achieved, collaboration is key.
 
System security: from threat to opportunity
High tech systems are complex cyber-physical systems on which we rely more
and more in our daily lives. These systems are sensitive to attacks that can cause
anything from data loss, to functionality degradation and even physical
damage. Economic losses and reputational harm may be irrecoverable while the
risk of fatalities cannot be ruled out. Protection, detection, mitigation and
recovery must take place in both the physical and digital worlds. Up front and in
collaboration. And as security measures must be present throughout the full
system, not only must security experts deal with this issue, but every developer
must have some minimal level of awareness about security.
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The good news is that developers of high tech systems can
borrow insights from Information or operational technology
security, and address security-relevant technical and research
challenges to ensure control of critical data, interfaces, functions
and features both now and in the future. By addressing system
security in an integral way, and viewing the challenges and
benefits for system security over the lifetime of the system(s),
system security can be approached as an opportunity rather
than a threat.
 
System security: the whole picture
System security is often aimed at protecting against attacks.
However, reality brings more sophisticated attackers, faster IT
evolution and highly interconnected systems. This means that a
full system overview is almost unmanageable and making a
system 100% secure is virtually impossible. As a result, one
should not only protect a system, but also be able to detect
attacks, mitigate and recover from them.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Future systems even need to be capable of anticipating,
withstanding, recovering from and evolving from attacks and
other disturbances. System security must be regarded as an
emergent property of the system, having a complex interplay
with other emergent system properties such as performance,
reliability, safety and cost. And it must aim for the full spectrum
of protection, detection, mitigation and recovery. Engineering for
system security can therefore be realized only through
multidisciplinary interactions, for example with Model Based
Systems Engineering, whereby system security results from the
convergence of many things to produce a system free from asset
loss and its consequences.

To take this route, one must have an overview of aspect such as
the assets in the product, their value for the company, the
customers and potential hackers. And also the extent to which
you can rely on your supply chain, both in providing protection
and potentially handling your information.
 
Why system security?
With high tech systems becoming ever more complex, data-rich
and connected, they are increasingly vulnerable to security
breaches. Digitalization and growing interconnectedness – think
of IoT and industrial IoT – means that the ‘target area’ for
potential attackers is growing exponentially. Security incidents
not only cost industry and society dearly, they also cause damage
to business and operations. For instance, in 2018 TSMC (Taiwan
Semiconductor Manufacturing Company) lost about USD 250
million due to a computer virus emanating from a fabrication
tool; a year before, a computer virus forced GlobalFoundries to
shut down part of its computer chip manufacturing operations in
the US. And the rise in the number and severity of ransomware
incidents, such as the REvil hack with its demand for USD 70
million to restore data, have shown how vital system security is
becoming, from both an economic and reputational perspective.
As a result, system security is a differentiator that preserves
brand value and ensures competitiveness. Moreover, market
access depends on regulations: the IoT Security Law of California
demands secure connected devices and the EU’s GDPR for data
protection requires clear data governance.
 

System Security is a
differentiator that preserves
brand value and ensures
competitiveness
System by design

A system composed of components that are each individually
secure is by no means automatically secure at system level due
to the emergent nature of system security (and system behavior
in general). This also means that an add-on or ‘retrofit’ approach
to add security to an existing system by adding security blocks is
not only very expensive in the long run but such a series of
gap-fills that attends to one element can aggravate another, or
deteriorate other system aspects. For example, if solving a
security issue requires more computer capacity, this may affect
production line capacity. 
 
 

System security: challenges and opportunities in
creating secure high tech systems
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Simply put, you may have a more secure printer but instead of
200 pages per minute, you can only print 150 pages per minute
as a result of less computer capacity. But if this is already
calculated in the design phase – balancing the various elements –
then such problems can be prevented. 
 
System creators must strive for a holistic design that balances
security and other system properties; neglecting a consistent and
coherent allocation of security measures (like authentication or
encryption) leads to wrong trade-offs between security,
performance, costs and usability. A system ill-designed for
security endangers the customers’ trust and empties the
manufacturer’s wallet, even putting the safety of a population at
risk. Therefore, developers must explicitly consider system
security in system development, the outcome of which is a set of
design concepts that reflect stakeholders’ concerns and best
practices. This includes protecting data, functionality and
interconnections in a structured way. Security is as strong as the
weakest link and therefore demands early focus. Otherwise, it
will be flawed, unsustainable and costly due to recalls or fixes in
the field.  
 
Designing a system that addresses the requirements of different
stakeholders and complies with best practices is not always an
exact science. Typically, regular iteration may be needed until the
system design complies optimally with such needs. Even in that
case, it may not be clear which design alternatives exist and
which trade-offs appear as a result of design choices.

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Therefore, it is clearly beneficial to have a structure that
organizes information to provide a clear overview of the different
aspects of a system design. Such a structure can also help
identify the tensions that naturally arise between the concerns of
various stakeholders, e.g. the privacy and security concerns on
one hand, and usability concerns on the other hand. Not only
that, such a structure can facilitate the communication and
enhance the traceability of design decisions and underlying
rationale, such as ESI’s MBSE WoW solution.  

Challenges and Benefits
So, questions that system developers might ask themselves
when taking a security-by-design approach include:

Which assets of customers and system creators are in the
product?
Should they be protected? And against whom?
What is a suitable cyber-security strategy and mechanism?
Can we rely on supply chains?
What is the optimum balance in spending resources and
effort on protecting, and on detection, mitigation and
recovery?

 
Such questions are vital to ask from the outset. It begins with the
right mindset and the principle of security-by-design. It’s about
identifying what is of value, what are the weak points, and
establishing attack vectors, like ‘red’ security teams who simulate
attackers. Because the value of having a profile of the attackers
who are out there cannot be underestimated. What do they
stand to gain from an attack, and how, when and where can they
access the system or abuse a certain functionality of the system?
 
 
 

System Security: challenges and opportunities in
creating secure High Tech Systems
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Addressing security-relevant challenges will clearly help high tech
systems creators, ensuring control of critical data, interfaces,
functions and features, both now and in the future. It all begins
with awareness of the problem, awareness to gain insight and a
willingness to collaborate on solutions that focus on the whole
system, or system of systems, throughout the system’s lifetime.
 

It begins with the right
mindset and the principle of
security-by-design
 
Constructing a shared understanding on security goals and
methods among system developers will save on the
aforementioned expensive retrospective development. Linking
in-system assets to business risks and undesirable impacts will
clarify design choices and set priorities. By clearly modeling and
quantifying system security with formalized methodologies, a
better balance and alignment of design trade-offs can be gained
and the benefits translated into business operations.
 
So, in brief, a careful balancing of the right security technology,
knowledge and processes will help solve the larger high tech
system development puzzle. It’s no easy undertaking, however,
and there is still a need for further research. An orchestrated
investigation is required to deal with the unknown and
challenging aspects of system security but when the result
generates new methodologies to create secure systems, the
returns on investment will be invaluable.
 
 
 
 
 

 
 
 
 

System security solutions start with collaboration
Given the need for system security to be tackled from the outset,
it is vital that this is a collaborative effort. ESI, as an innovation
research center, partners with industry-leading high-tech
companies to address system complexity challenges based on
company-specific requirements. By re-using (and not
re-inventing) best practices, we develop methodologies to help
system developers deal with emergent system qualities, such as
overall performance and reliability, to name just a few. System
security is one of these emergent qualities, and by integrating
that in our approach, new insights into system security are
gained in the form of transparent and secure system solutions
for high tech systems.  
 
We invite industrial partners to join us in addressing the security
challenges with the promise of new insights into system security
and rewards in the form of transparent and secure system
solutions for high tech systems. Time to make an opportunity out
of your threat.
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