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THE NEXT BLOCK IN THE CHAIN:
ENTERPRISE ADOPTION OF BLOCKCHAINS
ABSTRACT
Blockchain technology has the potential to revolutionize the rules of the game by disintermediating, improving transparency in
financial and business processes, improving customer experience, breaking geographic barriers and establishing a democratic,
autonomous, trustless economy governed by logic and community-consensus. The Blockchain was popularized by its first
application: Bitcoin cryptocurrency, a cryptocurrency that introduced a new way to conduct transactions via Proof-of-Work
(PoW) based consensus, which enabled thousands of completely untrusted participants to transact peer-to-peer without the need
for a central authority guaranteeing the values exchanged. This public Blockchain network, similar to other public Blockchains,
however, has a few drawbacks such as high latencies, low transaction rates, fluctuating transaction costs and significant energy
expenditure, which makes it less fit for enterprise adoption. Private and Consortium Blockchains were invented as a response.
As public Blockchains evolved from a niche technology powering cryptocurrency to a more pervasive, flexible, programmable
and automatable one, the underlying consensus mechanisms too developed to address the drawbacks and enable business
adoption of public Blockchains. This article provides an overview of the technology mosaic that is the Blockchain, investigates
the current industry trends, gives an insight into the current problems plaguing public Blockchains, the various Blockchain
typologies, the evolving world of consensus mechanisms while analyzing the merits and demerits of these components.

INTRODUCTION
Contracts, transactions and records define the core of our economic and commercial system. They define the structures and set
the rules of exchange of value between nations, companies, communities, and people. They are the chronological records upon
which we found our managerial and social interactions. And at the centre of it all, is Money.
But what essentially is Money? Store of value or medium of exchange? In every practical sense, money has value when it is
transacted. In a dynamic perspective, money is value exchanged. Millennia before € 2.10 could inject enough caffeine to
fuel our day, an ox was probably traded for a sword, salt was traded for military service, and in extreme cases, kingdoms
were sold for a horse. While this system of barter still exists in some parts of the world, the concept of money has evolved
in others over the last few centuries. While the most obvious driver behind the evolution of money is the stability money
introduced to trade, and its globalization thereof, by representing a constant unit of value, in essence, however, the true
driver behind the evolution of money over the millennia has been the necessity to increase the speed of commerce. And
a decade ago, in 2008, this driver gave birth to cryptocurrencies, but more importantly, the technology behind it –
Blockchain!
Blockchain is a technology chock full of potential. It aims to revolutionize the rules of the game by disintermediating,
improving transparency in financial and business processes, improving customer experience, breaking geographic
barriers and establishing a democratic, autonomous, trustless economy governed by logic and community-consensus.
However, the technology is still teething and technological, governance, organizational, security and social concerns are
holding back the mass adoption of the technology, especially in the Enterprise arena. Yet, very similar to the shaky
childhood of the internet that was marshalled by TCP/IP into maturity as an indispensable vessel of information exchange,
over decades, Blockchain is morphing

The Blockchain market is nascent and fragmented. At scale, implementations are just beginning to happen. Regulatory
agencies are just beginning to move. Blockchain is part of the digital economy: legal, governance, collaborative, economic, digital,
and cultural future, precedents do not exist and need to be worked out.
- WinterGreen Research, 2018
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And despite having some ways to go before reaching technology maturity, it is interesting to note that the European
market already perceives the potential of this technology. Many enterprises are experimenting with Blockchain
technology to allay the fear of missing out while others are hedging on the Perceived benefits of the Blockchain!
Frost Brown Todd (FBT), a 500+ attorney law firm based in the US, has taken the initiative to understand the implications of
smart contracts in the legal field. In May of 2017, FBT announced their completion of a prototype smart contract to be used in
software escrow agreements.
Attorney Josh Rosenblatt, head of FBT’s Blockchain team was able to get the first-hand experience with smart contracts. He stated
that: “For a lot of people in the industry until you get your hands dirty, it’s hard to understand what the advantages and disadvantages
really are.”
- WinterGreen Research, 2018

Share of respondents who
agree

Figure 1 - Europe: top drivers of Blockchain in business 2018 (Cognizant)
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This sentiment is also reflected by the Total Addressable Market (TAM) for Blockchain solutions that are quickly growing
across the world
Figure 2 - Blockchain, Market Forecasts Dollars, Worldwide, 2018-2024 (WinterGreen Research)

In many sectors, Blockchain is perceived to have disruptive potential, as seen in the following graph.
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Share of respondents who agree

Figure 3 - Perceived disruption of Blockchain worldwide 2018, by industry (Statista)
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In Italy the feeling is slightly different. While the potential of Blockchain is keenly felt, it is not perceived as a disruptive
force. To give an evidence on this Bip. interviewed key decision-makers at its clients in the Energy sector. The clients
– large scale Italian Electric Utilities, Service Providers, Renewable energy producers and Grid operators – were queried
for their take on Blockchain’s future in the Italian energy sector. The respondents said the following:
Figure 4 – Results of the Bip. Survey (Bip.)
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An initial inference: the Italian Energy Sector is willing to experiment with Blockchain technology with a widespread
objective of rendering efficient the value chain by utilizing public or consortium variants of the technology.
Despite the perceived potential, Blockchain’s race towards becoming an under-the-hood technology is not a walk in the
park. Negative propaganda surrounding the utilization of cryptocurrencies for illicit activities and the ICO (Initial Coin
Offering) scams have taken their toll on the rate of progress. The underlying technology itself has been drawing flak
regarding the amounts of energy consumed to sustain the networks (especially the popular ones: Bitcoin and Ethereum).
Table 1 – Blockchain Energy Consumption as of 2018 (Digiconomist)
DESCRIPTION BITCOIN
Current estimated annual electricity consumption (TWh)
Electricity consumed per transaction (KWh)
Number of U.S. households powered for 1 day by the electricity consumed for a single
transaction
Electricity consumption as a percentage of the world's electricity consumption
Country closest in terms of electricity consumption

ETHEREUM

73.12
829

18.95
94.00

28.01

3.16

0.33%
Austria

0.09%
Iceland

In the depicted context of perceived opportunity and fear of abuse, where the underlying technology is far from being
understood, two extreme points of view have risen:
1. Evangelistic: Blockchain is proposed as a panacea that can successfully address pain-points persisting in many
industries.
2. Too Pragmatic: Blockchain is considered as a niche to solve few of the problems in today’s industries, and its
implementation is constrained by underestimated limitations: scalability, the threat of centralization, oracle
problems, regulatory uncertainty, privacy and lack of interoperability.
The reality lies, as usual in the middle. In this article, we strive to present an unbiased observation of the industrial
adoption of this maturing technology, with a focus on enterprise adoption. It is an observation effected through the
quotidian eyes of those wishing for a change in the status quo of the world’s economy presently characterized by
financial exclusion, information asymmetry, manufactured trust and concentration of authority. This article covers the
following concepts:
Section #
1
2
3
4
5
6
7
8
9

Title
The Blockchain - a metaphoric deconstruction
Bitcoin ≠ Blockchain – towards Blockchain 4.0.
The Blockchain Eco-system
The Key problems plaguing the Blockchain today
Who is using the Blockchain today
Access controlled Blockchains – a business-ready solution
Public Blockchains – Going the distance
Evolution of Consensus mechanisms – parallelism with social governance
What to expect in the Blockchain arena

THE BLOCKCHAIN - A METAPHORIC DECONSTRUCTION
In essence, the Blockchain is a database of transactions between peers (who can be individuals or institutions). What
is revolutionary about this database is that it supplants a traditional, centralized authority which guarantees the
execution of the transaction and maintenance of the integrity of the record, with an ecosystem of peers who engineer
and maintain a set of rules that permit them to discharge the very same functions albeit in a democratic manner. The
disruption is two-fold: i) owing to the nature of the technology, the data written into the Blockchain becomes nearimmutable, and ii) the mechanism of the Blockchain does not require preordained or acquired trust between the
participants, thus making it a truly decentralized, fundamental technology.
As Richie Etwaru, a well-known Blockchain evangelist, rightfully surmises, the Blockchain is helping us bridge the
next gap in human evolution: the ‘trust’ gap (the previous gaps being the knowledge gap addressed by the printing
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press, the power gap addressed by the steam engine, and the distance gap addressed by the internet) by abolishing our
dependence on the current brand of manufactured trust and effecting a paradigm shift which promotes a trustless
economy (better read: an economy that can be sustained without the need to trust a counterparty in a transaction or
depending on an authority to broker said trust).
The Blockchain is not to be considered a monolithic technology conceived in 2008. Its origins date back three
decades and is an intricate composite of many cryptographic technologies, economic theories and digital concepts.
Figure 5 – Blockchain Spectrum of topics

Blockchain’s disruptive potential touches upon a large spectrum of topics as illustrated below.
Figure 6 – Blockchain Spectrum of topics

In an attempt to shine some light on the technology-mosaic that is the Blockchain, we endeavor to present its raison
d'être through a metaphoric deconstruction that aims to contextualize the various key-concepts that include:
•
•
•
•

Cryptocurrencies;
Double spending;
The Distributed Ledger;
The resolution of the Byzantine Problem;
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•
•

Consensus;
Mining;

A lot of people automatically dismiss e-currency as a lost cause because of all the companies that failed since the 1990's. I hope it's
obvious it was only the centrally controlled nature of those systems that doomed them. I think this is the first time we're trying a
decentralized, non-trust-based system
-

Satoshi Nakamoto

Crypto Currencies: Digital currencies were first introduced in the 1980s as a means to permit two parties to send and
receive money directly and safely. They were based on two technical components: an authentication mechanism to
identify the owners of the accounts, and a central database containing the value stored in each account. By interacting
with the Digital Currency system every user could ask to move value from their account to another, similar to today’s
Home-Banking solutions.
Figure 7 – Top 10 cryptocurrencies by Market Capitalization

Currently there are close to 2000 (est.) cryptocurrencies that have been launched by various initiatives. The drive behind this
‘explosion’ of cryptocurrencies is linked to the phenomenon of ICOs (Initial Coin Offerings) which, in 2017, had a market of $11.9
billion. ICOs are also the reason behind the failure of most cryptocurren-cies. As revealed by Statis Group, 80% of ICOs in 2017
were scams. And, by implication, the coins launched through these ICOs no longer have value in the crypto market. This has
created bad reputation leading to a shift away from ICO investments
Bip elaboration on study by Statis Group
However, these systems suffered from: i) centralization – some sort of “banks” were still needed to control the
authentication and issue of the digital currency that could be digitally exchanged by the transactors, ii) double-spending:
digital currency being just a series of numbers was easy to replicate and spent twice. The banks had to step in again as
official ledgers guaranteeing one-unit one-spend. With the introduction of cryptographic signing which permitted to
adopt the concept of “signing the cheque” to make the transactor uniquely accountable for the transaction, digital
currencies had taken a step forward to cryptocurrencies.
Blockchain was designed to address these limitations and remove the need of Banks or central authorities, and is designed
around two main concepts that are often, and in some cases erroneously, confused with the Blockchain itself: distributed
ledger and consensus
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Double spending is a unique problem to the world of digital currencies that allows a malicious peer to duplicate a transaction.
Physical currencies do not have this problem, as they are difficult to reproduce in a short time, and the parties involved in a
transaction can verify if they are cheated, with relative ease. With digital currency, there is a risk that the holder could make a copy
of the digital token and send it to another party while retaining the original. Banks guarantee the uniqueness of the transactions by
maintaining centralized ledgers. Blockchain communities aim to obviate this dependency for various reasons, the most important
of which is to foster P2P interactions without the necessity to centralize trust in the peer. This translates into a need for a new
technology that helps prevent double-spending in such decentralized environments that are growing in size daily (the Bitcoin
network today spans the globe). This is made possible by the Distribute Ledger Technology or DLT.

The distributed ledger is a transactional database which, spread across multiple devices on a P2P network, underpins
the philosophy of Blockchain. The idea is, if we need a ledger to check various accounts, and ultimately verify if a cheque
received is cashable, instead of asking a Bank, why can’t the ledger be distributed to everyone? The information that is
inserted into such a ledger is replicated and stored in each of the ‘nodes’ that actively participate in the network, and
anyone with access to the chain (the internet in the case of Public Blockchains) can access the information with a read
only access... Everyone can verify the cheque against his/her copy of the ledger. Distributing a ledger to everyone that
was impossible only 30 years ago is now made possible with the advent of the internet.
The theory of degrees of separation – “everyone on the planet is connected to everyone else through a chain of
acquaintances with no more than six hops (with the rapid rise of social networks, the numbers of hops have fallen to 5)”
– is applicable to the decentralized world of Blockchain as well. In the Blockchain network, every node propagates the
ledger and the transactions information therein, to its neighbors, and in five forwards, the information reaches the entire
world in a matter of minutes (or even seconds). Promoting the replicated propagation of the data pertaining to transactions
and the subsequent verification of unspent value of the accounts involved in the transaction to everybody permits
everyone to verify it before it is concluded.
For example, if Marco had already transferred a unit of value (cryptocurrency, fiat or any other asset) to Luca in July
2019, he cannot transfer the same value to Luca at a subsequent point in time or to Giuseppe at the same point in time
since the unit of value is flagged as transferred throughout the distributed ledger, and this information is easily verifiable.
Thus, the distributed ledger technology helps solve the double-spending problem.
The distributed ledger is an append-only database. If a user is to ‘write’ information (a transaction), it has to be submitted
for verification, validation and finally, insertion, according to the rules of the protocol. By keeping all historic information
ever written into the Blockchain at the disposal of those nodes that participate in the validation of the newly submitted
information, the community can check if the new information is a duplicate.
As mentioned earlier, Blockchains are designed to enable value transfer between peers. If such interactions were to occur
only between peers who trusted each other, then there is no need for a Blockchain or even a centralized solution with a
third party peddling manufactured trust. However, if the peers were to interact in a trustless manner, they could potentially
alter the information before sending it to their neighbors to corrupt the chain of information. The ledger could be altered
while it is distributed through the network and this could undermine the mechanism of distributed verification described
above.

The Byzantine-General problem: The propagation of information in a network where there is no trust is a problem that was
postulated in Microsoft labs in the 70’s. In literature, it is popularly dubbed The Byzantine-General problem. The problem refers to
the situation wherein only a concerted attack or retreat results in success to a group of Byzantine generals laying siege to a rebel city,
and the only means at their disposal to execute an orchestrated attack is through a human messenger – a system that introduces
multiple vulnerabilities in terms of corruption of the message being carried.
This problem translates into a need for an autonomous solution to maintain the integrity of a decentralized, distributed network.
And distributed systems that overcome this problem are said to have Byzantine Fault Tolerance (BFT). The Bitcoin network has
BFT built into its protocol – the Proof-of-Work (PoW).

Consensus: To tackle the Byzantine-General problem, the Blockchain adopts consensus.
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Every transaction has to be validated before it is inserted (registered) inserted into the chain. This involves
cryptographically linking the latest block of transactions to the previously existing chain (hence the name ‘block-chain’).
The process of verification, validation and registration of a transaction in this manner is the consensus mechanism whose
principal aim is to protect the chain form the risk of having a distributed ledger that is altered by a party (or a group of
parties) with malicious intent.
A very first mechanism of consensus was the PBFT – Practical Byzantine Fault Tolerance – which is basically a voting
process. If the majority vote on the validity of a particular transaction, then the transaction is recorded in the distributed
ledger. The idea is that if everybody has a copy of the ledger and if I am not sure that my ledger has been altered, I can
ask everybody’s opinion (is my cheque cashable?), and trust the majority of the answers, with the assumption that the
majority is trustful.
However, The PBFT solution to consensus poses a problem in terms of scalability (imagine thousands of nodes
participating in the network. While a ‘representative’ number of nodes could vote to make the system more efficient, the
solution undermines the very philosophy of a distributed and decentralized community), and reliability, since the network
is then prone to the 50%+1 attack.
For example, if Marco, Luca and Giovanni were participating in a Blockchain maintained by N nodes, N/2 + 1 nodes
could decide to pool together to enable Marco to double-spend
Many different consensus mechanisms have been conceptualized and implemented to overcome the shortcomings of their
predecessors. The consensus scene is one that always incorporates a certain level of game theory in it and is one that is
always evolving.
All these mechanisms are aiming to resolve the consensus problems by using two levers:
i) Cryptographic protection: The Bitcoin network (for instance) contains information regarding all the transactions ever
conducted on it since its origin in 2008. All this information is cryptographically and chronologically linked, thus making
it heavily complex to manipulate information (manipulating one piece of information would involve the manipulation of
all other information in the chain, implying computational power far exceeding that currently at the disposal of even the
biggest tech conglomerates).
ii) Economic incentives: Incentivizing the nodes that maintain the Blockchain network and making it profitable for them
to spend resources to adhere to the rules of the game rather than manipulate them. Many Blockchain networks pay back
the nodes involved in the consensus with the (crypto)currency inherent in the Blockchain (ex: Bitcoin miners receive
Bitcoins). If a node participating in the consensus of a network cheats the community, it puts at risk the rewards it has
collected by alienating the user base (since none would subsequently use the currency to transact on a compromised
Blockchain) and devaluing the spending power of the cryptocurrency in question.
NOTE: A later section of this article is dedicated to consensus mechanisms and how they are evolving in trying to
tackle an important technical issue faced by Blockchain technology today – Scalability.

Mining: Once the transaction is verified via consensus, it is written into a block – a set of validated transactions collected
by the chain within a certain interval of time (this interval of time is proportional to the complexity of the consensus
mechanism; in the case of the Bitcoin network it is 10 minutes). This block is then appended to the chain, creating the
Blockchain, which is then replicated across all the participating nodes which result in the distributed ledger.
The process of creating new blocks of validated transactions is defined Mining and this encompasses the execution of
the consensus and the remuneration with the cryptocurrency for the miners, i.e. those running the consensus process. In
the context of the Bitcoin Blockchain, mining is essentially the solving of a cryptographic puzzle related to the transaction
(or in some protocols, a block of transactions) through trial-and-error. And this is also a reason for having a block every
10 min: to allow time for the miners to solve the puzzle (which has been steadily increasing in complexity – a concept
touched upon later in this article).
Any node can ‘mine’ on the Blockchain (democratic), and to do so, the nodes (computer hardware) consume energy –
electricity. Upon successful mining, the node that succeeded in cracking the puzzle is rewarded (incentivized) – in case
the node is mining on the Bitcoin network, it is rewarded with a Bitcoin. Metaphorically, Blockchain mining could be
compared to working in a real mine, where miners invest money and time to dig out gold. This is one reason why Bitcoin
is considered the new gold.
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Mining is the only way to generate Bitcoins and energy is spent to generate those. It is a real economic mechanism, that
gives the value to the Bitcoin. Such a mechanism which ensures that participants stake a personal resource (electricity
used to mine is not free!) ensures that the nodes would adhere to the rules to earn the reward and offset their expenditure
to make a profit.
The SUDOKU parallel: The concept of consensus can Bitcoin consensus can be compared to a SUDOKU puzzle. Filling in the
puzzle can be compared to the process of mining in terms of difficulty and uniqueness of the solution. However, once the puzzle
has been solved, validating it is comparatively very easy. This aspect can be compared to the validation and registration of a
transaction (or a block of transactions).
Now imagine if every SUDOKU puzzle has a square that is linked to the solution of the previous SUDOKU. Now imagine how
changing even one number in the puzzle you are solving necessitates resolving every preceding puzzle. Now imagine that each
SUDOKU puzzle is a block in the Blockchain. Altering any piece of information in a block will require a very high amount of
computational power to manipulate information in all preceding blocks. This is how cryptography lends to Blockchains the nature
of immutability.

BITCOIN ≠ BLOCKCHAIN – TOWARDS BLOCKCHAIN 4.0

.

In 1972, the only use case for the father of the Internet, TCP/IP, was an email system between the researchers of ARPAnet and
the U.S. Department of Defense. This was the precursor to the commercial internet. As the years passed, companies realized
the potential of the technology, and between the 80s and the 90s companies invested in developing many more applications on
private networks. The final .com rush set about in the late 90s with the creation of the World Wide Web. The evolution and the
diffusion of the Blockchain has followed a trend very similar to that of the Internet.
The first and most popular (in some cases, notorious) application of Blockchain was Cryptocurrency – more specifically, the
Bitcoin. But Bitcoin ≠ Blockchain. Cryptocurrencies are one application that has found the mainstream in a period which
has been dubbed in the literature as ‘Blockchain 1.0’.
Bitcoin, the first cryptocurrency created using Blockchain technology, is a digital asset designed to be a medium of
exchange of monetary value that is cryptographically managed and secured in a community rather than behind a firewall
that protects the IT infrastructure of a central authority. In recent years, Bitcoin has undergone rapid growth becoming a
significant currency both on and off-line shifting from a medium of exchange to a store of value. While this shift is an
unintended consequence of the development of the technology, the reason ironically has its roots in the underlying
consensus mechanism of the Bitcoin Blockchain itself – in particular, the consensus mechanism which takes a certain of
time to validate and complete a transaction. Over the years, for reasons linked to the increasing number of miners joining
the network (a positive result from the perspective of network effects) leading to a higher probability of the transactions
being mined into multiple blocks simultaneously (creating the so-called orphan chains), the complexity of mining, and
subsequently the consensus has increased to an average of 11minutes and 26 seconds, from the original 10 minutes. The
reader of this article probably would not invest 11 minutes and 26 seconds to purchase a cup of coffee. This fact, coupled
with the still burgeoning ecosystem of merchants accepting Bitcoin as payment, has led to the cryptocurrency to be used
as a store of value. Yet, this trend too, is changing. Starbucks, Whole Foods and other merchants are slowly adopting
Bitcoin as an exchange of value, i.e., as a currency.
Bitcoin, as a store of value, however, has done pretty well for itself. Despite the fluctuations and the peaks and dips in
the market, the ‘lows’ have been on a constant rise.
Table 2 – Bitcoin performance since 2011 (bitinfochart; as of 10th October 2019)
Period
Last 30 days
Last 6 months
Last 1 year
Last 2 years
Last 3 years
Last 4 years
Last 5 years

Dollar Change
-$2,164.98
+$2,804.38
+$1,619.96
+$2,392.80
+$7,444.86
+$7,819.82
+$7,701.44

Percentage Change
-21.12%
+53.08%
+25.05%
+42.02%
+1,157.89%
+2,917.73%
+1,993.18%
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Last 6 years
Last 7 years
Last 8 years

+$7,932.82
+$8,076.05
+$8,084.98

+5,117.62%
+68,557.30%
+283,683.51%

Table 3 – Top 10 cryptocurrencies by Market Capitalization – Further details (Coinmarketcap; as of 10th October 2019)
#
1
2
3
4
5
6
7
8
9
10

Name
Bitcoin
Ethereum
XRP
Tether
Bitcoin Cash
Litecoin
Binance Coin
EOS
Bitcoin SV
Stellar

Symbol
BTC
ETH
XRP
USDT
BCH
LTC
BNB
EOS
BSV
XLM

Price
$8.067,39
$176,94
$0,295631
$1,00
$218,83
$53,84
$18,58
$2,95
$88,02
$0,063499

Market Capitalization
$145,19 B
$19,14 B
$12,76 B
$4,12 B
$3,95 B
$3,42 B
$2,89 B
$2,77 B
$1,57 B
$1,27 B

Volume
$15,23 B
$7,20 B
$1,74 B
$18,67 B
$1,27 B
$3,00 B
$210,38 M
$1,48 B
$302,91 M
$234,50 M

Price Volatility: The cryptocurrency market’s extreme volatility can be attributed to several factors such as sentiment about the
adoption rate, perception that Bitcoin is mainly a store of value and is treated like gold, uncertainty of the future of the cryptocurrency
from a legal, fiscal and security perspective and last but not least, technical considerations. However, a concrete trend is still not
observable. Government decrees and sanctions have generally given a positive impulse to Bitcoin value, but the recent protests in
Hong Kong have not done much maintain Bitcoin’s worth. Similarly, a positive impulse is expected in May 2020 considering the
fact around that time, the supply of Bitcoin from mining activities will be halvened, thereby increasing the demand while supply does
not increase.
The price volatility in public Blockchain affects the cost of the transaction, i.e. the cost of using the Blockchain, and this ends up
being a concern that somehow limits the adoption of the Blockchain as an enterprise platform. This topic is better detailed in the
later in the article

Figure 8 – Bitcoin Historical Price in USD (Bitcoinchart)

11
The next block in the chain: Enterprise Adoption of Blockchains [bip © 2019]

Figure 9 – Ethereum Historical Price in USD (Etherscan)

Halvening: Bitcoin is a finite asset that takes time and energy to produce. Whenever a miner successfully mines a block, they
receive a reward in Bitcoin. As of today, every 10 minutes new Bitcoins enter circulation as a result of a block being solved. The
introduction of these new Bitcoins causes inflation, as more units become available to be sold or traded. In order to counter this
the concept of halvening exists. When Bitcoin was first created, a miner would receive 50 Bitcoins for every block as a reward.
Bitcoin halvening is when the block reward decreases by half. A halvening occurs every 210,000 blocks (or around every four
years). The Third halvevning is expected to happen in May 2020 when the Bitcoin block reward will reduce from 12.5 Bitcoins to
6.25 Bitcoins.
The mechanisms of halvening creates an upper limit to the total number of Bitcoin that will ever be generated. In 2008, at the
launch of Bitcoin, it was determined that there will be only 21,000,000 Bitcoins. And behind this limitation lays another crucial
characteristic of the cryptocurrency. They are scarce; the only scarce digital assets, that can be traded and can maintain value via a
deflation mechanism.

The cryptocurrency space received a new impulse thanks to the announcement of Libra. Libra was announced in June
2019 by Facebook and is developed in collaboration with several companies which together form the Libra Association.
Initially, many companies such as PayPal, Mastercard, eBay, Lyft, Vodafone Group, Coinbase, Andreessen Horowitz
and Union Square Ventures, joined the Libra Association. Libra’s whitepaper states its mission as: Libra’s mission is to
enable a simple global currency and financial infrastructure that empowers billions of people. However, recently, many
of the members (Visa, Mastercard, eBay, PayPal) are pulling out due to government obstructions. Countries like France
and Germany are proposing a possible ban of Libra anticipating the possibility that Facebook will be a ‘sole’ owner of
the cryptocurrency (as opposed to Bitcoin and Ethereum where there is no concept of ‘sole’ ownership). Libra is thus not
a cryptocurrency, although ideologically marketed as such. More appropriately, Libra will serve to render Facebook a
Central Bank, considering the Libra Reserve - Libra is fully backed by a reserve of real assets. A basket of bank deposits
and short-term government securities will be held in the Libra Reserve for every Libra that is created, building trust in
its intrinsic value. The Libra Reserve will be administered with the objective of preserving the value of Libra over time.
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Figure 10 – Libra vs Cryptocurrency vs PayPal (The Tech News 3 July 2019)

So, if Blockchain ≠ Bitcoin, what is it? Blockchain, as envisioned by Nakamoto, is already in a state of evolution,
moving towards Blockchain 4.0. So, what can Blockchain 2.0 and beyond help us achieve?
Blockchain 2.0. (Smart Contracts):
The Smart Contract was the first and most transformative evolution of the Blockchain. Smart Contract can be defined as
small computer programs that reside on the Blockchain. These computer programs can be automatically executed with
conditions defined beforehand. Metaphorically speaking, they could be thought of as a codified, business logic. The idea
of the smart contract is to add a condition to a transaction. This can be compared to the enforcement of real-life contracts
(where, in lieu of necessary human intervention for enforcement, a piece of code executes the logic to fulfil the contract
in a ‘trustless’ manner). Uploading smart contracts to the Blockchain network is also considered a transaction. As we
have seen earlier, a transaction in the Blockchain is replicated across all participating nodes. As such, a smart contract
too, exists in all participating nodes. Given the Blockchain is organized as an immutable source of truth, a smart contract
is like a contract that we deposit at a notary service, where the community, through mining, certifies and guarantees the
content and the execution of the cataract.

“Whereas most technologies tend to automate workers on the periphery doing menial tasks, blockchains automate away the
center. Instead of putting the taxi driver out of a job, blockchain puts Uber out of a job and lets the taxi drivers work with
the customer directly.”
-

Vitalik Buterin

Over the years, the numbers of Smart Contracts created has been increasing, especially in 2018, where over 1000k Smart
Contract were published in 2018. This too is an indication of the technology’s potential as perceived by the market.
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Figure 11 -Smart Contract Creation 2018 (Aleth.io Data Science.)

And should a parallel be drawn to the evolution of the internet, the advent of smart contracts could be compared to the
creation of the World Wide Web protocol. It created many more avenues of interaction between Blockchain users, which
initially was confined to financial transactions. As we had seen before, smart-contracts opened the world of Blockchain
to industrial adoption. We will take a brief look at some examples below:
Sector

Segment
B2B

Application
Wholesale trade settlement

B2C

Energy Sharing

Insurance

B2C

Automated micro-insurance reimbursements

Healthcare

B2B

Tracking and tracing the pharma cold chain

Agri-Food

B2B

Tracking and tracing produce from farm to shelf

Energy

Benefits
Disintermediation
Enabling a prosumer economy
Flexible Network Management
Customer satisfaction
Lower costs
Transparency
Going paperless
Sustainability
End-to-end visibility
Increase Stakeholder loyalty

The implications are revolutionary. The automation of contracts can potentially change the traditional structures, process
and management procedures of firms in almost every industry, leading to an institutional decentralization. For example,
think of the implications in net working capital and business processes when instant payment systems based on
Blockchain are implemented in a fully automated supply chain.
The importance of the perceived benefits of Smart-contracts in the industrial space was reflected in the survey mentioned
previously in the introduction. As a part of the survey, respondents answered favourably regarding Smart-contract
implementation.
Figure 12 - Responses to the query “Which Blockchain capability is most applicable to the energy sector?”

14
The next block in the chain: Enterprise Adoption of Blockchains [bip © 2019]

This first evolution changed the Blockchain from an infrastructure handling fixed implementations to one handling
flexible ones as well. The technical, economic, societal model of Bitcoin was to create a Cryptocurrency to overcome the
difficulties that a central bank and the nation's economy have to face with a centralized currency system (like the current
situation in Venezuela). Instead, a flexible, programmable approach has permitted the Blockchain to be adopted in a more
industrial environment with the implementation of tools such as Smart Contracts.
However, as mentioned earlier in the article, Blockchain is a maturing technology and the scalability of smart-contracts
is one of the problems it is currently trying to overcome. When an external condition triggers the execution of a smart
contract, they are executed across all nodes in which they exist, thus contributing to scalability issues. And given that it
is the concept of smart contracts that has given rise to industrial adoption of the technology, subsequent scalability issues
become even more critical than in the world of transactions.
Ethereum is the most mature smart-contract platform today. But over the years, many more platforms have been created,
each one with the objective of resolving the underlying technical problems. A snapshot of the smart-contract eco-system
is shown below.
Figure 13 – Smart Contract Development Platforms

The Oracle Problem: As illustrated, Smart-Contracts are a great tool that provides a lot of benefits across industries. However, it
is worth noting that smart-contracts enforce a business or social logic encoded in them. While they do this with no bias, they have
no way of evaluating and guaranteeing the veracity of the event that triggered them. For instance, if a smart-contract were to
disburse a claim on a domestic fire-insurance, there is no way for the smart-contract to know, by itself, the cause of the fire and
process the claim accordingly. It would be up to the investigator to trigger the smart-contract with an input – the fire was caused
by accident, it was a case of arson, it was caused by negligence – and the smart-contract would execute accordingly. However, the
fire chief's input is subject to corruption.
The oracle problem is linked to the fact that the Blockchain is a ledger. While immutability has been portrayed in a beneficial light,
it also has a negative connotation depending on the quality of the input data. It is the guarantee of this first point of truth (once
the data is written it can be appended to, and the historicity is maintained in a tamper-free environment) that sometimes tends to
marginalize the contribution of smart-contracts.
It is to be noted that in a completely digital use-case, the oracle problem is not as profound. For example, a decentralized app
developed by AXA – an insurance provider – obtains information regarding flight delays from a trusted electronic system and triggers
a micro-reimbursement towards the insured traveler which his/her flight is delayed. This does not mean however that smartcontracts are not useful when governing physical situations. The advent of IoT has helped improve the quality of data generated at
the first point of truth. In this instance, a camera could identify that a fire has broken out. In an agri-food context, a connected massbalance could write the weight of the produce harvested in the fields rather than rely on human input.

To recap, the Blockchain is not just a disruptive tool to drive change in the financial sector. It has other capabilities that
drive its adoption in the industrial scenario. The following figure highlights these capabilities:
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Figure 14 – Blockchain capabilities

Blockchain 3.0. (dApps):
The next evolution of the Blockchain was to create a user-friendly interface to most of the users and developers, the
dApp, designed to enable easy access to a Blockchain through any PC or Smartphone. dApp is the abbreviation for
decentralized application, and it is a means to let every developer to abstract the complexities of utilizing the Blockchain
from her/his user base. Moreover, it allows the developers to finally execute their Smart Contract in a transparent and
straightforward manner. This is the step to precipitate Blockchain’s mass market adoption phase and could be compared
to the creation of the native Android / iOS apps, in as much such apps have paved the way to the internet becoming an
‘under the hood’ technology.
This accessibility to the Blockchain led to massive implementation into multiple industries, such as finance, gaming,
online gambling and so on with a whopping number of 3106 dApps as of October 18th, 2019. (State of the dApps) Most
of dApps are developed in Ethereum like environment due to the possibility of automation based on pre-determined
conditions and the availability of extensive open source support. Nevertheless, apps can also be built on other
decentralized networks such as Bitcoin.
Figure 15 – Total number of dApps (State of the dApps, as 18th October 2019)
Platform
Ethereum
EOS
Steem
POA
Klaytn
NEO
xDai
Loom
GoChain

Total dApps
2639
304
91
18
13
13
12
9
7

# of contracts
3750
463
159
47
31
19
39
70
21

Blockchain 4.0. (interoperability):
Nowadays Blockchains are isolated and independent. Different Blockchains are silos that do not allow cross-Blockchain
transactions. You cannot transfer Bitcoin into the Ethereum network.
Blockchain 4.0 envisages a Blockchain technology more suitable to enterprise demands with the possibility to create a
Cross-system and Cross-Blockchain implementation. With cross-system capabilities, Blockchain will be considered a
technology that can be integrated into existing enterprise IT system and its business processes.
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Since most Blockchain solutions are platform-based,
network effects play an important role in maintaining the
integrity of a said network and in promoting its adoption.
Cross-Blockchain
capabilities
addresses
the
fragmentation of the market by creating a Blockchain that
could allow the enterprise to connect their private
network or ledger with multiple Blockchains.
NOTE: Interoperability is introduced as a pain-point
within the scope of this article. However, it stands to be
noted that interoperability is an aspect that is under
development in the world of Blockchain. As such, its
implementation, feasibility and impact are yet to be
evaluated.
In the following section, we aim to present a high-level view of who is using the Blockchain technology today, and to
what end. But before delving into the utilization of Blockchain, it is better to have an understanding of the eco-system.

THE BLOCKCHAIN ECOSYSTEM
The Blockchain has been established as a decentralized, P2P, transactional network. It’s creation, utilization and
maintenance thus fall to an ecosystem of stakeholders. For illustrative purposes, the ecosystem can be viewed in three
interacting layers, each having its own set of stakeholders who create value in different manners.
The Application layer: this is the layer that creates business value. This
is the layer where a user-interface to the underlying technology exists and
where business logic is created to leverage the key drivers of Blockchain
technology to deliver value to the end-user. Bitcoin, a well-known
cryptocurrency, is such an application. An interesting application on the
Ethereum Blockchain is AXA’s insurance scheme that covers the
passenger in case of flight delays (the customer enjoys automated and
near real-time compensation; the underwriter enjoys cost-benefits by
freeing resources which might otherwise be employed to process nonprofitable and micro-claims), an application where unique digital assets
are traded through the use of smart-contracts. Some other application categories are payment rails, digital rights
management, decentralized notaries and alternate investments. Applications created on the Blockchain are sometimes
referred to as dApps or decentralized Applications. One of the pressing issues associated with this layer is security and
data sensibility.
The network layer: The network layer is where the nodes (computing hardware) that are responsible for the collection,
verification and insertion of transactions into ‘blocks’ are to be found. Based on the type of access granted the nodes, the
very nature of the Blockchain can be strategically altered to suit the use-case. Permission-less Blockchains are the ones
in which all participating nodes have access. Typically, such Blockchains are dubbed Public Blockchains. On the other
end of the spectrum exist Private Blockchains where only certain, trusted nodes are granted access. There are other
variants in between, each of them having its own pros and cons. The pressing concern associated with this layer is the
threat of centralization.
The protocol layer: The protocol layer is the core of the ecosystem. This is where developers come together to create
the rules governing the Blockchain – the consensus mechanism. Proof-of-Work is the original consensus mechanism
which governs the Bitcoin Blockchain. Since then, consensus mechanisms have evolved (both in the public and private
variants), each trying to solve an issue of its predecessor. Today, it is in this layer, crucial issues surrounding
Blockchain adoption are being resolved: scalability (transaction time, throughput and cost) and interoperability
between various Blockchains.
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THE KEY PROBLEMS PLAGUING BLOCKCHAINS
Public Blockchains have great potential to build the next generation of the Internet system but are facing a number of
technical challenges. Firstly, scalability of the system that is haunting the Blockchain systems since their creation. The
challenge is to create a block that has a reasonable size to reach higher scalability, but at the same time, it needs to be
secure. Secondly, decentralization. Over the years, miners have formed powerful associations that could eventually
influence the consensus of the Public Blockchains. Thirdly, the security of user and the Blockchain data but also the
security of the consensus. The current consensus algorithms are facing serious problems in this regard. Finally, the
impossibility to communicate with other Blockchains and the improbability to communicate with another system is an
impeding factor to mass-adoption, and more importantly, enterprise adoption
Scalability takes into account the Throughput and Confirmation time. Throughput is the number of transactions per
second, usually associated with the cost, that the system can sustain as a whole. Confirmation time, also known as latency,
is the time elapsed between the submission of a transaction, and its definitive acceptance. Both parameters allow the
consensus to reach a final state without the possibility of losing the transactions or being attacked. This effect that could
appear as a technological limitation is indeed a protocol limitation. Let us consider Bitcoin as an example.
The throughput today, in the Bitcoin network, is affected by the 10-minutes (on average) required to mine each new
block, a time window which serves to solve the cryptographic puzzle, mine the block and gather the consensus. Given
that the number of transactions in a block has an upper limit (related to the block size determined by the community), the
number of transactions confirmed in 10 minutes is also limited. And this 10-minute time frame is meant to be maintained
constant by the Bitcoin protocol. The mechanisms that maintain this window constant are associated to the fact that as
more computational power is introduced into the network (more nodes, and thus more people who need to participate in
a trustless manner) to mine the network, the more complex the puzzle becomes in order to autonomously preserve the
integrity of the system. This rush towards complexity is, in fact, a safeguard for the Bitcoin to remain uncrackable no
matter the pace of the technology’s evolution. More efficient computers, that could potentially threaten the game, will
speed up the resolution of the puzzle and as a consequence will lead the protocol to increase complexity. The stronger
the computers become, the higher the complexity they will face to cheat the protocol. However, this ingenious solution
also inherently affects the scalability.
“Scalability is a big bottleneck because the Ethereum Blockchain is almost full. If you’re a bigger organization, the calculus is that
if we join, it will not only be more full but we will be competing with everyone for transaction space. It’s already expensive and it
will be even five times more expensive because of us. There is pressure keeping people from joining.”
- Vitalik Buterin, Founder of Ethereum 9 August 2019

Cost of a transaction is another aspect of scalability that can be experienced as one develops and deploys an application on a public
Blockchain network. The throughput today, in the Bitcoin network, is affected by the 10-minutes (on average) required to mine
each new block. This timeframe varies by the network: for instance, it is 2 minutes for the Ethereum network. Limited number of
transactions are verified, registered and ‘completed’ at any given time compared to centralized solutions. Given that the number of
transactions in a block has an upper limit (related to the block size determined by the community), the number of transactions
confirmed in 10 minutes is also limited. This creates competition amongst miners who are fishing through the transaction pool to
select the more profitable transactions to certify, and this in turn increases the cost of a transaction. Also, the limited number of
tx/sec results in the cost of a transaction being driven upwards by competition among users, since they are left without choice but
to pay more to have their transaction verified before the transactions of other users. Furthermore, the cost, which is paid in fractions
of crypto to the miners (to compensate for their consumption of electric power to keep the network up and running) – in Satoshi
for the Bitcoin network and in gas for the Ethereum network, today is volatile as it is linked to the market value of the crypto. The
cost of the transaction and its volatility currently creates some obstacles to the enterprise adoption of a purely ‘public’ solution of
the technology. Cost of writing into the Blockchain has reached peaks of 50€ during the 2017 speculations.
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(https://bitinfocharts.com/comparison/transactionfees-btc-eth.html)

Early adopters of public Blockchains for enterprise utilization have to deal with this limitation. It is not just high costs which is the obstacle, but
the unpredictability of the cost as well. The consensus mechanisms must improve, leading to an increased number of transactions per unit of
time and prevent volatility, so the cost of a transaction can stay lower and steadier leading to increased adoption of the technology (ceteris paribus)

Decentralization so far has been dealt with in terms of disintermediation of incumbent processes (social and
professional) and communal verification and approval of transactions. To a large extent, this philosophy central to the
Blockchain is also the ability of a Blockchain network (and its underlying consensus mechanism) to resist centralization,
i.e. the concentration of the control in the hands of few who could manipulate the network
In the Bitcoin network, the consensus mechanism is called Proof-of-Work (as seen previously). PoW suffers from the
potential dominance of a N-node network by N/2 + 1 nodes. In other words, if 51% of the nodes pool their computational
power, they could potentially manipulate the contents of the distributed ledger lying underneath, or even change the logic
of a smart-contract, and none would be the wiser. The consensus of the majority is the truth. In PoW-based Blockchains,
countermeasures must be installed to prevent the nodes pooling together beyond a minimum percentage level.
Incentivization through earning profits (the value of the Bitcoins earned through mining minus the cost of electricity)
tends to keep the miners honest enough. But recently, owing to manipulation (through speculation) of the value of the
Bitcoin in secondary financial markets, miners fail to see a profit. This led to an instance where close to 29% of mining
power of the entire network was pooled together to create profit. While this trend has been broken by miners shifting to
geographies of low electricity cost, the consensus mechanism has proven to be susceptible to such a possibility.

“One of the key requirements for the Bitcoin network to be secure is that mining, the distributed process in which the network
processes and secures transactions, must be decentralized; most of the time in Bitcoin’s history, this condition has been met;
however, in 2014, a new mining pool, GHASH.io. controlled an impressive 45% of the network – just shy of the 50% needed for
Bitcoin to turn into a system of de-facto centralized trust.”

“Fortunately, the pool [Ghash.io] refused to use this new power maliciously and soon after resolved to never let its hashing
power exceed 39.99% of the network. However, this centralization exposed the network to attack, and thing might have
gone much worse had GHash not so readily adhered to the tenets of Bitcoin.”
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Figure 16 – Bitcoin mining pool concentration – 1 Y aggregate, 1 Month aggregate and 1 Day aggregate (as of 03/11/2019)
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NOTE: Unknown simply implies private miners or small, fragmented mining pools
Figure 17 – Etherscan mining pool concentration – 2 Weeks aggregate and 1 Day aggregate (as of 03/11/2019)
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“… any mechanism that would let you prevent one party (much less a secret collusion) from having too much authority
would almost certainly let you just replace mining entirely. The only known way to do that is to introduce centralization and
if you're willing to do that it's trivial, if you're not it appears impossible. People have cooked up 1001 complicated schemes
that claim to do it without introducing centralization, but careful analysis finds again and again that these fixes centralize the
system but just hide the centralization”
Greg Maxwell – Bitcore Developer

Mining Centralization is associated to problem of 51% attack. If a Blockchain network’s mining community is controlled by
just a few major mining pools they could alter the Blockchain by erasing blocks or change the order of blocks, if they so
wished. While the protocol itself is decentralized, in the case of Bitcoin, what we see are market-based centralization – miners
pooling resources together for profits. There are however two non-technical barriers to centralization. Even if a majority is
reached, they cannot change the rules of the network. Second, the majority cannot hurt the users without hurting themselves
to some degree.
In 2014 mining pool Ghash.io obtained 51% hashing power which raised significant controversies about the safety of the
Bitcoin network. The pool has voluntarily capped their hashing power at 39.99% and requested other pools to act responsibly
for the benefit of the whole network. Technically, the increasing hash rate and nonce help to limit the centralization of the
mining pools.

Security indicates the resistance of the consensus and the possibility to keep the Blockchain and the users' data private
and transaction secure. The Consensus needs to guarantee that (1) when an honest user has sufficient connectivity and
tries to submit a transaction, it will eventually get accepted.(2) Once nodes confirm a new entry to the transaction log, it
will not be changed later. (3) Once a transaction has been spent it cannot be double-spent and finally, (4) there is a safety
protocol in case of system failure
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For user data, data privacy is guaranteed by public/private key infrastructures and other measures like hashing functions
that should ensure that only the intended recipient can read the message and have access to the content of the transaction.
As regards the system, data encryption integrity property, order of events and cryptographic primitive (cryptographic
algorithms) are used – e.g. Bitcoin Blockchain uses ECDSA digital signature scheme for authenticity and integrity.
The network itself may be attacked in different ways: i) attacking the protocol by broadcasting information different from
the protocol, ii) attacking the communication layer by impairing routers, cables, etc., iii) Networking partitioning attacks
where a malicious actor could impede the receipt of messages from A to B and take advantage of the intervening period
to double-spend, iv) the uncertainty of orphan blocks, a concept mentioned earlier. [In the case an orphan block exists, a
transaction suffers from the uncertainty of being completed, which, though resolved by the addition of subsequent blocks
to the chain, results in a longer waiting period].
Interoperability is the ability of a Blockchain Technology to allow Cross-functional exchange of information with other
systems outside of the Blockchains and Cross-Chain exchange information with other Blockchains. Imagine transactions
flowing from Bitcoin Blockchain to Ethereum or vice versa, smart contract in Ethereum that generate Bitcoin tokens, etc.
Currently, no Blockchains offer this possibility. If you decide to use a specific Blockchain, e.g. Ethereum for your
enterprise application, all the stakeholders in your ecosystem must use the Ethereum, and all the business logic must be
built on Ethereum – or the same Blockchain network of choice. Blockchains are currently silos on concurrent protocols.
Interacting with different silos is either impossible or heavily complicated even if services are theorizing gateway services
that sit across different Blockchains to move tokens and transactions seamlessly among them.
While discussing these problems in depth is not the objective of this paper, suffice it to say for now that developers
flocked to the idea of implementing their solutions to address these key problems plaguing this game-changing
technology. Today, we are spoilt for choice by a plethora of Blockchain implementations (reminiscent of the wild-west
nature of the internet before the arrival of the one-protocol that ruled them all). All the different Blockchains are
competing for prevalence and mass-adoption; however, mass adoption of this technology will be driven by network
effects (an ever-increasing user-base) and co-operation, not competition, to address the problems inherent to a network
and working towards cross-chain solution is the key.
Value transfer across blockchains will drive mass adoption. Side-chains will be a crucial pivot for this development and
dApps will enhance the ease of use
The message: the concept of Blockchain as a whole is continually evolving.
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WHO IS USING BLOCKCHAIN TODAY?
Blockchain technology was born to enable fast, disintermediated peer-to-peer interactions. The exchange of value between peers
started out with a monetary flavor, but as seen earlier, Blockchain lends itself to transferring value of many different varieties.
Land deeds, digital rights, asset tracking etc. are some of the popular value-exchanges currently enabled by Blockchain outside
the financial space.
Similarly, in the Blockchain world, the definition of peers has evolved ever since enterprises entered the space. Today,
Blockchain is being experimented in both the B2C and the B2B spaces. Start-ups develop and deploy applications for consumer
and commercial utilization. Enterprises themselves are experimenting with Blockchain technology, developing applications on
decentralized networks of both private and public natures.
Case in point: Bip. helped an Italian-based international FMCG enterprise to develop and deploy a smart-contract centered
decentralized application on a public Blockchain infrastructure to increase sustainability, quality and stakeholder loyalty in an
agri-food supply chain.
The adoption of Blockchain in enterprise applications is bringing many benefits like:
•

The creation of an immutable Shared
Source of Information or truth

•

•

Real-time, end-to-end view of the
process
Stakeholder accountability

•

•

Decentralized application requiring
limited
investment
in
back-end
infrastructure
Dashboard populated with immutable
data taken from the Blockchain

With enterprise dApps, Enterprises have themselves come together as peers to enjoy the benefits of disintermediation and other
value propositions that Blockchain has to offer.
Since 2014, when Blockchain’s industrial implementation took off, the sectors where usage of Blockchain for enterprise
business purposes has grown steadily. Even if the financial sector is still the first one in terms of implementations, accounting
for 21% of the projects as indicated in the following figure.
Figure 18 - a proliferation of experimentation in other industries are now present, principally in a supply-chain setting, across
the globe.

Country: Canada, China, France, Germany, Mexico, United Kingdom, United States
Total Respondent: 1053
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Figure 19 – Blockchain for Banking, Finance, and Insurance, Market Forecasts Dollars, Worldwide, 2018-2024 (WinterGreen
Research)

Blockchain allows different banks to do business with each other more easily and across borders. By shifting reliance away from central banks,
the conduct of business is more flexible and manageable
- WinterGreen Research, 2018

Switching to Bitcoin could save the banks and financial services industry $70 billion a year by 2024. Santander is the first UK bank to use
Blockchain technology to transfer live international payments; Payments of between £10 and £10,000 can be made, around the clock at any time
of the day; The long wait for international payments to be processed is over, funds appear in the recipients account the next working day.
- WinterGreen Research, 2018

Figure 20 – Blockchain for Healthcare, Market Forecasts Dollars, Worldwide, 2018-2024
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Experts from the Centers for Disease Control and Prevention (CDC), Aetna, and the Altarum Institute see Blockchain as an essential technology
for healthcare technology.
- WinterGreen Research, 2018

Figure 21 – Blockchain for Supply Chain, Market Forecasts Dollars, Worldwide, 2018-2024

Figure 22 – Blockchain for Internet of Things (IoT), Market Forecasts Dollars, Worldwide, 2018-2024

Mobile apps morph into a new generation of decentralized apps. These represent trillion-dollar markets. They make Blockchain
technology accessible to the shopkeeper in Nairobi, the individual who generates solar power in Tucson and the inventor with a 3D
printer in Bangalore.
- WinterGreen Research, 2018
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Figure 23 – Blockchain for Cybercurrency, Market Forecasts Dollars, Worldwide, 2018-2024

In August of 2017, ten law firms and four legal institutions joined the Ethereum Enterprise Alliance (EEA). Among these is Hogan
Lovells, the 14th largest law firm by revenue in the United States. This is a big deal, as it signifies Ethereum’s adoption by major law
firms, and with it, the adoption of smart contracts. However, legal interest in smart contracts goes beyond the EEA..
- WinterGreen Research, 2018
Inside enterprises, Blockchain is currently being used to implement various use-cases, with utilization in the supply chain
leading the roster, followed a close second by utilization in the IoT space.

Share of respondents who
agree

Figure 24 – Blockchain use-cases (Statista)
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Various enterprise-level Blockchain adoptions can be cited. IBM, ASCAP and PRS created a Blockchain to track and trace
music distribution. A similar service was promoted by Imogen Heap's Mycelia "that gives artists more control over how their
songs and associated data circulate among fans and other musicians." The Hyperledger foundation, with its various Blockchain
flavored implementations, offers the possibility to create cross-industry collaborative projects. Quorum, the JP Morgan
Blockchain based on Ethereum, is offering the possibility to create access-controlled Blockchain for contract applications.
Allianz SE is experimenting Blockchain in a joint venture that sells flight-delay insurance using smart contracts which
automatically initiate a claim as soon as a flight is delayed by a set period of time. A similar service was offered by AXA on
the public Ethereum Blockchain. Anheuser-Busch InBev has a pilot program in the San Francisco Bay Area that allows
consumers to buy beer at a vending machine by adding their driver license on the Blockchain. Bumble Bee Food is using a
Blockchain to provide complete transparency to its tuna supply chain from the fishermen to the South Pacific to grocery stores
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in the United States. HTC released Exodus 1, a new smartphone that provides a built-in wallet to store, trade and recover
cryptocurrencies.
Another good example to demonstrate Blockchain’s entry into the enterprise world is Enerchain, a decentralized consortium
Blockchain platform created between 40 leading European utilities as Proof-of-Concept (PoC) phase in 2017 and 2018. The
objective was to decentralize wholesale trading of energy. As of May 2019, Enerchain has gone live, a success story for the
enterprise adoption of Blockchain

ACCESS CONTROLLED BLOCKCHAINS – BUSINESS-READY
SOLUTION
Up to this point we presented the Blockchain protocol as a medium to establish a source of shared truth between a group
of nodes or parties that do not trust each other. We did not discriminate whether those nodes were part of a closed group
or could be any possible node in the world that is connected to the internet. The criteria for accepting nodes in a network
/ community is a characteristic that differentiates Blockchain variants into public or private/consortium Blockchains.
In a public Blockchain such as Bitcoin or Ethereum, anyone can make transactions, read data from the Blockchain, and
participate in maintain the Blockchain network, i.e. via the mining. This democratic approach, while completely aligned
with the philosophy behind Blockchain technology, is currently difficult to be implemented and used in a business
environment owing to the factors the article touched upon in the previous sections. But this is not to say that enterprises
do not appreciate the need for a similar technology. At these cross-roads, the access-controlled Blockchain variant was
born.
The access-controlled solution aims to have the technical characteristics of Blockchain in a controlled environment,
where the user is known. Only those users (or nodes) that have been approved are able to access the Blockchain. In such
cases there is less need for complex (i.e. strong) mining or a rather involved consensus mechanism such as the Proof-ofWork (PoW) in the Bitcoin network. Trust can be a result of the acquaintance among participants. In access-controlled
Blockchain consensus can be simpler, which makes the system less complex. This translates into a scalable (and non
volatile) solution. Some access-controlled Blockchains adopt a pure majority consensus (PBFT described above).
Privacy and data protection issues typically plaguing enterprise adoption of public Blockchains today are also less present
– despite the pseudonymity offered by public Blockchains, enterprises are hesitant to expose their data to unknown
parties. In an access controlled Blockchain where nodes are limited and known to each other, also the immutability of
the Blockchain is alterable. When the majority of the known nodes agrees to change the content they can easily execute
the alteration (ex: by changing the sequence of the blocks in what is also known as a Blockchain “fork”). Although this
seems to be counter to the fundamental purpose of Blockchain technology, being able to alter the inherent immutability
is a possible advantage for enterprise adoption, where regulations like GDPR impose as one of the tenets, the deletion of
data after it has been written.
Despite these advantages however, it could be argued that access-controlled Blockchains do not necessarily tie into the
various value propositions offered by a public Blockchain the most important of which is the generation of trust by
leveraging on immutability, which in itself is partially sustained by the decentralized nature of the network (the other
factor being cryptography). (NOTE: The generation of trust is a value proposition not to be taken lightly when the
application being developed is customer-facing).
If all the nodes participating in the maintenance of the distributed ledger of shared truth belong to the same entity, one
could argue that we are falling back into the scenario where a central authority controls the truth. And this is somewhat
the case in a private Blockchain scenario, where all nodes belong to the same subject.
But what if the participating nodes, albeit approved by an authority, belong to different entities which have their own
interests to fulfil, in a sort of counterbalance of different interests. What if each node adds a degree of checks-andbalances to the network of known nodes. In this way, trust, albeit not completely decentralized as in the case of the
Bitcoin or Ethereum Blockchain networks, can still be seen in the access-controlled network. Lack of immutability would
not be a factor in the perception of trust since it would be improbable that the interests of all participating nodes are
aligned towards a malicious objective. Privacy issues may not be as relevant since the nodes can decide whether some
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data is sensitive to the collective as a whole. Now, what if, these nodes or entities where enterprises. The Blockchain
network thus born is a consortium Blockchain.
A consortium Blockchain is an interesting variant of access-controlled Blockchain, balancing good scalability and
privacy with a reasonable level of trust.
A good example is the R3 consortium, in collaboration with 45 banks, which experiments with an access-controlled
version Ethereum Blockchain with 50 nodes, all of them known, without using any consensus model. This type of
Blockchain can benefit from many features of its public variant such as replicating information, broadcasting transactions
and more. But in scenarios where network connectivity is uncertain, notes could crash or be attacked, thus creating an
opportunity to create a different chain of transaction records without any trails leading to the corrupt node. Besides it
offers all the benefits of an access-controlled solution. Around R3 a growing number of startups, programmers, and
industry groups that have tested developing Blockchain protocols based on their ideas, and not relying on an established
one.
At this juncture, it is important to note the various typologies of Blockchains mentioned: i) public (ex: Bitcoin, Ethereum), ii)
private (ex: Quorum), iii) Consortium (ex: Enerchain). The following is a brief interlude that will explain the differences
between these variants by using as dimensions, three macro and six micro characteristics.
Table 4 – Blockchain variants
Macro characteristics

TRUST

Micro
characteristics
Censorshipresistant

Immutability*

Validation
(Consensus)

DEMOCRATIZATION
Data Access

Transaction**

COST

Implementation***

PRIVATE

CONSORTIUM

PUBLIC

Indicates the resistance
against the power of an
entity to limit the
possibility of writing data
to the Blockchain

Low

Medium

High

Guarantees that once a
data is written on the
Blockchain cannot be
changed by anyone
Designates
which
entities
authenticate
and
confirm
the
transaction
ensuring
the successiveness of
the Blocks
Allows user to read
data stored on the
Blockchain
The cost to perform a
transaction
on
a
Blockchain
Indicates the cost to set
up the Blockchain
protocol below the
enterprise application

Low

Medium

High

Chosen
Entity

Chosen Entity

Blockchain
Community

Chosen
Entity

Chosen Entity

Everyone

Low/null

Medium

Medium/High

Capex

Capex and/or Opex

Opex

Description

* In the light of GDPR remediations in Europe, immutability could potentially be perceived as a negative dimension as it limits a Public
Blockchain’s compliance to its norms. One of the norms of GDPR is the cancellation of user information upon the user’s request. This is not
possible in a public Blockchain.
**In private Blockchain, the cost is low or null, but on a Public, it will fluctuate daily.
***A Private Blockchain will have a higher implementation and maintenance cost (Capex), as the entity needs to buy and maintain the servers.
Instead, a Public Blockchain will have no Capex but a higher operational cost (Opex).

Even a brief consideration of the above table leads to a key observation. While private and access controlled Blockchains offer
access control features, allow for a faster transaction cycles, and have lower to nil Blockchain-related operational expenses,
private Blockchains lose stride as regards external trust towards end consumers (since, theoretically, a private Blockchain’s
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immutability is questioned by the centralization of authority) and cost for setting-up. However, given the limitations that Public
Blockchains are currently facing, access-controlled Blockchains are currently favored by the Enterprise World to service their
needs. As a result of this, Ethereum, a major public Blockchain also offer enterprise, i.e. access controlled, versions of its
network.
Implementing a Blockchain application for an Enterprise is a strategic decision. For instance, if an Enterprise wants to
enhance its internal efficiency an access-controlled Blockchain solution could be more suitable than a Public Blockchain
solution. Instead, if a company would like to promote trust with the end-user by increasing the transparency, a Public
Blockchain would be a more appropriate solution. However, it needs to be noted that Blockchain, for most part, still
remains a mystery to the general public. In some cases, it is a technology unheard of. Thus, the strategic decision
exemplified above are not necessarily guidelines. A company could potentially set up a Private Blockchain solution to
promote transparency towards its end consumer, as recently done in the case of an international supermarket chain which
tracked one of its consumables from farm to shelf via a private Blockchain.
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PUBLIC BLOCKCHAINS – GOING THE DISTANCE
If it is true that public Blockchains today are being viewed with suspicion and disillusionment by some of the enterprises
considering adoption of this technology, it is also true that it would be a mistake to consider them far behind in terms of
becoming Enterprise-Ready solutions themselves. Staying true to the core philosophy of decentralization, while
promoting mass adoption, Public Blockchain communities are actively pursuing many technical solutions to help
overcome the limitations that make it less attractive.
Large groups of developers are investing their efforts in helping evolve the protocols and take it towards Blockchain 4.0
– a public solution that could be fit for enterprise mass adoption. They are fighting to gain ground by addressing the
problems of scalability, decentralization, security, and interoperability. The various public Blockchain communities are
continually working to resolve these issues and industrialize the above-mentioned solutions. This trend of continuous
development is also reflected by the number of active developers who voluntarily help to develop open-source software
such as Bitcoin and Ethereum.
Figure 25 – Average Monthly Developers by Network Value (Electric Capital)

Bitcoin has 47 core protocol developers per month

XRP has 8 core protocol developers per months

N = 78 projects | Dates: 1/31/2018–1/31/2019 | Electric Capital Internal Data | Excluding closed code

Many new Blockchains are created since it is easier easy to create a whole system from scratch. For example, Solidity,
the Ethereum smart contract programming language, was created from scratch. Moreover, it is potentially more profitable
to create a new protocol and leverage network effects of a new user-base (obviously if the new protocol addresses the
issues it set out to resolve) rather than potentially sharing the revenue and success with an old one (through a fork).
To solve the problem of security and data privacy within consensus, developers are studying special types of proof of
transactions called Zero-Knowledge Proof (ZKP). They are a type of cryptographic proof that allows a user to prove
something without revealing the information contained therein. This implementation will allow more privacy (a shift
from pseudo anonymity to anonymity) and also results in moving some (the initial transactions in the ZKP method) of
the computations off-chain (into a trusted environment). In the metaphoric view we have laced throughout this
dissertation, ZKP could be seen as a mechanism to notify the counterparts that a transaction is allowed, that the
money/asset/value in question is possessed, without actually having to tell anyone how much money (certain details of
the asset or value) that is held in the account.
To allow communication Cross-chain and Cross system new solution is given by creating Blockchain protocol to allow
connection between the chain. An example is Plasma; it allows off-chain operations while always relying on the Ethereum
Blockchain to ground the security and to bridge transactions across different chains. It is similar to the Lightning Network
solution for Bitcoin.
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Atomic Swaps: Plasmachain and Lightning network enable cross-chain communication through the concept of atomic
swaps. An Atomic Swap is essentially a Hash time-lock contract (HTLC): a smart-contract between involved parties
that is time-limited and requires the cryptographic hashes of parties involved to work. Breaking down HTLC leads to
two concepts. A Hash Lock. Let’s assume Marco wants to send Luca 1 BTC. They both have addresses on the Bitcoin
network. Marco ‘locks’ his 1 BTC with a hash function. Luca can retrieve the 1 BTC only if he knows Marco’s hash
lock – the hash used to lock the funds. If Marco programs the hash function to also expire, let’s say after 6 blocks or
approximately 1 hour, Luca must use the hash function to unlock the funds within that time frame. In either case, only
if Luca knows Marco’s hash lock can he retrieve the 1BTC. Currently, communities are working towards applying HTLC
atomic swaps towards cross-chain communication. Ex: Marco sends a value equivalent to 1 BTC to Luca who is active
on the Ethereum Network. The smart-contract is able to lock the BTC and unlock the ETH equivalent
The rasion d’etre behind atomic swaps is the necessity to enable cross-chain communication (say for instance, if a user of
the Bitcoin network wants to send a Bitcoin to a user of the Ethereum network) which is currently not possible –
directly! It is possible through an exchange. The second objective thus is to enable cross-chain communication through
disintermediation, achieve P2P status across networks (interoperability) and thus increase network effects.
So how does it actually work. Let us assume for instance that Marco and Luca have addresses on the Ethereum and
Bitcoin network respectively. Marco wants to send Luca 1 Ether and in return, Luca needs to send Marco 0.05 BTC.
The way they would do it today is either Marco or Luca would go to a crypto exchange such as Binance or Coinbase,
convert the crypto they hold into the crypto the counterparty needs to receive and then transact. With atomic swaps,
they don’t need to use an exchange. In addition, moving the swaps off-chain (as in a sidechain or a state-channel) the
swap even becomes near instantaneous.
NOTE: The word atomic essentially means ‘all or nothing’ in the sense that either the transaction (the exchange, the
swap) goes through or it fails for both parties involved.
ZKP, Plasma and others are promising solutions for what concerns security and interoperability, but what about
scalability and decentralization?
In Public Blockchain transactions are limited in terms of throughput, they have high latency (for instance, around 7 -15
seconds on the Ethereum network), the cost of operating on public Blockchains is increasing (and worse, volatile). In the
following figures there is a clear evidence of this limitation especially if we compare these performances to that of other
payment systems (like Visa).
Figure 26 – Bitcoin tx/sec – from 28/10/2019 to 03/11/2019
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Figure 27 – Ethereum tx/sec – est. as of 02/11/2019

590,976 transactions per DAY as of 02/11/2019 – resulting in approximately 6,85 tx/sec

Figure 28 - Comparing no. of Transactions per second performed on the VISA platform as opposed to Bitcoin,
Ethereum and other Blockchain networks (as of 2018)
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This is the strongest limit to the variety of applications public Blockchain can support, hindering the widespread adoption
of the technology in the enterprise sector. All the same, it is the most interesting area of research, the real game changing
opportunity for the success of public Blockchains.
Developer communities propose two possible approaches to tackle the scalability and decentralization issues: (i)
unloading the chain or (ii) evolving the consensus mechanism (maybe the most interesting one from a technical
viewpoint).
One option for unloading is working on the possibility to relieve the network nodes form a portion of the wok require for
transaction verification, by classifying the nodes into a hierarchy and dividing the computational effort. This solution is
called Sharding. Currently, each full node in the Blockchain stores the entire state of the Blockchain and must process
all the transactions. Sharding allows breaking the resource of the network computational power into smaller domains,
allowing each node to process and store only a part of the transactions, i.e. the one relevant for its domain. This approach
works like a sort of delegation in which the different parts of the network guarantee different portions of the chain.
Another solution for unloading and creating a more scalable solution is to create a State-based overlay channel. The idea
is very straightforward, today all the transactions are processed on the chain, but in most of the cases the information
that is processed is relevant only for a subset of the community. Consider the example of the smart-contract, where the
business logic is relevant only for the contract subscribers. This means that part of the Blockchain state currently is
blocked into a multisig contracts controlled by a specific set of participants, making the transaction expensive and
repetitive.
The idea than could be, instead of processing all transactions on the chain, to keep part of the logic out of the chain, in a
stateful overlay system, and use the Blockchain as a settlement layer that only processes the summary of the transactions.
For example, a supplier and a customer could be exchanging money through an overlay payment system and then write
into the Blockchain only the monthly balance of the exchanges. This gives some control to the process but does not
require fast transactions to the chain.
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Some examples of Blockchain projects that implement the state-channel solution can be found below:
NAME OF THE PROJECT
Lightning Network
Connext Network
Machinomy
Funfair Technologies

LINK
https://lightning.network/
https://connext.network/
https://machinomy.com/
https://funfair.io/

Figure 29 – Solutions aimed at addressing key problems plaguing public blockchains

Block size as a solution to solve scalability: “Bitcoin Satoshi Vision (BSV) is a cryptocurrency created as a result of Bitcoin
Cash hard fork in August 2018. BSV aims to bring back the values and technology of the original Bitcoin. The first upgrade [to
the BSV fork], code named “Quasar”, proposed for Jul 24th 2019 and is primarily focused on scaling. At a protocol level the only
change planned for this upgrade is a lifting of the default block size hard cap. Bitcoin SV software will implement a default block
size of 2GB in July.” This is 2000 times the average BTC block size (1 MB) and 100K times the average ETH block size (20 kB –
30 kB).
All these options are viable, but as mentioned before, for the purposes of this article, the most interesting researches are
those that concern changing the way public Blockchains approve, verify and propagate a transaction; the researches of
the technology: the consensus mechanism and rendering the prevailing ones dealing with the core more efficient.
In the last section of this article we focus on exactly this: the evolution of the consensus. Given consensus is a very
technical problem, somewhat sophisticated but complex to be explained in mathematical terms, the idea is to try and
metaphorize it with a social governance comparative. Our objective is that, this parallelism, albeit not perfectly formal,
could help the majority of our readers to form an informed opinion.
Let us start from the objective: an efficient consensus mechanism would; i) help internal and external scalability and ii)
keep in check the decentralization of the Blockchain. Then as we said it would be perfect if it iii) enhances the security
of the Blockchain, and iv) creates new possible scenarios for interoperability among Blockchain or legacy systems
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But before we dive into the evolution of consensus mechanisms, let us take a look at an interesting concept called Forking.
Forking: Consider a corporation’s product development team. They survey the market and propose new products for the
development pipe-line. While many teams could propose many great products that could add value to the corporations’ end users,
they are all vying for a fixed budget. The final decision regarding which product development is greenlit is probably at the hands of
a central team. Once greenlit, the product is developed, tested and launched.
In Blockchain everything is subject to the community’s will. And there is no central authority, say in the world of Ethereum, that
greenlights one development stream while putting the rest on the back-burner. When the entire community agrees on a new change,
then the evolution is straight forward, but what if a majority is not reached, or some of the participants resist the old approach? Well
in that case, from a unique new chain of blocks is generated., resulting in a new product. This phenomenon, in the Blockchain
world, is called Forking. When a fork happens, in the sequence of blocks there is a discontinuity where a single block is followed by
a couple of blocks, that are the origin of two chains working with different rules.
Then, when the new product chains maintain many of the characteristics of the original network, the forking is said to be soft and
usually reconverge onto the original chain. This can end up being a simple software update making the fork compliant with the
original version (ex: Bitcoin’s SegWit fork). But, when the new chain is completely different, the forking is said to be hard and a new
Blockchain is created. This is a change of the underlying consensus mechanism, making the new product incompatible with the
original version. A famous hard forking example is the split of the Core Bitcoin community into BCH (Bitcoin Cash – a network
that is increasingly gaining traction and success), BSV and the original Bitcoin network which has remained. An upcoming hard fork
in the world of Ethereum is Casper.
In the cryptocurrency world forking is generating a strange effect of multiplying the coins. Given that the new Blockchains emerging
from the Fork share the same unique history – prior to the forking – the owner of the previous coins after the forking are given a
proportional amount of new coins on the new chain. e.g. after the forking of core Bitcoin with Bitcoincash, the former owner of
Bitcoins had in their wallet the same amount of Bitcoin and Bitcoincash. And this is why forking is affecting the value of the
cryptocurrencies, if 1 Bitcoin splits into 1 Bitcoin and 1 Bitcoin cash, the sum of the values of the two after the split should not
exceed the former value of the Bitcoin.
No need to say that forking is a cause of instability in public Blockchains that add another sentimental barrier to their use in the
enterprise world.

EVOLUTION OF CONSENSUS MECHANISMS – A
PARALLELISM WITH SOCIAL GOVERNANCE
A consensus is a set of rules that helps multiple entities to agree on the shared status of a Blockchain. Blockchain
Consensus needs to be tested against real-world application requirements such as low latencies, immediate transaction
finality, high performance and good scalability. Currently, the prevalent consensus is Proof of Work (or Proof-of-Work
or PoW) that supports open-ended participation that permits scalability but at a huge cost in terms of electricity
consumption (price of a Kilo-Watt-Hour). To address these issues and limitations, a new consensus emerged.
Proof-of-Work (PoW): Proof-of-Work can be defined as how much energy each individual miner expends in verifying
a block. The creation of the block, which register transactions, consists in the solution of a numerical game that can only
be addressed with brute force (i.e. trying all possible combination), very similar to a sudoku. The solving of the
cryptographic puzzles that creates the block in the digital worlds means the consumption of electricity in the physical
world. And in compensation, the miner who solves the puzzle first is awarded a native cryptocurrency (Bitcoin in the
case of the Bitcoin Blockchain, and an Ether in the Ethereum network).
PoW consensus consists of giving your trust to the Miner who achieves the result first, i.e. the miner who invested the
highest energy and in doing so, solved the puzzle. The underlying and implicit assumption is that if you are investing
much in a game and receiving in return a native currency (similar to expending energy to mine a mountain and take home
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gold), you would not be cheat the game and jeopardize the value of your compensation (Bitcoin, ether, or in the mining
metaphor, gold) by risking to lose the trust in the network (ex: if Bitcoin were to be compromised, no one would use it
and all Bitcoin would lose value).
In the PoW consensus mechanism, anyone connected to the network can be a miner, but only those willing to expend the
necessary energy can mine. In other words, it draws a parallel to an imperfect democracy, in which, the first one past the
post gets the vote, i.e., the first miner to crack the cryptographic puzzle is rewarded.

“Proof of Work is the rich get richer squared, so if we can get to the rich get richer to the power of one, that’s already a substantial
improvement”
Vitalik Buterin 10 July 2018

PoW has recently drawn a lot of flak about the amount of energy consumed to keep the Bitcoin Blockchain live and
running. This is also driven by the effect of the protection against technology disruption, that increase puzzle complexity
when the computing power reaches a speed of resolution too low with respect to the 10 minutes of the protocol.
Currently, to generate a single block, more than 260 hashing operations are required causing a high energy demand (NDR
the hash rate can also be lowered over time). A recent study shows that as of 2018, the Bitcoin and Ethereum network
have consumed electricity in the same order as that of some European and Scandinavian countries (as seen previously).
The increasing complexity of mining and the inherent nature of the consensus protocol have introduced problems of low
scalability and high latency [time for a transaction to be validated, transaction throughput and transaction cost]. The low
profitability of mining is leading towards the concentration of mining pools, ironically enough the very problem that the
dynamically altered complexity of the cryptographic puzzle tries to solve. Furthermore, there are problems of low
scalability and high latency
These technical limits are restrictions for massive enterprise adoption. An enterprise is attracted by the possibility that
the efficiency and scalability of the system. But if this scalability will worsen over the years, its adoptions will decrease,
even more, causing a failure of its system or the whole investment.
Before stepping forward to the other forms of consensus, it is worth to notice another intrinsic characteristic of PoW,
that is making it still an elegant solution, no matter what the cost is. Sometimes people argue that with the advent of
quantum computing, the Bitcoin network could be broken. Truth is that if the protection described works well, that should
not be the case; the game will become so complex that not even a quantum computer could break it. And the protection
has proven to work well so far. Since despite the computational power increase over the decade, since the birth of Bitcoin,
no proves of breaks have been found so far.
GPU and ASICs: Mining is essentially a computational activity carried out by electronic processing units. At the core of our laptops,
Central Processing Units take charge of the computation. When these units are designed and developed for a very specific purpose,
they are called ASICs –Application Specific Integrated Circuits – in this case, mining Bitcoins or Ethers. Graphics Processing Units
or GPUs are specific ASICS meant for graphical calculation, which normally require huge computation power.
The increasing complexity of the PoW mechanism resulted in the creation of ASICs and GPUs which render the computations
more efficient and thus maximize the miner’s profit (value of the coin – the cost of electricity consumed). This has led to an increasing
dependence on specialized hardware, the cost of which has indirectly resulted in a threat of centralization (more and more miners
pooling their resources). On the other hand, if anyone with a computer could mine a block, i.e., if the consensus mechanism could
run on a simple laptop computer, then Blockchain could overcome scalability issues and counter the threat of centralization.
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As a solution to the shortcomings of PoW, a new consensus mechanism was developed: Proof-of-Stake. Ethereum
network is also slowly switching to Proof of Stake.
2019 was one of the busiest years of Ethereum, and there were 616,000 active addresses transacting on the network. In
February 2019, the transition to Ethereum 2.0 started. The transition aims to improve the scalability and bring Ethereum
close to the Serenity protocol. Constantinople, the first update, has reduced the block reward from 3 ETH to 2 Eth.
Istanbul, the second update, will be executed on October 16th, and in a second phase in 2020. The Istanbul update will
introduce a new mining algorithm, EIP 1057, that aims to replace Proof-of-Work, with the ProgPoW. The new algorithm
allows large mining participation, reducing the efficiency gap between GPU and ASIC miners.
Proof-of-Stake (PoS): Proof-of-Stake algorithms are designed to overcome the disadvantages of PoW algorithms, first
of all in terms of the high electricity consumption involved in mining operations and transaction latency. PoS completely
replaces the mining operation with an alternative approach involving a user’s stake or ownership of virtual currency in
the Blockchain system. The idea is, given that all the participants of a Blockchain network collect and spend the native
cryptocurrency (ex: the EOS tokens in the EOS networks), the size of the stake of each participant is utilized as a deciding
factor in selecting nodes that execute the consensus. In this case, the idea is to give trust to those participants having
more stake in the network, again with the assumption that they would not work again the network and risk jeopardizing
the inherent value of the assets already in their possession. PoS creates a sort of delegated democracy, the characteristics
of which vary on the basis of how the ‘stakes’ participate in the consensus.
The creation of the block in which proposed transactions are registered, in PoS consists in the selection and proposition
of the block by the validator chosen from amongst stake holders. PoS algorithm pseudo-randomly selects validators for
block creation, thereby ensuring that no validator can predict its turn in advance. This set of validators take turns
proposing and voting on the next block, and the weight of each validator's vote depends on the size of its deposit (i.e.
stake). In such a protocol, the most critical part is the mechanism to select the validator. Like in any delegated democracy
one has to create countermeasures to prevent it becoming an oligarchy or even worse, a monarchy.
Proof-of-stake Blockchain protocols have been designed and implemented by various cryptocurrencies (NXT, BitShares, EOS,
Tron, Tezos and so on), The security of those Blockchains is heavily dependent on the empirical processes they adopt for the
election of the validators. These processes are vulnerable to attack or compromise. These attacks are also due to the imposing
challenge when designing a PoS and simulating the election process.

To achieve a fair and randomized election among peers, entropy must be introduced to create randomness, but this can lead to
easy manipulation by an attacker. For example, a participant to the network that controls a big set of stakes might solicit the
PoS to execute different sequences in the election to find the pattern to favor him.

“I think I've been pretty consistent about my view that (i) every present-day existing Blockchain, including ETH and BTC, “has not
lived up to its promise”, and (ii) PoS is necessary. Not sure why anyone surprised.”
Vitalik Buterin 3 September 2018

The fundamental issue that arises in the PoS mechanism is that users with less proportionate stakes are probabilistically excluded
from being able to participate in the consensus mechanism, with an increased possibility of network ‘power’ concentrating in
the hands of those users with high stakes (always speaking probabilistically).
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The fact that, theoretically, all users can participate in the consensus however also gives rise to scalability issues. To solve the
issues and the “rich get richer” (RGR) problem – the concept present in every monetary system where entities concentrate
resources and thus have an “unfair” advantage over those who lack the same resources, Delegated Proof of Stake (DPoS), Liquid
Proof of Stake (LPoS) and other declinations of the Proof-of-Stake mechanism have been developed subsequently to
overcome limitations characterizing the preceding generation:
Delegated Proof-of-Stake (dPoS): DPoS was designed considering scalability issues as the principal deterrent to mass
adoption of blockchains today. In PoW and PoS, all nodes are able to participate in the consensus leading to inefficiencies.
DPoS aims to resolve this issue by delegating the act of block creation (block creation consists implies grouping
transactions broadcast on the P2P network and signing it with the block creator’s private key) which is carried out by
Block Producers (also known as witnesses or delegates). In essence, in the PoS world, this constitutes the act of mining
(renamed baking in the PoS world).
Every network user votes to elect a block producer. The number of votes at each user’s disposal is proportional to the
number of tokens they have (their stake). Typically, between 21 and 101 block producers (N) are elected based on the
network’s prerequisite for adequate decentralization (EOS: 21, BitShares: 101, Steemit: 21, Lisk: 101, Ark: 51). Once
the block producers have been elected (say, for example, at the beginning of each working day – 09:00), the responsibility
of block creation is assigned amongst the N elected block producers by the round-robin method. i.e., the 1st block producer
is given the opportunity to produce the first block in the first time slot (typically seconds), the 2nd block producer is given
the opportunity to produce the second block in the same time frame, and so on. The block producers are paid only if they
are successful in verifying a block. While the reward model is also based on the network, typically the reward is split
between the block producer, and the users who voted them into ‘power’. If the block producers fail to verify the
transaction, they are not rewarded. If a block producer fails in creating a block, the unverified transactions are available
for verification in the subsequent block creation cycle, for the subsequent block producer.
A record of successful baking by each of the block producers is maintained and non-performing block producers run the
risk of being voted out in the future. The roster of witnesses is reset after the completion of a maintenance cycle
(considering the previous example, at 09:00 of the following day).
Once the block has been created, any user in the network can validate the block. In DPoS, users also have the option of
not participating directly in the election of the block producer by transferring their voting rights to another user.
The reduced number of bakers (block creators) in this solution gives rise to intense competition amongst them. This, in
addition to the fact that a malicious baker can be eliminated by not receiving any votes in the next round, incentivizes
the block producers to adhere to the rules of the game.
In this manner, although the DPOS mechanism addresses scalability of issues of its predecessors, block producers can
become more powerful and as a result could a more centralized consensus. It says that it is allegedly more efficient than
PoS but voter apathy in elections can lead to excessive centralization and reduced robustness. In addition, competition
among delegators can lead to disruption of the Blockchain due to the possibility of creating corruption among the voters.
This can be interpreted as a Representative Democracy where the number of delegates who can participate in the
consensus are limited and thus election to ‘power’ depends on gathering maximum number of user votes and abstinence
from malicious action which leads to impeachment in the subsequent rounds and loss of stake.

Liquid Proof-of-Stake (LPoS): LPoS is a variation of the DPoS mechanism invented by the blockchain platform Tezos.
The fundamental difference between dPOS and LPoS is that in DPoS, election of a fixed set of Block Producers (i.e.
delegates) is mandatory for network consensus. In LPoS, delegation is optional. The reason stems from the fact that LPoS
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was designed considering decentralization, chain governance (the maintenance and updating of the network protocol)
and security as the central issues that impede blockchain mass adoption.
As opposed to DPoS where the number of producers is limited, in LPoS, up to 80,000 validators is possible demonstrating
the focus on decentralization. However, there is a barrier to entry – in order to become a block producer (or baker) the
user needs 10,000 Tezos (the native crypto currency), with a percentage of if it blocked as deposit for several weeks.
This promotes harmonious behavior at the time of block creations. Any producer caught acting maliciously (trying to
double-spend, for example) forfeits the deposited Tezos, thus demonstrating the focus on security. The user (who elected
the producer) also runs the risk of penalty although the risk is limited to missing out on the potential rewards that would’ve
been received had the block producer successfully, and honestly, created the block.
In LPoS, in addition to electing block producers, users can also vote directly in the chain governance, agreeing or
disagreeing to any amendments to the protocol, demonstrating the focus on governance.
This can be interpreted as a Representative Democracy similar to the situation in DPoS, leaning towards an Oligarchy as
in the case of Proof-of-Stake. The number of delegates who can participate in the consensus are NOT limited (can
potentially reach 80,000) thus checking any centralization and potential devolution into an Oligarchy. Malicious activities
are checked by forfeit of stake from malicious delegates.
Bonded Proof-of-Stake (BPoS): In this variation, delegation is optional, non-custodial, and participants benefit from
voting rights in protocol amendments such as in LPoS and can be seen as a Responsible Democracy. This allegedly solves
the problem of staking ration of Liquid Proof of Stake, where participants end up maintaining stacks if they do not want
to create over-delegation. But the delegators have to keep watching the performance of the validators, as a portion of
their stake can be slashed if the validators behave maliciously.
In case the validator is dishonest, BPoS Blockchain may slash both their stake and the stake of their delegators. BPoS
process will ask the bakers and validator to be ever vigilant implying that the chain cannot be autonomously governed.
The responsibility of the delegators is the key for the security.
This can be interpreted as a Responsible democracy where the ‘voters’ (network users or delegators) are held accountable
for the action of the delegates; in case of malicious action, delegator and delegate are penalized
All the variants described so far have their advantages, but they all suffer from the fact that somehow the security of the
whole network heavily relies on the action and responsibility of the elected validators, and the fact that election
mechanisms can frequently be manipulated;
Increasing the randomization of the whole process may lead to a better solution: this is the reason why researchers are
working on Pure Proof of Stake.
Pure Proof-of-Stake (PPoS): Pure Proof-of-Stake works around the concept of a secret self-selection in order to
determine new block generators and validators. The users who wish to participate in the protocol generates and registers
a participation key. Users run a verifiable random function (VRF) based on a seed generated in the previous block to
know (in secret) if they have been selected to propose a block. The secrecy of this step helps increase security by shielding
the identity of block proposers from malicious actors. In the next step, after each participating node in the network has
received the proposal messages from other nodes, the VRF proof is validated for authenticity of the proposer node. In
this step, each node also compares the hashes of each validated winner’s VRF proof and will only propagate the block
with lowest VRF hash. A committee checks the block proposal that was voted on in the Soft Vote stage for overspending,
double-spending, or any other problems, and if valid, in a process similar to the previous step, the new committee votes
again to certify the block. These votes are collected and validated by each node until a quorum is reached, and the block
is written in the ledger. At the end of this cycle, a new round is initiated, and the process starts over.
“A new committee is selected for every step in the process and each step has a different committee size. This committee
size is quantified in votes, not accounts. A quorum of votes is needed to move to the next step and must be a certain
percentage of the expected committee size. These votes will be received from other nodes on the network and each node
will validate the committee membership VRF proof before adding to the vote tally. Once a quorum is reached for the soft
vote the process moves to the certify vote step”.
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Pure Proof-of-Stake consensus mechanism adds an increased level of randomization that combats the threat of
decentralization.

“In other words, this means that although the users’ influence on the choice of a new block is proportional to their stake in
the system (number of algos), users are randomly and secretly selected to both propose blocks and vote on block proposals.
All online users have the chance to be selected to propose and to vote. The likelihood that a user will be chosen is directly
proportional to its stake.”
-

Algorand, a Blockchain network based on the PPoS

“Pure proof of stake is not a delegated proof of stake. A system like this is 20 people in charge, centralized from the start and very
dangerous

-

Silvio Micali Founder Algorand, 22 May 2018

Algorand: Algorand is US based start-up offering public and private Blockchain variants. It is a new Blockchain platform built on
the PPoS consensus mechanism (Algorand is also the inventor of PPoS). This network is already testing at high transaction rates
(relative to other Blockchains). They are able to achieve this through signature compression mechanisms and planned block
propagation delays of roughly 5 seconds (this is a mechanism that reduces the probability of orphan blocks, which, in the Bitcoin
network is achieved by increasing the complexity of the cryptographic puzzle to be solved leading to the 10 minute time frame for
a transaction to be completed.). While Algorand has plans to even increase the block size to propagate more transactions per second
and possibly lower transaction costs even further, PPoS – an evolution of the consensus mechanism – has already enabled public
Blockchains to take a step towards high scalability, Algorand being a leading example.
Being a cryptocurrency, Algorand’s Algo could be potentially subject to transaction price volatility. To counter this Algorand has
studied a solution to inject stability through an institutionalized approach by leveraging its partner network. This plan, currently
under review by the pertinent authorities, since the crypto currency world is increasingly subject to financial and fiscal regulations.
In the following table, a metaphoric parallel is drawn between the consensus mechanisms described earlier and types of
government.
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Table 5 – A metaphorical parallelism between consensus mechanisms and forms of government

Consensus
Mechanism

Scarce voting
resource

Voting system

Government type

Proof-ofwork

CPU power (i.e.
electricity)

Everybody can participate;
the first-past-the-post

Direct Democracy
No need of representatives
NOTE: Lately, owing to the threat of
centralization, this is becoming an Imperfect
Democracy (with those possessing weak
computational power being unable to participate in
the democracy)

Proof-ofstake

Stake of
cryptocurrency in
possession

Stakeholders’ vote
weightage is proportional to
their size of their stake in the
system

Oligarchy
Rich get richer

Delegated
Proof-ofstake

Ownership of
delegation
certificates + peer
reputation (elections
for delegates)

Network users use their stake
to cast proportionally
weighted votes to elect
delegates who participate in
the consensus

Representative Democracy
The number of delegates who can participate in the
consensus are limited and thus election to ‘power’
depends on maximum number of user votes and
abstinence from malicious action which leads to
impeachment in the subsequent rounds.

Liquid
Proof-ofStake

Ownership of
delegation
certificates

Network users use their stake
to cast proportionally
weighted votes to: i) elect
delegates who participate in
the consensus and ii) directly
agree or disagree to
amendments chain
governance/protocol

Oligarchy with “Representative Democracy”
undertones
The number of delegates who can participate in the
consensus are NOT limited (can potentially reach
80,000) thus checking any centralization and
potential devolution into an Oligarchy. Malicious
activities are checked by confiscation or forfeit of
stake by malicious delegates.

Bonded
Proof-ofStake

Ownership of
delegation
certificates

Network users use their stake
to cast proportionally
weighted votes to: i) elect
delegates who participate in
the consensus and ii) directly
agree or disagree to
amendments chain
governance/protocol

Responsible Democracy.
The ‘voters’ (network users or delegators) are held
accountable for the action of the delegates; in case
of malicious action, delegator and delegate are
penalized.
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Pure
Proof-ofStake

Random and secret
election based on the
stake + control
committee to prevent
malicious behavior

Random Ballot in two levels
(to select the committee and
the validation nodes)

Representative Democracy with balance of
power
with randomization criteria

Figure 30 – An objective oriented evolution of consensus mechanisms

Improvements in consensus will drive stabilization of transaction (tx) costs by addressing protocol inefficiencies. However,
since the cost of tx on the network is paid in fractions of the native cryptocurrency (ex: Satoshis in the Bitcoin network and
Gwei in Ethereum) which might continue to suffer price volatility in the markets, tx cost volatility might still exist. One
solution to address this issue could be regulating this price volatility through an institutionalized approach (think: how central
banks address this issue in traditional money markets) as blockchain networks like Algorand are working to realize.
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Figure 31 – A consensus heat map

WHAT TO EXPECT IN THE BLOCKCHAIN ARENA
WWW elicits three words that express ubiquitous, global connectivity. The World Wide Web has revolutionized not just lives
but humanity. However, just two decades ago, WWW sometimes stood for World Wide Wait. Speed and scale of even very
basic value transfers which we take for granted today were not very promising. Mindset, security and privacy concerns about
exposing one's data on a public space were obstacles to mass adoption. Private internets, that today would sound nonsensical,
were a staple solution. Today, businesses and individuals pay to get on to the public internet. The very nature of commerce
changed. The world is entangled in a web of high-speed, high-scale information exchange and value transfer.
A similar phenomenon can be observed in the world of ‘Cloud’ computing. Until just a few years ago, enterprises were wary
of migrating data, information and other services to a public cloud (think: Google Cloud, Azure…). Today, thanks to
improved security (from both technology and normative perspectives), the availability of various third-party services
offered on the cloud (think: Computer vision packages offered on Microsoft’s Azure), high SLAs offered by Public cloud
providers, cloud orchestration services (think: in case of a multi-cloud strategy) offered by third parties and the increase
in Big Data, a steadily increasing number of enterprises are finding it beneficial to migrate to a public cloud solution in
order to leave the management of their data to qualified and well-equipped partners while they focus on their core
business.
Public Blockchains (think: Bitcoin, Ethereum) today are at similar crossroads. While most enterprises are adopting a
wait-and-see attitude, some enterprises are experimenting with the public Blockchain in multiple sectors and diverse
applications. In the immediate future, a trend of enterprises adopting access-controlled Blockchains (either in a private
or a consortium configuration) grows evident.
In the short midterm, access-controlled Blockchains could be the ready-to-use option for enterprises who are wishing to
be first-mover in the field of application or want to experiment for oneself with tangible evidence what the Blockchain
has to offer them in a private context (e.g. within the Company’s internal processes). In the regulated sectors access
controlled may even become the long-term option, recalling the GDPR requirements described above.
History, however, tends to repeat itself, and much like the internet has already become, public cloud adoption is currently
becoming, public Blockchain-based solutions will soon become an under-the-hood technology ready for enterprise digital
transformation. A public Blockchain that has achieved the 4.0 level (remember that the 4.0. is a marketing handle
encompassing the various technological advancements being carried out in the Blockchain world) having addressed all
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current limitations, is the very opportunity to move to the next step in the evolution of the digital processes as we know,
from decentralized system with centralization tendencies to distributed systems with cooperative trust.
On the consumer side, Blockchain applications will be designed to allow consumers to take back control of their data
and web activities. It will focus ultimately on creating a P2P network where every user will be freer to exchange and
write data and information without the control of a centralized authority imposed. On the enterprise side, it will create a
new concept of “value transfer”, aka the tokenization of the Internet, where assets and value will be programmed and
embedded in the app through tokens.
Money, and assets through their digital twins will be handled in the digital words with digital contracts to support fully
digitalized processes, potentially increasing transparency, liquidity, and market efficiency. The maximum potential of
these benefits is achieved if and only if the Blockchain becomes truly ubiquitous and open. This is why the public
Blockchains are the key. It could probably be a Blockchain with off-chain countermeasures fix the current scalability
issues. It could be a Blockchain with improved security features or enhanced cross-chain communication capabilities.
But at this stage of the community research, the best solution would be to fix the issues within the protocol itself. A
protocol that preserves the benefits of the chain by surpassing its limitations would be a truly ‘quantum leap’ obviating
the necessity to introduce any external layer.

The public blockchains sector is consolidating, likely leading to specialistic blockchains catering to activities such as asset
management, smart contracts for industrial applications and payment rails. The necessity for interoperability between chains
to improve network effects, which in turn improve the resilience of the network, is a driving factor behind this trend. These
application specific Blockchain will be driven by current competition between chains and will be elected for enterprise
adoption.

A consensus that fixes the network is the solution to render the public Blockchain the new internet.

45
The next block in the chain: Enterprise Adoption of Blockchains [bip © 2019]

GLOSSARY
Blockchain: is an immutable and distributed database that maintains a growing list of records. Blockchains are used to safely
and securely record transactions between parties.
Public Blockchain: A public Blockchain is an open network where anyone can connect and participate. The network has a
system of incentive to encourage participants to remain active, maintain the network and to encourage more users to join. An
example is Bitcoin, one of the largest public Blockchain networks in production today.
Private Blockchain: A private Blockchain has a set of rules that determines who can connect and participate. Usually, this set
of rules is decided by a central authority. The access control mechanism could vary, and once an entity has joined the network,
it will play a role in maintaining the Blockchain in a decentralized manner.
Consortium Blockchain: A consortium or hybrid Blockchain can be a mix between a private and a public Blockchain. The
network is not guaranteed by a single central entity, as in the private Blockchain, but by a group of chosen entities that also
maintain the network. The rule to connect and participate in the network can vary depending on the agreement between the
entities.
Cryptocurrency: a digital currency in which encryption techniques are used to regulate the generation of units and currency
and verify the transfer of funds, operating independently of a central bank.
Bitcoin: an Open Source cryptocurrency that is a digital asset and exists as software. “Bitcoin" (uppercase) is the protocol,
software, and community; “Bitcoins" (lowercase) is the unit of currency. The platform is not owned by a single entity but by
a foundation; thus, the nodes that run the network are powered by peers.
Ethereum: Ethereum is an open-source Blockchain that gives the possibility to create a programmable and executable smart
contract. Anyone can potentially sing up to the platform and create an account or create and deploy a smart contract on the
Ethereum Blockchain. Moreover, the platform allows to create decentralized applications. The platform is not owned by a
single entity but by a foundation; thus, the nodes that run the network are powered by peers.
Smart Contracts: A smart contract is a piece of code that is located on a Node of a Blockchain and has a unique public address.
The smart contract needs to be compiled and uploaded on the Blockchain; by doing so, a unique address is created (Ethereum
Name Service). The smart contract has a set of specific functions and variables that can be executed and create a transaction.
The transaction created includes the input of the functions required in the smart contract. After the execution of the functions,
the state of the variables inside the smart contract can be changed depending on the logical rule set by the creator of the smart
contract. By knowing the ENS, everyone could trigger the smart contract, by sending a transaction to it. Once executed the
smart contract is treated like every transaction.
Dapp: A Decentralized Application (or Dapp) is an application that uses smart contracts. Dapps provide a user-friendly
interface to smart contracts.
Blocks: The transaction created by the users of a Blockchain network are bundled together into blocks and executed by the
nodes. A block contains the list of the transactions appended, the most recent state, a block number and the difficulty values.
The blocks are then added to the Blockchain at regular intervals.
Mining: is the process that verifies the transaction before submitting to the Blockchain network, for this the miners are paid.
Hash rate: the amount of hashes performed by the network or a specific entity in a given period of time.
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