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Novi’s Advanced

Patching Service

As the threat landscape continues to evolve at an 

alarming rate identifying vulnerabilities on an ongoing 

basis becomes harder to manage. Novi’s Vulnerability and 

Advanced Patch Management service alerts and responds 

to identified vulnerabilities on PC’s, laptops, physical and 

cloud servers across a selection of commonly targeted 

applications including Microsoft Windows, Microsoft 

O�ce, Java, Adobe Flash, Adobe Reader, Google Chrome 

and Mozilla Firefox and more.

Managed via a centralised, cloud based dashboard the 

service reports on what patches have been installed and 

most importantly identifies what patches are missing. 

Patches are then applied to all devices on a schedule and 

to remote laptops and devices once they come online.

This licensed tool delivers a timely and e�cient method 

to implement patching across the entire estate is 

administered and managed centrally by Novi as a 

managed service. 

Features
• Management console provides real time visibility  

 into known vulnerabilities and missing patches  

 across all supported devices

• Quickly approve and apply patches centrally

• Quickly identify missing patches for known 

 vulnerabilities

• Manage patching for all devices across entire estate  

 via single console

• Comprehensive Scanning for patch status

• Faster availability and deployment of patches for  

 commonly exploited vulnerabilities (e.g. Petra) 

• Wide software support e.g. Adobe, Java, 

 Web Browsers and other common applications

•       Support for Operating System and O�ce 365 Apps

•       Improved Asset Reporting (Hardware & Software)

•       Improved Warranty Reporting

Benefits
• Reduce risk by keeping common malware software  

 targets up to date

• Streamline patching process

• Apply security patches timely

• Increase user productivity

• Reduce downtime

• Keep Operating Systems up to date

• Accurate reporting

• Scalable cloud based licensing
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Recent well-known ransomware attacks such as 

WannaCry gained access through exploiting a weakness 

in software which was unpatched. WannaCry moved from 

one infected computer to another by using 

a known vulnerability in Windows.  Even though the patch 

was readily available it hadn’t been universally deployed.

What is Patching? Patching is the process of 

approving and installing the latest patches or updates 

that improve the system or fix security vulnerabilities 

across various IT devices such as Servers, Virtual 

Machines, PC’s and Laptops. 

Manual v Automated patch management? 

The objective of patch management is to keep various 

systems in a network up-to-date and secure against 

malware and cyber security breaches.

Manual patching is a tedious task and IT administrators 

often lack the tools and services that provide them with 

the information and control over devices to routinely 

identify vulnerabilities and apply 

patches in a timely fashion. More 

often than not patches are not 

applied leaving organisations very 

vulnerable to cyber related crime.

Why Patching is Important 

Ransomware is becoming more 

prevalent and more destructive. 

Companies need to be sure that they are 

adequately protecting their data as a 

breach not only causes financial harm but 

also reputational and brand damage. 

E�cient and timely patching will help 

prevent malware accessing your data and 

systems.
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