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Introduction:

ThreadLocker is a CPU balancing application written for Server Based Computing (SBC) and Virtual
Desktop Infrastructure (VDI) environments.

Regularly, in both SBC and VDI environments a single process utilising all available cores (multithreaded)
or multiple processes consuming a CPU’s worth of computing power each (single threaded) can cause
lags, pauses and hangs to the connected user (VDI) or to the other users on the shared desktop (SBC)

while these processes consume vital resources.

ThreadLocker will ring-fence CPU resources for the system, preventing CPU resources being
compromised by a single, or a number of processes.

ThreadlLocker can use Processor Affinity (the CPU’s a process can run on) to isolate processes to a subset
of cores and therefore preventing a single, or number of processes from consuming all the resources in

a machine.

Once a process bursts or the total system CPU usage reaches a configured threshold for the number of
samples you predetermine, the process or processes will have the configured actions applied to them.

The following actions are available to perform on a process or group of processes:
e Configure which CPU cores are available to run on
e Configure the maximum amount of CPU that can be consumed
e Adjust the priority

e Notify the owner of the process or processes that an action has been applied

Note: Non ThreadLocked processes are free to use all available cores in the system.
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ThreadlLocker Requirements:
ThreadLocker has a specific set of requirements detailed below:

e Windows 7 / Windows Server 2008 R2 and above
e At least 2 CPU cores (to utilise affinity actions)
e _NET Framework 4.5

Licensing
ThreadLocker has 3 licensing options:

Community Edition

Community edition does not have the intelligent CPU monitoring aspect and not be managed by the
ThinScale Management Platform. It only operates with a list of static rules as defined by the
administrator for known troublesome processes.

Trial
When ThreadLocker is first installed, it will install a 30-day license trial for you to test the entire product.
A trial license can also be used with the ThinScale Management Platform to evaluate the functionality.

When the trial expires, you must request an enterprise or community license and publish this license to
the client to continue to work undisturbed. You can request licensing information from
sales@thinscaletechnology.com

Enterprise and Enterprise Plus
Enterprise licenses entitle you to extra functionality. Details of these features can be found at
https://www.thinscale.com

You can request licensing information from sales@thinscale.com

Profile Sources

ThreadlLocker’s configuration settings are stored in a profile, this profile file is stored locally and can be
modified with the ThreadLocker Profile Editor.

The profile (TLProfile.json) is located in the installation directory. This file is directly editable via the
ThreadLocker Profile Editor Utility. (please see the Profile Editor Section for more details).

Alternatively, you can have the configuration centrally managed by connecting ThreadlLocker to the
ThinScale Management Platform.

Note: If configured to use the ThinScale Management Platform ThreadLocker will keep a local copy of
the profile it receives just in case it loses access to the Management Server. This allows ThreadLocker to
work offline for extended periods without interruption.
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Enterprise Edition without the ThinScale Management Console:

ThreadLocker Enterprise v 4.0 has no reporting capabilities but all the functionalities, rule-based settings
and system wide option are still available to be used. You will have to set an individual profile for each
ThreadLocker installation, however it will be possible to deploy the TLProfile.json file with any
deployment tools if a replication of same setting between multiple servers is desired. Alternatively, a
manual copy between one machine to the other is also possible.

Installing ThreadLocker with a local profile:

jﬂ ThreadLocker Setup H
Welcome to the ThreadLocker
Setup Wizard
The Setup Wizard will install ThreadLocker on your computer,
Click ™ext”™ to continue or "Cancel” to exit the Setup
THREADLOCHKER Wizard.
Intelligent isolation
of CPU intensive
applications
THINSCALE
< Back Cancel
Click Next
j’% ThreadLacker Setup *

End-User License Agreement

THREADLOCKER

Please read the following license agreement carefully

THINSCALE TECHNOLOGY LIMITED €3

SOFTWARE LICENSE AGREEMENT FOR THINSCALE PRODUCTS

IMPORTANT NOTICE TO THREADLOCKER ENTERPRISE &
COMMUNITY (“PRODUCT") USERS:

PLEASE READ THIS END USER SOFTWARE LICENSE AGREEMENT
{"LICENSE"} CAREFULLY BEFORE USING THE THINSCALE e

(®) I accept the terms in the License Agreement
()1 do not accept the terms in the License Agreement

ThinScale Technology Limited

< Back Cancel

Accept the End-User License Agreement and click Next.
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]ﬁ ThreadLocker Setup - X

Select Installation Folder

THREADLOCKER

This is the folder where ThreadLodker will be installed.

To install in this folder, didk ™ext”. To install to a different folder, enter it below or didk
"Browse”,
Folder:
|C:'-,Prc-gram Files (x86)\ThreadLocker), Browse...
ThinScale Technology Limited
< Back Cancel

Select the destination installation folder and click ‘Next’

]‘E ThreadLocker Setup X

Ready to Install
THREADLOCKER

The Setup Wizard is ready to begin the ThreadLodker

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

ThinScale Technology Limited

< Back Install Cancel

Click Install and you are almost done
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ﬂ ThreadLocker Configuration Wizard x

Select Profile Location

Select where you would like ThreadLocker to retrieve its profile from:

() ThinScale Management Server

Apply Cancel

When installing a standalone ThreadLocker select Local Profile, click Apply and you are finished.

ﬁ ThreadlLocker Setup

Completing the ThreadLocker
Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

THREADLOCKER

Intelligent isolation
of CPU intensive
applications

THINSCALE

il

A reboot might be required after Finish.
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Enterprise Edition with the ThinScale Management Console:

ThreadLocker Enterprise v4.0 together with the ThinScale Management Platform 2.0 lets you create a
centralized environment for controlling and monitoring every single device connected to it. Centrally
deploy configurations to all your devices and view monitoring and reporting data for your entire estate
from a single management console.

Simply select the reporting tab within the Management Console to view CPU Usage, user counts and

details on what actions ThreadLocker has been applying to your systems when your configured
thresholds have been met.

(for more information on Management Platforms reporting capabilities, please see the ThinScale Management Console
Administrators Guide)

Installing ThreadLocker connected to the Management Platform:

The installation steps to connect ThreadlLocker to the Management Server are the same as standalone
installation, the only difference is the use of ThinScale Management Server section.

a8 x

Select Profile Location

Select where you would like ThreadLocker to retrieve its profile from:

(@) ThinScale Management Server

() Local Profile

Mext = Cancel

Select the ThinScale Management Server option and click Next.
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ﬂ ThreadLocker Configuration Wizard x

ThinScale Management Server Configuration

Management Server; | http: {/SERVERMNAME, DOMAIMNITSTMamt
Management Site

Connect to a configured Management Site

Management Server verified

< Back Apply Cancel

Enter the Management Server’s URI

To connect to the ‘Default Site’ within the Management Console, leave ‘Connect to a configured
Management Site’ unselected. If want to connect to an alternative site you have created, select
‘Connect to a configured Management Site’ and enter the credentials of the site.

(Note: for more information on Management Server Sites, please refer to the ThinScale Management Console
Administrators guide)

Click ‘Verify Management Server’

Click ‘Apply’
jﬁl ThreadlLocker Setup .
Completing the ThreadLocker
Setup Wizard
Click the "Finish™ button to exit the Setup Wizard.
THREADLOCKER
Intelligent isolation
of CPU intensive
applications
THINSCALE
< Back Cancel
Click ‘Finish’
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Silent installation:

ThreadLocker’s installation MSI supports silent installation for both a local profile and connecting to the

Management Platform

Silent install options
Command Line Option

CONNECTIONTYPE

MGMTURI

MGMTDEFAULTSITE

MGMTUSERNAME

MGMTPASSWORD

Examples

Description
Configures the ThreadLocker profile source
0 = ThinScale Management Server
2 = Standalone
The address of a ThinScale Management Server
e.g. https://tstmgmtserver.domain.local/TSTMgmt
Configures ThreadLocker to connect to the ‘Default Site’ in the Management
Platform
1 = Use Default Site
The username associated with the Management Site you want this

ThreadLocker device to connect via.

(for more information on Management Sites, please see the ThinScale Management Console
Administrators Guide)

The password associated with the Management Site you want this
ThreadLocker device to connect via.

(for more information on Management Sites, please see the ThinScale Management Console
Administrators Guide)

1. Install ThreadLocker with no interaction with a centrally delivered profile from the Management

Server:

msiexec /I ThreadlLocker.msi CONNECTIONTYPE=0 MGMTURI=https://tstmgmt.domain.local
MGMTUSERNAME=tIservers MGMTPASSWORD=xxxxxxx /QB /L*V "%USERPROFILE%\TK.LOG"

2. Auto install ThinKiosk with no interaction, and use a local profile:

msiexec /I ThreadLocker.msi CONNECTIONTYPE=2 /QB /L*V "%USERPROFILE%\TK.LOG"
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Uninstalling ThreadlLocker:
Note: The Uninstall must be performed by a user with administrator privileges on the local device.

ThreadLocker is an MSI based installation and will appear in Program and Features within Windows
Control Panel.

To uninstall:
- Open Control Panel
- Select Programs -> Program and Features
- Right click ThreadLocker and select ‘Uninstall’
- Follow the uninstall instructions

A reboot will be required once the uninstall has completed.
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ThreadLocker Profile Editor:

The profile editor can be accessed in separate ways depending on the profile delivery method you have
opted to:

¢ ThinScale Management Server - From the ThinScale Management Console, right click your profile and
select ‘Edit Profile’.

e Local Profile - From the ThreadLocker device select the ‘ThreadLocker Profile Editor’ from the Start
Menu.

= — B x
E Save Profile @ Export Profile [ = Import Profile |3 Exit Profile Editor

£ | Profile Details:

Profile Details
CPU Rules Profile Name: ThreadLocker Profile
-oaana Profile Revision i}

Revision Motes:

Configuration Rules:

ThreadLocker’s configuration is entirely rule based. You can create a single or multiple rules depending
on your ThreadlLocking requirements.

You may have a single rule that covers your requirements or you may need a couple of rules to apply
different thresholds to different groups of users for example.
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To create a new CPU Rule, right click on the CPU Rules section and select Add Rule.

|=] ThreadLocker Profile Editor

E Save Profile E Export Profile [ Impar:

Enter text to search... L
Profile Details
b CPU Rt
Lngglr Add Rule | """""""""""
Edit Rule
Delete Rule

When creating a rule, you need to select the rule scope, there are two different scenarios:

Rules Scope:

& new cru Rule [(x]

Select Rule Scope

Select the scope of CPU rule you would like to add

Per process scope rules act on the state of an individual process

() System Wide

System Wide scope rules act on the state of entire system

< Back || Mext = | | Cancel

Per Process

The rule applies to the specific processes configured and will apply actions to a process when they
exceed the thresholds set.

System Wide
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System Wide rules will monitor the CPU Usage of the entire system and when the configured thresholds

have been exceeded, ThreadLocker will apply the configured actions to the processes consuming the
most resource.

Rules Details:

& new cPu Rule x

Rule Details

Enter a name and description for your rule

Rule Mame:

Rule Description

< Back Cancel

Rule Name:
Enter a name for your rule.

Rule Description:
A brief description of the rule.
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Select Processes:

This section is used to include or exclude a process from the rule. If you leave the list empty, all
processes will be included.

& new cru Rule [ x|
Select Processes
Added the process names you would like to indude or exdude in the scope of this rule.
{leaving the list empty will indude all processes)
Process Mame Incude f Excude
< Back | | Next = | | Cancel

To add a process to the list simply right click and click New Process.

& new cPU Rule

x

Select Processes

Added the process names you would like to indude or exdude in the scope of this rule.
(leaving the list empty will indude all processes)

Process Mame Indude f Exdude

MNew Process

Edit Process

Delete Process
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Process Name Indude / Exdude

Add Process |Z|
Process Name:
Excel.exe
Type:
Tndude |+
Indude
Exdude oK | | Cancel
Additional Process Rules:
& vew cru Rule [ x|
Process Rules
Configure additional process rules
[ ] 1gnore System Processes:
|:| Ignore Processes running is session 0
[ 1gnere the process for seconds after it has started
< Back | | Mext = | | Cancel

lgnore System Processes:
Any processes running under the SYSTEM account will be excluded from the rule. (Recommended).

lgnore Processes running in Session O:
Any processes running in session id zero (typically services or processes belonging to the system account

will be excluded from the rule. (Recommended).
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lgnore the Process for:
When this option is enabled ThreadLocker will ignore the process for the specified number of seconds

after it has started.

Select Users / Groups:

This section is used to include or exclude users or groups from the rule. If you leave the list empty, all
users will be included.

& vew cru Rule | x |
Select Users [ Groups
Added the users and groups you would like to indude or exdude in the scope of this rule.
(leaving the list empty will indude all users)
User / Group Indude / Exdude
Everyone Indude
< Back | | Mext = | | Cancel
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X

& tew cru Rule

Select Users [ Groups

Added the users and groups you would like to indude or exdude in the scope of this rule,
{leaving the list empty will indude all users)

User [ Group Indude / Exdude

Everyone Incude

Mew User / Group Inclusion

Mew User / Group Exclusion

Delete

To add a user to the list simply right click and select click New User / Group Inclusion or Exclusion.
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Select Conditions:

Conditions are tests that are performed and must be met before any rule actions are applied to
processes in the system.

If you don’t enable any conditions then the rule actions will always to be applied, this can be useful if
you always want to apply an affinity setting to a process regardless of how much CPU it is using.

Conditions are ignored when using a community edition license and therefore actions are always
applied to processes.

& new cPu Rule x

Select Conditions

Select the conditions that must be met before applying your actions

7] When the process CPU usage reaches %o for samples

Use average CPU usage owver

¥ When the total system CPU usage reaches: %, for samples

Use average CPU usage over

« Back Cancel

There are two conditions that can be checked:

- When the process CPU usage reaches a certain percentage for the number of samples, you
specified. (this condition is only available for Per Process rules)

- When the total system CPU usage reaches a certain percentage for the number of samples, you
specified.

Additionally, you can use an average CPU calculation, where system CPU usage and process CPU usage
are calculated using averages of their recent consumption.
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Select how to choose the processes:

(These options are only available for System Wide rules)

& new cru Rule x

Select how to choose the processes

When System Wide rule conditions hawve been met the following rules will be used to determine which
processes to apply your actions to

[ prefer processes running in disconnected sessions
|:| Prefer processes running in inactive sessions
Sezgions are dassed as inactive when idle for seconds
|:| Minimum Process CPU Usage %o
< Back | Next> Cancel

Prefer processes running in disconnected sessions:
If enabled, processes running is disconnected sessions will be selected before active sessions

Prefer processes running in active sessions:
If enabled, processes running in sessions that are idle will be selected before active sessions.

Minimum Process CPU Usage
If enabled, a process will only be selected if it is consuming a least the configured amount of CPU.
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Select Actions:

This section is used to create actions that ThreadLocker will apply when the enabled conditions have
been met.

& new cru Rule

X

Select Actions

Add the actions you would like to take when all your configured conditions are met

Action Type Details

< Back Mext = Cancel

To create an action just right click and click Add Action.
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& New CPU Rule | x|
Select Actions
Add the actions you would like to take when all your configured conditions are met
Action Type Details
AddAction v || Apply Affinity
Edit Action Apply Max CPU Usage
Delete Action Apply Priority
Send Motification
< Back Mext = Cancel

ThreadLocker has four actions types:

o Apply Affinity

e Apply Max CPU Usage
o Apply Priority

e Send Notification

THREADLOCKER 4.0 ADMINISTRATOR’S GUIDE | 22



Apply Affinity:
Apply Affinity sets a processes affinity so it will only be scheduled to run on the CPU cores specified.

Note: if you select a core that is not present in the target system, the action will not be applied. When
creating an affinity action ensure you know how many cores are in the target system.

i new cPu Rule (x|

Select Actions

Add the actions you would like to take when all your configured conditions are met

Action Type Details

Assign Affinity Action [ 3 |

Select the CPU's you want this action to apply your processes affinity to

[Jceuo [Jeeut [Jeruz [Jeerus [Jeeus [cpus [Jerue [Jcruz
[Terus [lerus [eruto [Jepuil [Jepui1z [Jeru13 [cruig [ cpu is
[Mcrus [Jcru1z [Jeruis [Jecruils [Jcoru2o [CJcPuzi [Ccruzz []cru2s

[Tecpuzg4 [cruzs [Jecpuzs [Jecpuzz [Jcruzs [Jcruze [JcPu3o []cru3st

Add | Cancel |

< Back Mext = Cancel
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Apply Max CPU Usage
This action will apply a limit to amount of CPU a process can consume at any given time.

When used in combination with the affinity action, the process usage calculation is based on the
percentage of every core in the system not the cores the affinity action rule has applied.

& rew cpu Rule [(x]

Select Actions

Add the actions you would like to take when all your configured conditions are met

Action Type Details

Assign Maximum CPU Usage [ x |

Select the maximum percentage of CPU usage you want this action to
apply to your processes

50 ]

< Back Mext = Cancel

THREADLOCKER 4.0 ADMINISTRATOR’S GUIDE | 24



Apply Priority

This action will apply the selected process priority.

2

B new cru Rule

Select Actions

Add the actions you would like to take when all your configured conditions are met

Action Type Details

Assign Priority Action =S

Select the priority you want this action to apply to your processes

Marmal A

| Cancel
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Send Notification

Send Notification will display a system tray notification message to the user who is running the process
that has met all the conditions.

The message can be fully customized and different icon styles applied.

Add User Message Action x
Title: |
Type: @ mMone  (JError () Warning () Information
Message:
Cancel
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Select Release Conditions:

Release conditions are used to determine when to remove the actions that have been applied to a
process. If no release conditions are enabled the process will never have any applied actions removed.

Release conditions are only available for Per Process rules.

& new cru Rule x

Select Release Conditions

Select the conditions that must be met before removing any actions that have been applied to your
procESsEs

When the process CPU usage is below

< Back Mext = Cancel

- When the process CPU usage reaches a certain percentage for the number of samples, you
specified.

Additionally, you can use an average CPU calculation, where process CPU usage is calculated using
averages of its recent consumption.
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Select Release Action

When a rule’s release conditions have been met and processes have had their actions removed, you can
optionally send a notification to the user.

& new cPU Rule Lx |

Select Release Actions

Add any additional actions you would like to take when your configured release conditions have been met

Action Type Details

Add Action 2 | Send Motification

Edit Action

Delete Action

<Back || Apply i | Cancd
Add User Message Action | > |
Title: |
Type: @ Mone {:} Error {:} Warning {:} Information
Message:
Add Cancel
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Logging:

|= | ThreadLocker Profile Editor = (o[ x]|
H Save Profile ﬁ Export Profile [ Import Profile | |£} Exit Profile Editor

2| Logging:
Profile Details
CPU Rules i Tracing Enabled Logging Level: | Info -

Logging

Event Log Enabled

W/ File Tracng Enabled

Log Filename: | C:\Program Files (x86) \ThreadLocker \ThreadLocker.log

Logging Levels:
There are several levels of logging possible with ThreadLocker from diagnostic info to hard errors:

e Notifications

e Info
e Warning
e Error

e Fatal Error

Note: The “Info” logging level should only be used for troubleshooting and due to its verbosity, cannot
be saved to the event logs.

Event Log Levels:
If enabled, the events coming from ThreadLocker will be saved within Windows Event Viewer logs.

File Tracing Enabled:
If enabled, the events coming from ThreadLocker will be saved into a file within your desired folder.
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Licensing

During installation, ThreadLocker will install a 30-day Enterprise Edition trial license. During this time
ThreadLocker will have all the functionalities required for you to test the application.

Receiving a license:

Reach out to our sales team on sales@thinscaletechnology.com and mention you would like a quote for
ThreadLocker.

Installing a license on a standalone ThreadlLocker:
Once you have received your license:

e Paste in your key into the license editor ensuring all text is without carriage returns or blank
spaces and click ‘Test License:’
e The License Details tab should update with the company information provided.

i/ ThreadLocker License x

License Details:

Company Mame:
Product Editon: License type:

Mumber of Seats:

Expiry Date:

Subscription Expiry:

License Editor:

Installing a license on a ThreadLocker connected to the Management Console:

Please refer to the ThinScale Management Console Guide on how to install a license.

For any queries in relation to ThinScale products fell free to contact us at

support@thinscaletechnology.com
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