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About This Guide

Only Check Point provides a complete mobile security solution that protects devices from
threats on the device (OS), in apps, and in the network, and delivers the industry’s highest
threat catch rate for iOS and Android. Check Point SandBlast Mobile uses malicious app
detection to find known and unknown threats by applying threat emulation, advanced static
code analysis, app reputation and machine learning.

e Perform advanced app analysis to detect known and unknown threats

e Monitor network activity for suspicious or malicious behavior

e Assess device-level (OS) vulnerabilities to reduce the attack surface
It uses a variety of patent-pending algorithms and detection techniques to identify mobile
device risks, and triggers appropriate defense responses that protect business and personal
data.

The Check Point SandBlast Mobile solution (“the Solution”) includes the following components:
e Check Point SandBlast Mobile Behavioral Risk Engine (“the Engine”)
e Check Point SandBlast Mobile Gateway (“the Gateway”)
e Check Point SandBlast Mobile Management Dashboard (“the Dashboard”)
e SandBlast Mobile Protect app (“the App”) for iOS and Android

This guide includes all the instructions the user needs to first install and then use the
SandBlast Mobile Protect app on iOS devices.
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1 Check Point SandBlast Mobile Solution Architecture

1 I
Ooooa_

]

Dashboard

1.1 Components
~ Component

1 SandBlast Mobile e The SandBlast Mobile Protect app is a lightweight app for iOS® and Android™
Protect app that gathers data and helps analyze threats to devices in an Enterprise
environment. It monitors operating systems and information about apps and
network connections and provides data to the Solution which it uses to identify
suspicious or malicious behavior.

e To protect user privacy, the App examines critical risk indicators found in the
anonymized data it collects.

e The App performs some analysis on the device while resource-intensive analysis
is performed in the cloud. This approach minimizes impact on device
performance and battery life without changing the end-user experience.

2 EMM/MDM e Enterprise Mobility Management/Mobile Device Management

e Device Management and Policy Enforcement System.

3 SandBlast Mobile e The cloud-based Check Point SandBlast Mobile Gateway is a multi-tenant

Gateway architecture to which mobile devices are registered.

e The Gateway handles all Solution communications with enrolled mobile devices
and with the customer’s (“organization’s”) Dashboard instance.

4 Dashboard e The cloud-based web-GUI Check Point SandBlast Mobile Management
Dashboard enables administration, provisioning, and monitoring of devices and
policies and is configured as a per-customer instance.

e The Dashboard can be integrated with an existing Mobile Device Management
(MDM)/Enterprise Mobility Management (EMM) solution for automated policy
enforcement on devices at risk.

e When using this integration, the MDM/EMM serves as a repository with which
the Dashboard syncs enrolled devices and identities.

5 Behavioral Risk e The cloud-based Check Point SandBlast Mobile Behavioral Risk Engine uses

Engine data it receives from the App about network, configuration, and operating system
integrity data, and information about installed apps to perform in-depth mobile
threat analysis.

e The Engine uses this data to detect and analyze suspicious activity, and
produces a risk score based on the threat type and severity.

e The risk score determines if and what automatic mitigation action is needed to
keep a device and its data protected.

e No Personal Information is processed by or stored in the Engine.
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2 Prerequisites

SandBlast Mobile Protect: iOS App | Installation & User Guide

In order to install the SandBlast Mobile Protect app, the user should be prepared with:

1. User’'s iOS Mobile Device (i0S version 8.x or higher)

2. User’s Enterprise Email access from mobile device or computer.
3. User's MDM Agent (optional)

3 Installation Methods

3.1 Manual Download and Installation by the user

The rest of this document discusses the manual installation procedures for iOS devices
and the usage of the SandBlast Mobile Protect app.

3.2 Automatic Download by the IT Department using MDM

If the organization uses an MDM, such as Airwatch or Microsoft Intune, the SandBlast
Mobile Protect app can be automatically pushed to the user’s device. If automatically
installed and configured using MDM, the user only needs to read the sections describing
the usage of the SandBlast Mobile Protect app.

4 Installing SandBlast Mobile Protect App

4.1 SandBlast Mobile Protect App Installation from Apple App Store

4.1.1. You should receive your email registration. This email contains several basic
instructions and two important details for registration, the server address and the
registration key. This email will also contain a link to download the App and a QR

code, in case the email cannot be read on the device.

< hread 1o0f5 ~

connectivity.

From your mobile device:

1) Go to the following website using the link beld
Download here

Or, you can scan with your device the QR code b

2) Download the SandBlast Mobile Protect applic

3) Launch the Protect app from your device and {
populated:

o Server Address: gw
* Registration key: 1356104¢
4) Press login.

Automatic registration email sent by Check Point

©2018 Check Point Software Technologies Ltd. All rights reserved
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4.1.2. When prompted, tap Open.
Open this page in “iTunes"?
Cancel
G m &
4.1.3. Tap the “Get” button to start the app installing.
4.1.4. Once the app has loaded, open the application, and allow the configuration profile
to be installed. Tap “Allow”.
{ search { search localhost @
SandBlast SandBlast
Mobile Protect Mobile Protect
Check Point Software Tech... Check Point Software Tech...
sanDBLAST J I, © SANDBLAST ©
3.8 Wk Kk ki 4+ 3.8 %k k ki A+
What's New Version History What's New Version History This website is trying to open Settings
Version 2.69.3626 2d ago Version 2.69.3626 2d ago to show you a configuration profile. Do

Check out the new Ul by Check Point Protect! you want to allow this?

We regularly release updates to the App Store.
Get the newest features and bug fixes by  more

Preview

Check out the new Ul by Check Paint Protect!
We regularly release updates to the App Store.
Get the newest features and bug fixes by  more

Preview

lgnore

O 4 O 4 g Q
Today Games Apps Updates Search Today Games Apps Updates Search
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4.1.5. When prompted to install the Check Point Protect Profile, tap “Install” on the top
right. This is essential for the App to perform its function.

4.1.6. You will be prompted to install a Mobile Device Management profile from
SandBlast Mobile. This is to allow the App to function. Tap “Install” on the top right.

4.1.7. You will be prompted to trust the Profile for Remote Management. Tap “Trust”.

Cancel Install Profile Cancel Warning

MOEILE DEVICE MANAGEMENT

Check Point Protect Profile : . I
@ Check Point Installing this profile will allow the
administrator at "https://us-mdis.locsec.net/
mdis/service/mdm/
Signed by MDM Vendor: CHECK POINT SOFTWARE
N OLOGIES LTD 4dd41161-239e-49e4-948f-42de7b25555b"
Verified + to remotely manage your iPhone.
Description A profile required by the Check Point Pratect .
application. The administrator may collect personal data, 3 oM .
Contains Mebile Device Management add/remove accounts and restrictions, and . er;na teth' an?ilemen .
Certificate list, install and manage apps on your iPhone. S TS A s SLrEa fa

enroll your iPhone into remote
management?

More Details

4.1.8. Once the profile, tap “Done” on the top right corner.

4.1.9. Once the process returns to Safari, it will prompt for you to continue to SandBlast
Mobile Protect app. Tap “Open”.

4.1.10. Enter the Server Address and Registration Key that is contained in the email, tap
the “Login” button.

Profile Installed localhost o

@ Check Point Protect Profile
Check Point

Signed by  MDM Vendor: CHECK POINT SOFTWARE
TECHNOLOGIES LTD
Verified +

Description A profile required by the Check Point Protect
application.

Contains Mobile Device Management
Certificate

Open this page in “Protect"?

More Details
Cancel
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4.1.11.

4.1.12.

SandBlast Mobile Protect: iOS App

Installation & User Guide

You will now be prompted to enable Notifications, Location, and SMS Phishing

Protection.

Enable as appropriate, but it is strongly recommended that you enable
Notifications, Location, and SMS Phishing Protection.

Notifications

Location

Notifications

“Protect” Would Like to Send
You Notifications

Motifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow

Allow “Protect” to access
your location?

The app will send your location only
when there is a security issue, this info
will assist your administrator to
mitigate the risk.

Only While Using the App

Always Allow

Location

Don't Allow

©2018 Check Point Software Technologies Ltd. All rights reserved |
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4.1.13. You will now be prompted to enable SMS Phishing Protection.

4.1.14. Follow the instructions to enable SMS Phishing Protection.

4.1.15. Go to Settings > Messages > Unknown & Spam, and turn on SMS filtering for
Protect.

Welcome Settings £ Settings Messages
Character Count
B Accounts & Passwords
Blocked

) wvai

| Contacts MESSAGE HISTORY

Calendar Keep Messages
Mot
otes MESSAGE FILTERING
Reminders Unknown & Spam
Tap Settings. u Phone
AUDIO MESSAGES
ks Messages
Expire After 2 Minutes
pam. ke FaceTime B
" Raise to Listen (/
= Maps
= P Raise to Listen allows you to quickly listen and reply to
incoming audio messages by raising the phone to your
Compass ear.
Safari .
Low Quality Image Mode
News When this is on, images sent will be lower quality.

{ Messages Unknown & Spam { Messages Unknown & Spam

IMESSAGE FILTERING IMESSAGE FILTERING

Filter Unknown Senders Filter Unknown Senders

Turn off notifications for iMessages from pe vho are
not in your contacts and sort them into a separate list.

Turn off n
not in your

Enable Protect SMS
Spam Filter?

Enabling this SMS spam filter allows
your device to send to the developer of
this filter all of the text, content, and
sender information included in
incoming SMS and MMS messages
that you receive from senders that are

SMS FILTERING SMS FILTERING

Protect Protect (/

turn off notifications for SMS spam

Select a filter to
messages and sort them into a separate list,
About SMS Filtering and Privacy

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 9
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4.1.16. SandBlast Mobile Protect will perform an initial scan of your device.

SandBlast Mobile ere SandBlast Mobile see SandBlast Mobile

INITIALIZING LSCANNING

Upd ings

Continue in backgrount Continue in ba

[l SCheck Point Stock ot

4.1.17. Your device is now protected with Check Point SandBlast Mobile.

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 10 TVE
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5 Using SandBlast Mobile Protect app

SandBlast Mobile Protect app runs seamlessly in the background without affecting
memory or performance. With the SandBlast Mobile Protect app you gain both complete
protection from mobile threats and visibility into the current status of your iOS device.

Your iOS device can be in 2 different states:

5.1 State 1 — No Threats/Policy Violations Found — Device Compliant

The main screen of the app is based on one main concept: Green = Good. As long as
your device is protected by the app and is threat free — the app main page remains
Green.

SandBlast Mobile

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 11 TVE
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5.1.1 My Device

Tapping “My Device” icon on the bottom left of the main SandBlast Mobile Protect screen,
you will be brought to a screen of system settings.

Tapping each setting provides additional information regarding the setting.

When the Yes/No or On/Off indicator is in GREEN, then the setting is OK or Good; if
RED, then the setting/configuration should be adjusted in order to make your device as
secure as possible.

SandBlast Mobile SandBlast Mobile

My Device My Device

Location permission

und refresh

5.1.2 My Apps

Tapping “My Apps” icon on the bottom center of the main SandBlast Mobile Protect
screen, you will be brought to an overview screen for all the apps on your device.

You can also see if any malicious apps were discovered by SandBlast Mobile, and
removed by you.

SandBlast Mobile SandBlast Mobile

My Apps My Apps

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 12 TVE
January 3, 2018



Q CheCk Point' SandBlast Mobile Protect: iOS App | Installation & User Guide

SOFTWARE TECHNOLOGIES LTD.

5.1.3 My Network

Tapping “My Network” icon on the bottom right of the main SandBlast Mobile Protect
screen, you will be brought to a listing of the Wi-Fi network you are currently connected to
and/or Wi-Fi networks you have connected to in the past, as well as an overview of the

number networks scanned and the number of networks that exhibited suspicious activity,
such as possible Man-in-the-Middle attacks.

SandBlast Mobile ere SandBlast Mobile

My Network My Network

ETEET] Connected ETEET] Connected

check point 1minute ago

Pamela-iPhone6 1minute ago

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 13 TVE
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5.2 State 2 - Threats Found — Policy Violations

Upon discovery of a mobile threat or policy violation, such as malware, network attack,
etc., the SandBlast Mobile Protect app will make sure you're immediately made aware of
the threat and take action to remove the threat. There are two notifications methods, if
enabled (enabled by default): an on-screen pop-up or banner and/or a notification entry in
Notification Center.

5.2.1 App Protection (Advanced App Analysis)

5.2.1.1. Once you've entered the SandBlast Mobile Protect app, you'll be informed
regarding the existing policy violation (threat). The section is highlighted in Red
below. Depending on the violation/threat, the app will suggest the required form
of mitigation.

5.2.1.2. In our example, a suspicious app has been flagged.

5.2.1.3. Tapping “My Apps” you can see that there is 1 malware detected.

SandBlast Mobile see SandBlast Mobile

My Apps

Tap to scan

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 14 TVE
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5.2.1.4. Either tapping the main threat detected button or the “1 malware detected”
section, you will be taken to the Threat Center view, which will display tiles for all
current threats.

5.2.1.5. Tapping the “i” button, you can get treat details. In our example, the Dropbox app
has been blacklisted by your organization, and therefore; has been flagged as
high risk.

Security Compliance Details

Security Compliance Issues

Dropbox
z" com.getdropbox.D

This app was blacklisted by your organization

( INSTRUCTIONS |

5.2.1.6. Holding down the Dropbox app, will cause it to wiggle and have an “x” appear in
the top left corner of the Dropbox icon. Tapping the “x” will prompt the user to
confirm the deletion of the app.

-9 " »

Personal @

Delete “Dropbox"?
Deleting this app will also delete its
data, but any documents or data
stored in iCloud will not be deleted.

Cancel Delete

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 15 TVE
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5.2.1.7. After the app is removed, the status will return to normal.
5.2.1.8. And tapping “My Apps”, you can see that the history of one malicious app being
removed.

SandBlast Mobile

SandBlast Mobile

My Apps

5.2.2 Network Protection (MitM Attacks)

5.2.2.1. Once you've entered the SandBlast Mobile Protect app, you'll be informed
regarding the existing policy violation (threat). The section is highlighted in Red
below. Depending on the violation/threat, the app will suggest the required form
of mitigation.

5.2.2.2. In our example, this device is connected to an unsecure Wi-Fi network that is
exhibiting a Man-in-the-Middle attack.

5.2.2.3. Tapping on “My Network”, you can see that the currently connected Wi-Fi
network is malicious.

SandBlast Mobile SandBlast Mobile

My Network

pam-pam 5 minutes ago

check point 6 minutes ago

Tap to scan

Pamela-iPhone& 6 minutes ago

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 16 TVE
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5.2.2.4. Tapping on the Threat Count or the RED network name, you will be brought to
the Threat Center, which will have tiles for each threat.

5.2.2.5. Tapping the “i” icon on the right top corner of the tile will provide additional threat
details.

Security Compliance Issues

Security Compliance Details

g SSL Interception (Basic)
?

[ INSTRUCTIONS

5.2.2.6. The recommendation is to disconnect from the malicious network immediately by
either turning off your Wi-Fi radio or by connecting to a secure network.

5.2.2.7. Once you disconnect from the malicious network, the device state will return to
normal, and the “My Network” screen will show the network connection history.

SandBlast Mobile

My Network

ETEET] Connected

SandBlast Mobile Protect: iOS App | Installation & User Guide

Starbucks RWC
check point

Pamela-iPhone6

2 minutes ago

7 minutes ago

15 minutes ago
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5.2.3 SMS Phishing Protection

5.2.3.1. Thisis a new feature as of iOS 11.0. However, due to the limitations Apple
imposes for accessing the messaging subsystem, and unlike with other
protections that alert the user that a threat has been detected, Malicious Text
Messages (URLSs) do not alert.

5.2.3.2. Instead they are filtered to the Unknown and/or Junk folder in Messages.

5.2.3.3. In our example, this device received a malicious link (URL) via SMS messaging.

5.2.3.4. Messages shows a badge, but no banner is displayed.

5.2.3.5. The malicious text message was filtered to the Junk folder.

Edit 7 Edit 7
Messages Messages

47-19

_ +1(408) 981-2580

., 580-38

Ey Q=N 02417
Reminders ersona; U ur internet settings over W
1

o

. ' a o, 317-78 10/24/17
iStores FaceTime Files ‘_} Welcome 1o/ IMPLE Mokalet:Your ph

502-28

. pslee@checkpoint.com  ©/25/17

< m_. ]

5.2.3.6. Swiping left on the message will allow you to delete this conversation.

Done
Messages
) 981-2580 16 PM .
. R Hide
andlifesuccess.co Alerts Delete

For more information, visit checkpoint.com/mobilesecurity
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