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Copyright and disclaimer
Copyright © 2018, Lookout, Inc. and/or its affiliates. All rights reserved.

Lookout, Inc., Lookout, the Shield Logo, and Everything is OK are registered trademarks of Lookout, Inc.
Android is a trademark of Google Inc. Apple, the Apple logo, and iPhone are trademarks of Apple Inc.,
registered in the U.S. and other countries. App Store is a service mark of Apple Inc. UNIX is a registered
trademark of The Open Group.

This software and related documentation are provided under a license agreement containing restrictions
on use and disclosure and are protected by intellectual property laws. Except as expressly permitted in
your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast,
modify, license, transmit, distribute, exhibit, perform, publish or display any part, in any form, or by any
means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free.
If you find any errors, please report them to us in writing at documentation@lookout.com.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it
on behalf of the U.S. Government, the following notice is applicable:

U.S. GOVERNMENT END USERS: Lookout, Inc. programs, including any operating system, integrated
software, any programs installed on the hardware, and/or documentation, delivered to U.S. Government
end users are commercial computer software" pursuant to the applicable Federal Acquisition Regulation
and agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and
adaptation of the programs, including any operating system, integrated software, any programs installed
on the hardware, and/or documentation, shall be subject to license terms and license restrictions
applicable to the programs. No other rights are granted to the U.S. Government

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other
measures to ensure its safe use. Lookout, Inc. and its affiliates disclaim any liability for any damages
caused by use of this software or hardware in dangerous applications.

This software or hardware and documentation may provide access to or information on content, products
and services from third parties. Lookout, Inc. and its affiliates are not responsible for and expressly
disclaim all warranties of any kind with respect to third-party content, products, and services. Lookout, Inc.
and its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or
use of third-party content, products, or services.
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Preface

Lookout Mobile Endpoint Security (MES) provides comprehensive risk management across iOS and
Android devices to secure against app, device, and network-based threats while providing visibility and
control over data leakage. With a seamless integration to your EMM solution, Lookout empowers your
organization to adopt secure mobility without compromising productivity.

About this guide

This guide describes how to deploy and integrate Lookout MES with your existing BlackBerry Enterprise
Server Unified Endpoint Management (BlackBerry UEM) environment. It covers initial deployment for
both the Lookout MES Console and the Lookout for Work mobile app.

Note that some screenshots may differ from your own UEM configuration.

To provide feedback on this guide, please contact documentation@lookout.com.

Audience

This guide is for administrators, business users, and mobile security engineers who administer and
support Lookout with BlackBerry UEM.

Typographic conventions

The following table describes the typographic conventions used in this document.

User interface elements This formatting is used for graphical user interface elements such as
pages, dialog boxes, buttons, and field labels.

Code sample This formatting is used for sample code segments.

<Variable> This formatting is used for variable values. For variables within a code
sample the formatting is <Variable>.

File/path This formatting is used for filenames and paths.

> The right angle bracket, or greater-than sign, indicates menu item
selections in a graphic user interface, e.g., File > New > Tag.
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Overview

Create an API user in UEM.

Create UEM User Groups to sync Lookout device state and enrollment information.
Retrieve the BlackBerry Secure Workspace SRP ID.

Configure the UEM Connector from the Lookout MES Console.

Add the Lookout for Work app to UEM and deploy it to your users.

Monitor device status in Lookout MES to see when users activate Lookout for Work on their
devices.

7. Create security policies and apply them to the User Groups you created in Step 2.

ok wh=

Requirements

See the Lookout Mobile Endpoint Security Supported Platforms document for supported platform
information.

BlackBerry UEM requirements:

BlackBerry UEM version 12.7 or 12.8.
Security Administrator access to UEM.
Whitelist and/or open the Lookout ports documented in the MDM Service IP Whitelisting article.
o Open the Device API port, typically TCP port 8095.
o Open the UEM SOAP API port, typically TCP port 18084.
e Verify that your BlackBerry server is licensed for BlackBerry Enterprise Mobility Suite
(Management Edition or higher).

Lookout MES Console requirements:

e Verify that the Lookout Enterprise Support team has enabled Privacy Controls for your Lookout
MES tenant.

Verifying BlackBerry Enterprise Mobility Suite Licenses

1. Inthe BlackBerry UEM menu bar, navigate to Settings > Licensing:
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2. Confirm that you are licensed for BlackBerry Enterprise Mobility Suite:

Licensing summary

+ Licensing infrastructure
+  Overall compliance status

- x

I BlackBerry Enterprise Mobility Suite - Management Edition~ I

Activation types: Work and personal - Corporate, MDM controls, User privacy, Work and personal - user privacy (Android for Work), Waork space only (Android for Work)

Suite includes: UEM, secure browser, native OS containerization (BlackBerry 10, Android for Work), BlackBerry Secure Connect Plus (BlackBerry 10)

Total in use: 8
SIM license Server license Expiration
In use: 0 Total: 100 100 Trial licenses expire on 07/18/2018
Available: 92
In use: B
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Preparing BlackBerry UEM for Integration
Before integrating Lookout with BlackBerry UEM:

1. Create an API user for communication between Lookout and UEM.
2. Create User Groups in UEM that map to the different Lookout risk levels.

Creating an APl User

IMPORTANT: You must log into UEM on an account with the Security Administrator role to
create a new admin user.

1. In the BlackBerry UEM menu bar, navigate to Users and click + Add User:

o Add user

A Multiple selecti
:9103 Users ultiple selection on

Managed devices FILTERS

The Add a user window displays.
2. Set the following:

First name Last name
Lookout APl User
Display name * Username *
Lookout AP User lookout.api

Email address

MR S e S B i T AT A P

e ™ ™ S . S ™ ™ ™ N
Console password
mmarrmans

[_] Send password to user

Enabled services

I [] Enable user for device management I
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Display Name

Lookout API User

Username

lookout.api

Email address

Input the email address for your UEM administrator.

User Groups

If you have User Groups for different levels of administrator access,
add the API User to your Enterprise Administrator level group.
Otherwise, continue as documented to add the role to the user instead
of assigning a group.

Console password

Set a password.

This must meet any complexity requirements you have configured in
UEM, as described in Set the minimum password complexity for local
administrators in the BlackBerrry UEM documentation.

Enable user for
device management

Uncheck this setting.

3. Click Save.

4. Inthe menu bar, click Settings > Administrators, then click Users:

Administrators

5. Click the Add Administrator icon in the upper-right corner of the Administrator users table:

Mame, rale, email address

Nanmn

\

e
.‘.uh_l_

Add an administrator

The Add an administrator window appears.
6. Search for and click on the Lookout API User you created in Step 2.
7. Assign the Enterprise Administrator role and click Save.

For more information, see Create an administrator in the BlackBerry UEM documentation.

S Lookout
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Creating User Groups for Enrollment and Device State Sync

1. In the BlackBerry UEM menu bar, click Groups:

2. Click the Add User Group icon to the right of the search bar:

Search O\

Add a user group
Groun nama . # of usnrs

3. Add the following groups one at a time:

Add a user group @

Group name *

Lookout for Work

Group description

Lookeut mobile app enrellment ghoup

Lookout for Work Lookout mobile app enrollment group

Lookout MES - Deactivated Deactivated devices

Lookout MES - Disconnected Devices that have lost connectivity with Lookout
Lookout MES - Pending Devices that have not activated Lookout yet
Lookout MES - Threats Present Compromised devices

Lookout MES - Secured Secured devices

Lookout MES - Low Risk Low risk devices

Lookout MES - Moderate Risk Moderate risk devices

Lookout MES - High Risk High risk devices
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Setting up your BlackBerry UEM Connector in the
Lookout Mobile Endpoint Security Console

Once you have created an API user and UEM User Groups for device state sync and enrollment, you can
create your Blackberry UEM Connector in the Lookout Mobile Endpoint Security (MES) Console

Retrieving the BlackBerry SRP ID

The Blackberry UEM Connector in the Lookout MES Console requires your BlackBerry SRP ID. For
BlackBerry UEM 12.8, you retrieve this ID from https://my.blackberry.com. For BlackBerry UEM 12.7, you
retrieve this ID from your Secure Work Space settings page in UEM, or from a device activation email.

BlackBerry UEM 12.8

1. Login to https://my.blackberry.com
2. Under ORGANIZATION, click Servers.
The ID is listed in the SRPID column:

ORGANIZATION Servers

nerview

UNIFIED ENDPOINT MANAGER (UEM) BLACKBERRY DYNAMICS SERVERS (GC/GP) | ENI

Unified Endpoint Manager

Manage daployments of UEM, BES (BlackBerry Enterprisa Server) and SecuSUITE. Access sarver de

Analytics (&

On-premises

APPLICATIONS SENLIELE RS

Keys for deploying within your own environment.
NAME = SRPID AUTH KEY
BBSecuSUITE MORE
INSTALLED SERVERS
NAME = SRPID TYPE
» BBUEM n UEM

BlackBerry UEM 12.7

1. To retrieve the ID from your Secure Work Space settings page:

a. Inthe BlackBerry UEM menu bar, navigate to Settings > External Integration and click
Secure Work Space.

Your SRP ID is listed at the top of the Secure Work Space page:
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Apple Push Notification Secure Work Space

Apple Device Enrolimeant
Program

KNOX Mobile Enroliment

Company directory Secure Work Space connection
Android for Work v Secure Work Space Is enabled l
SRPID
Secure THork Spacs I Connection to Secure Work Space inf
Work Connect Nolification Successful
Microsoft Exchange Biacifiad . .
galeliseping Feb 07, 2017 14:33:17 PM (UTC)
One-time password tokens Executed by:
admin

\ Settings Certification authority

Trusted certificates
. ) Secure an app
External integration Secure Gateway Service
: : Browse to and upload the app binary file

BlackBerry Connaectivite

NOTE: If you do not see Secure Work Space listed, follow Step 2 to retrieve the ID from
an activation email.

2. To retrieve the ID from an activation email:

Open the activation email you received when enrolling in BlackBerry UEM.
It should be titled “Activating your device on BlackBerry UEM.”

Your SRP ID is listed at the end of the Server name URL, after the slash:
Your administrator has enabled your mobile dewice for BlackBerry UEM.

¥Your work email address:
| B B | |} B I | |

Server name:
bep://US.bbsecure.com: 44

Activation username:

Configuring the Connector in the Lookout MES Console

1. Login to the Lookout MES Console at https://app.lookout.com.
2. In the left sidebar, click System > Connectors then click Add Connector.
3. Click Blackberry UEM.
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4. Enter the following:

Connector Settings

Server address https://bes.staging.” B= 1-2":18084 ?
Username marc. utiae. ki ?
Password essssnsee ?
SRP ID asessssanen ?
Blackberry UEM API port ?
Server address The public fully qualified domain name of your BlackBerry UEM
server.
Username
The API User username and password from Creating an API User.
Password
SRP ID The SRP ID from Retrieving the BlackBerry SRP ID.

BlackBerry UEM API [ By default, the SOAP API port is 18084.
port Ensure the ports is not blocked by your firewall.

For additional information, see BlackBerry UEM listening ports in the
BlackBerry documentation.

Optionally, you can append the BlackBerry UEM API port to the
Server address field and leave the configuration field for the port
empty, as in the example above.

5. Click Create Connector.
If creation is successful, the other configuration tabs become enabled.

6. Click State Sync and enter the user groups you created in Creating User Groups for Enrollment
and Device State Sync:

Synchronize device status to BES (toggle) ON
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Devices that have not activated Lookout MES - Pending ON
Lookout yet

Devices with Lookout activated Lookout MES - Secured ON
Devices on which Lookout is Lookout MES - Deactivated ON

deactivated

Devices that have lost connectivity with | Lookout MES - Disconnected ON
Lookout

Devices with any issues present Lookout MES - Threats ON

Present

Devices with Low Risk issues present Lookout MES - Low Risk ON
Devices with Medium Risk issues Lookout MES - Moderate Risk ON
present

Devices with High Risk issues present Lookout MES - High Risk ON

If you choose not to synchronize a specific state, toggle off the corresponding item.

7. Click Save Changes.
Click Error Management and enter an email address for error reporting.
9. Click Save Changes.
Once configured, you can view connector settings in MES on the System > Connectors page.

®

Configuring Threat Classification in Lookout Mobile Endpoint
Security

Lookout classifies mobile threats of various types, so that you can match different classifications to the
risk levels they represent for your organization. All threat classifications initially reflect the default threat
levels assigned by Lookout. Users with Full Access to the Lookout MES Console can modify the settings
from the Policies page:

Lookout

Issues Custom

High Alert device

[ Devices
High Alert device

= Apps

0
0
Exploit @ @ Leverages OS flaws to gain escalated device privileges 0 High Alert device
B Policies
Man-inthe-Middle Attack i @ Allows a malicious actor to intercept data sent between two parties O High Alert device
# System
o

Rogue Wifi i @ Awireless access point that imitates a known Wifi to intercept and modify users private data by executing Man-in-the-Middle attacks High Alert device

B Support

When a device has issues present, Lookout adds it to the relevant user groups in UEM:

e Lookout MES - Threats Present (for any level of issue)
and one of:

e Lookout MES - High Risk
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e Lookout MES - Moderate Risk
e Lookout MES - Low Risk
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Adding Lookout for Work to BlackBerry UEM

Adding the Android Lookout for Work App

1. In the BlackBerry UEM menu bar, click Apps:

2. Click the Add App icon to the right of the search bar:
Search Q, 13 2

No filters selected Add an app

3. Select Google Play:

Google Play

4. Set the following:

Add Android apps @ @

Open Goagle Play &

App name*
Lookout for Work

e e TR o T R N e T R e T T R o e e T e T )

App rating and review

Disabled H

Vendor

App icon (.png, .Jpg, -Jpeg or .gif) *

App web address from Google Play *

hitps://play.google. com/storefapps/details Fid

Screenshots (Up to 8)

Send to

All Android devices H
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App name Lookout for Work
Category (Optional) Use an existing category or enter the name of a new
one.

Using categories allows you to filter the Apps list in UEM, and it
organizes the Work Apps list by category on end user devices.

App rating and review Disabled
App icon Use the Lookout for Work icon from the Google Play link
below.
App web address from https://play.google.com/store/apps/details?id=com.lookout.ente
Google Play rprise
Send to All Android Devices
5. Click Add.

Adding the iOS App Store Lookout for Work App

1. In the BlackBerry UEM menu bar, click Apps:

2. Click the Add App icon to the right of the search bar:
Search O\ o {}
No filters selected Add an app

3. Select App Store:

4. Inthe App name, vendor, or URL field enter Lookout for Work.
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5. Select your country from the drop-down and click Search.
6. Locate the Lookout for Work app and click Add:

Add iOS apps

|LookouL for Work Ql United States H Search

App name Vendor Price Description

. Lookout for Work =y Lookout, Inc. Free Lookout for Work is only for employers ... “

The app information screen appears.
7. Set the following:

. Lookout Work

App rating and review

Disabled H

Supported device form factor

iPhone or iPad H

[+ Remove the app from the device when the device is removed from BlackBerry UEM @

[+f Disable iCloud backup for the app @

Default installation for required apps @

Prompt once H

Caonvert installed personal app to work app @

Convert H

App configuration Upload a template

Name XML template Created date Ranking -+
Lookout for Work i0S App Config b4
Category (Optional) Use an existing category or enter the name of

a new one.

Using categories allows you to filter the Apps list in UEM,
and it organizes the Work Apps list by category on end
user devices.

App rating and review Disabled

Supported device form factor iPhone or iPad

Remove the app from the device | Checked

Deploying Lookout with BlackBerry Unified Endpoint Management - June 2018
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when the device is removed
from BlackBerry UEM

Disable iCloud backup for the Checked

app

Default installation for required Prompt once
apps

Convert installed personal apps | Convert

to work app

App configuration (See below)

8. To create the App configuration settings, click the + icon on the far right of the App configuration
table and select Configure manually:

Ranking

Create from a template

Configure manually

9. Click the + icon in the header and select String to create each new key-value:
String

Boolean

10. Name the configuration Lookout for Work i0S App Config and create the following
key-value pairs:

App confilguration name*

Lookout for Work iQS App Config

GLOBAL_ENROLLMENT_CODE <see documentation=

Key @ Value § +
MDM BES e X
DEVICE_UDID TalOSUDIdentiflerte 9 x
EMAIL alUserEmailAddressth 9 X

X

Deploying Lookout with BlackBerry Unified Endpoint Management - June 2018
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MDM

BES

DEVICE UDID

%I0SUDIdentifier%

EMATIL

$UserEmailAddress$

GLOBAL ENROLLMENT CODE

Enter the 7 letter Enroliment Code from the System >
Account screen in your Lookout MES Console.

For example:

Global Enrollment Code

Open the Lookout for Work app and enter this enrollr
Account e BB

Manage Admins I O S D M O R

IMPORTANT: These values are case-sensitive.

11. Click Save.
12. Click Save.

Adding the iOS In-House Lookout for Work App

Lookout distributes an In-House edition of the Lookout for Work iOS app outside of the Apple App Store.
Before distributing this version of the app, you must sign it using your iOS Enterprise Developer

Certificate.

NOTE: You must use a Mac device to complete this task.

For details, see iOS App Re-Signing Process on the Lookout Enterprise Support Portal. Make note of

your new Bundle ID (for example, com.lookout.enterprise.AcmeInc), as you'll need it to configure

the app in UEM.

NOTE: It is important to upload the Lookout for Work IPA to the Mobile Endpoint Security

Console (Step 6 in the document linked above), even though you are using BlackBerry UEM to

distribute the app. This step validates that the app was re-signed correctly and also helps set up
your iOS Sideloaded App Whitelist by automatically whitelisting apps that were signed with your
iOS Enterprise Developer Certificate. This reduces the number of sideloaded app detections you
see when you first roll out Lookout Mobile Endpoint Security (MES) to your test devices.

Once you have re-signed the app, you can add it to UEM:
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13. In the BlackBerry UEM menu bar, click Apps:

14. Click the Add App icon to the right of the search bar:
Search Q, L8

Ill_i_

No filters selected Add an app

15. Select Internal apps:

internal apps (.bar,
Jpa, .apk, .xap, .appx)

16. Click Browse to upload your resigned Lookout for Work . ipa file, then click Add:

BT

A loading spinner displays, then the app settings screen appears.

App file (.ipa, .apk, .bar, .xap, .appx)
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17. Set the following:

. Lookout Work

App rating and review

Disabled H

Supported device form factor

iPhone or iPad n

[+ Remove the app from the device when the device is removed from BlackBerry UEM @

[+f Disable iCloud backup for the app @
Default installation for required apps @

Prompt once H

Convert installed personal app to workapp @

Convert n

App configuration Upload a template

Name XML template Created date Ranking -+

Lookout for Work i0S App Config b4

Category (Optional) Use an existing category or enter the name of
a new one.

Using categories allows you to filter the Apps list in UEM,
and it organizes the Work Apps list by category on end
user devices.

App rating and review Disabled

Supported device form factor iPhone or iPad

Remove the app from the device | Checked
when the device is removed
from BlackBerry UEM

Disable iCloud backup for the Checked

app

Default installation for required Prompt once
apps

Convert installed personal apps | Convert

to work app

App configuration (See below)
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18. To create the App configuration settings, click the + icon on the far right of the App configuration
table and select Configure manually:

Ranking

Create from a template

Configure manually

19. Click the + icon in the header and select String to create each new key-value:

String

Boolean

20. Name the configuration Lookout for Work 10S App Config and create the following
key-value pairs:

App configuration name *

Lookout for Work 105 App Config

Key @ Value @ e
MDM BES e X
DEVICE_UDID YalOSUDIdentifierts 9 X
EMAIL WUserEmailAddressth 9 x
GLOBAL_ENROLLMENT_CODE <see documentation= @ X

MDM BES
DEVICE_UDID $I0SUDIdentifier$
EMAIL $UserEmailAddress$%

GLOBAL ENROLLMENT CODE | Enter the 7 letter Enrollment Code from the System >
Account screen in your Lookout MES Console.

For example:
‘ Dalk

Global Enrollment Code

Open the Lookout for Work app and enter this enrollr
Account P PP :

Manage Admins I O S D M O R
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IMPORTANT: These values are case-sensitive.

21. Click Save.
22. Click Save.

Assigning the App to User Groups

Once you have added the Lookout mobile app(s) to UEM, you can assign them to user groups from the
Groups page.

1. In the BlackBerry UEM menu bar, click Groups:

2. Select the Lookout for Work enrollment group you created in Creating User Groups for

Enroliment and Device State Sync.
3. On the group page, click the + icon on the far right of the Assigned Apps list to assign an app:

/s U

< ¥ Lookout for Work

BlackBerry 2FA Users (0) Nested groups

~ ~ ~ ~ X ~ ~

~ ~ ~ ~ ~ ~ ~ ~ ~ o ~ ~ ~ ~ ~
pS—

a Assigned app s ©s Disposition Per-app VPN App configuration Assigned Remove

None assigned

4. Search for Lookout for Work and select the iOS and Android apps, then click Next:
Lockout for Work Q

1 & App name 4  Vendor 05
Lookaut for Work
[+ Version 4.10.0.78
Bundie 4.10.0.78
Lookaut for Work
[+ Version 4.11.1 s |
Bundie 311

5. Set the Disposition to Required for both apps, and select the Lookout for Work iOS App
Config for the iOS app:

App name a OS5 Disposition Per-app VPN App configuration &

Lookout for Work
Version 4.10.0.78 W Required ﬁ

Bundle 4.10.0.78

Lookout for Work
Version 4.11.1 lios] Required E Lookout iOS App Config ﬂ

Bundle 311
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Marking the app as Required allows you to trigger a compliance policy as documented in
Requiring the Lookout for Work App.

6. Click Assign.
A success prompt displays and the apps display in the Assigned Apps list for the group.
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Monitoring Enrollment and Activation

You can review the users and devices in the enrollment group in Blackberry UEM. Navigate to Groups
and click the Lookout for Work enrollment user group, then click the Users tab to view included users
and devices. Pending devices are listed in the Lookout MES - Pending user group.

Lookout MES polls BlackBerry UEM for enrolled devices and displays them on the Devices page of the
console. Initially, discovered devices have a Status of “Pending.” As end users open and activate Lookout
for Work, the activated devices move out of “Pending” status and change to “Secured.”

Lookout

Showing 0 devices

im Dashboard

o TR Filter devices by...

Devices

Apps STATUS DEVICE TYPE MDM

Vulnerabilities © Pending @ iPhone 55 =iz Blackberry UEM

End User Device Activation

UEM distributes Lookout for Work to any user groups that have it as an assigned app (as documented in
Assigning the App to User Groups). The device user must install the app, and then open it. On opening
Lookout for Work, the user must click Activate if running a version of the app prior to 4.11 on iOS or 4.13
on Android. On later versions, the app activates automatically when opened and prompts for the required
permissions (unless the user is on an Android device and your BES UEM deployment has accepted end
user consent for Android Work devices).

O = W10:56am [l v aia1 = = Wl NoSIM T

Lookout for Work
needs access to
Welcome to Lookout for Work

Identity

No Issues Found
Wi-Fi connection

information @ Network "T-Lookout" is safe

&
|B®  Photos/Media/Files
A 4

Device ID & call
information

© 89/89 apps are safe

M

HOW IT WORKS

24/7 Threat Monitoring

ookout analyzes all the apps on your device to protect you from

ecoo
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NOTE: If the user declines permissions or closes the app, their device is still activated and
secured in Lookout and in your MDM. Lookout cannot alert the user of issues without having
device permissions, but it continues to report issues to the Lookout MES Console.
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Configuring and Enforcing Compliance

In BlackBerry Unified Endpoint Management, you apply policies to User Groups and UEM enforces these
policies at the user level. Policies are specific to an operating system (either iOS or Android for devices
enrolled in Lookout).

If a single user has multiple devices, and any of those devices is in violation of a policy that applies to a
group that includes the user, then the user is considered out of compliance. As long as any of a user's
devices has an active threat, they remain in the "Lookout MES - [Low/Medium/High] Risk" User Group.

Requiring the Lookout for Work App

You can create a Compliance policy to require certain apps on mobile devices. Since you set Lookout for
Work as Required when assigning groups (see Assigning the App to User Groups), devices without the
app are flagged in violation of this policy.

If you already have a compliance policy for required apps, you do not need to follow the steps below.
Devices that are missing Lookout for Work are handled in the same way as devices missing any other
Required app.

1. In the BlackBerry UEM menu bar, click Policies and profiles:

Policies and

2. Click the + icon beside Compliance to create a new compliance policy, or click the Add a profile
link under the Compliance description:

" P luqullul}lul”.ﬁ wWHATLLY TIUYY WSV IS
(i) rox : i-Fi 3
¥, pm;,':l&s == Specify the software release WO LR ERon:
versions that BlackBerry 10 Add a profile
Compl devices must have installed.
> El -] pmﬂul:" s + |
Add a profile
Device
> -+
0 profiles
e € Proxy <] Compliance
5 0 profiles + Specify how devices use a proxy - Specify the device ¢
server 1o access web services on are not acceptable i
5 ; ble |

CardDAV the Internet or a work netwark. organization
; E 0 profiles + -
Add a profile Add a profile

The Add a compliance profile screen displays.
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3. Enter the following:
Name *

Required App

B o W oW oW oW oW oW oW oW oW W

Em‘gil sent w}un viul;}lcn is da‘uctud

Default compliance email

~ ~ ~ . s o ™ e

Iz] Device notification sent out when violation is detected

wipe.

Message (maximum 128 characters) *

Your device is missing a required app. Please install it to retain access to company resources and avoid a data

Name

Required App

Email sent when violation is
detected

Default compliance email

Device notification sent out
when violation is detected

Expand the field by clicking the arrow and input the
following:

Your device is missing a required app. Please
install it to retain access to company
resources and avoid a data wipe.
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4. Click the iOS tab to open the iOS settings for this policy and enter the following:

[] Jailoroken 0S5

[:l Mon-assigned app is installed

[v| Required app is not installed

Enfercement action

Prompt for compliance H

Prompt method

Bath H

Prompt count

3

Prompt interval

4 hours H

Prompt interval expired action

Untrust u

Required app is not installed Checked.

This enables the fields listed below.

Enforcement action Prompt for compliance

Prompt interval expired action | Untrust

Configure the prompt method, count, and interval based on your organization’s requirements.

5. Click Android to open the Android settings for this policy and enter the same settings you used
above for iOS.

6. Click Add.

7. Inthe BlackBerry UEM menu bar, click Groups:
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8. Selectthe Lookout for Work enrollment group you created in Creating User Groups for
Enroliment and Device State Sync.
9. On the group page, click the + icon on the far right of the IT policy and profiles list and select

Compliance:
> —
< I3 Lookout for Work /s
Settings BlackBerry 2FA Us
User role +
Assigned role m Activation Device OCSP Remove
AirPlay Device SR requirements Per-app notification
AlrPrint Email Proxy
App lock mode Enterprise connectivit SCEP
IT policy and profiles Pe d ¥
Assigned profile . BlackBerry 2FA Enterprise Management Agent Shared certificate Remove
CA ifl Gatekeeping Single sign-on
CalDAV Good Dynamics User credential
CardDAV IMAP/POP3 email VPN
Assigned apps +
Certificate retrieval IT policy Web content filter
ﬂ Assigned app Remove
Compliance Location service WI-Fi
Lookout for Work CRL Managed domains Wind Information Pr I X
Version 4.10.0.78
Custom payload Network usage
Lookout for Work h 8
. Version 4.11.1 Lookout i0OS App C... Direct X

10. Select the Required App profile and click Assign.

Creating an Always-On Policies for Lookout Low, Medium, and
High Risk User Groups in UEM

Users are automatically moved into the Low, Medium, or High Risk User Groups you created in Creating
User Groups for Enrollment and Device State Sync based on their device threat state in Lookout. In order
to apply compliance actions against these groups, you can create Low, Medium, and High Risk policies
that use trigger that is always true. By applying an always-on policy to the Low, Medium, or High Risk
group, you automatically apply it to any device in that User Group.

The steps below create an always-on policy for High Risk devices that immediately revokes trust:

1. In the BlackBerry UEM menu bar, click Policies and profiles:

Policies and

2. Click the + icon beside Compliance to create a new compliance policy, or click the Add a profile
link under the Compliance description:
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Prox [l:.'{_]u"l:.'”ll:,'“Lﬁ upcuu}.u\{w UT Y E
S, pmf:ﬂes + Specify the software release WO VIR ET TItNORK.
versions that BlackBerry 10 Add a profile
> E} Gumpllannn = devices must have installed.
Add a profile
Device
2 0 profiles +
CalDAV @ Proxy Compliance
r E 0 profiles + Specify how devices use a proxy Specify the device ¢
server to access web services on are not acceptable i
[ CardDAV + the Internet or a work network, oraanization
0 profiles

Add a profile Add a profile

The Add a compliance profile screen displays.

3. Enter the following:

Name Lookout High Risk (iOS)
Email sent when violation is Default compliance email
detected

Platform Click the iOS tab.

Restricted app is not installed | Checked.

This enables the fields listed below.

Restricted App Name (See below)

Enforcement action Untrust

4. To set the Restricted App Name, click the + icon on the right of the list header, then click Select
an app from the restricted app list:

[+ Restricted app is instalied

Restricted app name

No apps found Select an app from the restricted app list

Enforcement action Select a built-in app (supervised i0S 9.3.2+ only)

st |
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5. Click Specify the app package ID and enter the ID.
Select apps from the app list

€ Specify the app package ID
App package ID*

com.lookout.enterprise

Default IDs are listed below. If you are using an . apk file provided by Lookout Enterprise Support
or if you are using the iOS In-House Edition, check the package ID by navigating to the UEM
Apps list and clicking the Lookout for Work Android app to see details.

iOS App Store Edition com. lookout.work

iOS In-House Edition com.lookout.enterprise.<YourCompanyName>
(for example, com. lookout.enterprise.AcmeInc)

Android Edition com.lookout.enterprise

Click the Android tab and repeat Steps 3-5.

Check Enforce compliance actions in the personal space.

Click Add.

In the BlackBerry UEM menu bar, click Groups.

0. Select the Lookout (High Risk) group you created in Creating User Groups for Enrollment
and Device State Sync.

11. On the group page, click the + icon on the far right of the IT policy and profiles list and select

Compliance.
12. Select the Lookout High Risk profile and click Assign.

= © N

Optionally, repeat these steps to add policies for Medium and Low Risk devices and assign them to the
corresponding user groups. Configure the Enforcement action based on your company’s requirements.
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Troubleshooting and Frequently Asked Questions

Enrolling, Activating, and Deactivating Devices

Why isn't auto-activation working for iOS?

Answer: Verify the following:

e Make sure you used the correct global enroliment code in the app config file you created in
Adding the iOS App Store Lookout for Work App.
Make sure you added the managed app config to the iOS app and not the Android App in UEM.
Make sure you have added the managed app config to the “Lookout for Work” User Group in
UEM.

Why aren’t devices for deleted users automatically removed from the
Lookout MES Console?

Answer: Removing a device from BlackBerry UEM retires it and sends a notification to the device
prompting the user to remove Lookout for Work. If they cancel out of this prompt, you must
resolve the issue manually.

Either the user must remove the app, or else you must compare active devices in UEM against those in
the Lookout MES Console and remove the device via the Lookout MES Console Manage Devices
module.
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