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Avdience Profile

Senior ITDM's and
Cybersecurity leaders with
an understanding of the
procedures to manage risk
of security breaches from
supply chains
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Annuadl revenue

S3. In USDS$, what was your organization's annual revenue (or equivalent)
for the current financial year?

m Global total Average:
3401m
21%
17% 16% 18% 19%
l l . -
Between £5 milion -Between $50 milion  Between $100 Between 5250 Between 5500 41 billion ormore
49 million - 299 million million - 5249 million - 549% million - $999
million million million

Number of employees

54. How many employees does your organization have? Average:
F15
m Global total
43% 47%

11%

Less than 100 100 - 999 1000 or more

Sector

Q.52. In which sector does your organization operate in primarily?

Technology and software NN 1 1%
Professional services IS 10%
Manufacturing I 70
Banking and finance INIIIIIINENGGNGNGNGNGNGNGNGNGNG 7
Telecommunications NG 50
Education NI 0
Healthcare I 50
B Global total
Retail I 7o
Hospitality and travel NG 7
Transportation NN
Federal government (or equivalent) NG -0
Media and internet NG 0

Energy (incl. oil and gas) I =%

Base: Global total (1,000)

i BlackBerry. Intelligent Security. Everywhere.
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Job tille

55. Which of these titles is the closest to your role?

Head of IT

IT Drirector

Information Security Management
Procurement Manager

Chief Information Officer (CIO)
Head of Infrastructure

Chief Operations Officer (COO)
Cyber Risk Manager

Chief Digital Officer (CDO)

Chief Technology Officer (CTO)
Chief Information Securty Officer (CIS0)
VP /Director of IT Security

Supply Chain Risk Manager

Chief Data Officer

Director of Threat Intelligence

I 1 0%
R
I O
I G
I GO
I o
I G
I G
I 55
L JL.¥
I 55
I
I S
I G o

I 0

Knowledge of procedures to manage/
miligate securily breaches

56. Does your role entail that you have knowledge or oversight of the procedures in place to
manage and mitigate risk of security breaches from supply chains used by your organization?

Knowledge, but
not responsible

® Global total

Detailed knowledge,
responsible for oversight

Base: Global total (1,000)

i BlackBerry. Intelligent Security. Everywhere.
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Working With Suppliers and Partners
To Secure the Supply Chain of
Software You Consume
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Yes responses

Global total North America Germany France APAC Total
Total

Being notfified of a
vulnerability or altack within
software supply chain in the
last 12 months

Base: Global total {(1,000) Morth America {400) UK (200} Germany { 100) France {100) APAC total (200)

Single coded question 1. Has your organization been notified of a vulnerability or attack within the supply chain of software you consume in the last 12 months?

© 2024 BlackBerry. All Rights Reserved.
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P Erating Sy St M | 2 /%

VUIneruble Componenis I 25 %
having the biggest impact for _—— 000 0 .. L

organization o

loT/connected components "o’

| 21%

Firmware  p—10%

DPEH-EDurCE CDmpDnEHtS Bk

Productivity applications g ;o

Base: Respondents who have been notified of a vulnerability or attack within their supply chain (761) North America (301) UK (148) Germany (81) France (78} APAC total (153)

B Global total

Morth America Total
m UK

B Germany

m France

EAPAC Total

Single coded question Q2. Which of the following vulnerable components, resulted in the biggest impact for your organization?

"2z BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




I 4%
| 62%

Top 2 summary: 5 —
Significant impact and 4

: : _
Financial loss B

Significance of the attack on ———
the business —— 1%

il 57%
B
Dt s — 5%

_ &0%
l 63%

_ 58%

] 58%

~ I 57
PO — a0

I 7 36
] 62%

I 55 %
] 55%
Operationally compromised A -
I 7
_ 62%
] 55%

I 52
] 52%
I 5%
e O =1

I 550G
] 54%

Base: Respondents who have been notified of a vulnerability or attack within their supply chain (7561) North America (301) UK (148} Germany (81) France (78} APAC total (153)

m Global total

B Morth America Total
m UK

m Germany

®mFrance

@ APAC Total

Single code per option Q3. How significant was the impact of the attack on each of the below?

"2z BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total EMorth America Total m UK mGermany m France B APAC Total

Time taken to fully recover
from an exploited vulnerability === &

31%
48% 47%
L L]
in software supply chain
39% 39%
37% 38%
1‘]%11%11%10%11%
IIIII 1% 1% 1% 2° 1%
4L |40 | il e E==I

Within a week Within a month Within a quarter Longer than a quarter

]

Base: Global total (1,000) North America (400) UK (200) Germany {100) France {100) APAC total (200)

Single coded question Q4. On average, how long does it take to fully recover from an exploited vulnerability in your software supply chain?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




Yes responses

Made aware of a member of
supply chain not previously
aware of / monitoring for

sec Ur“y prGCﬂces I I I I I I

Global total Morth America Germany France APAC Total
Total

Baze: Global total (1,000) Morth America (400) UK (200} Germany { 100) France {100) APAC total (200)

Single coded question Q5. Over the last year, have you been made aware of a member of your supply chain that you weren't previously aware of / monitoring for security
practices?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.



I 5 2% Slide 1 of 2

Data encryption

Measures insist supply chain E— 5
has in place I :%

Security awareness training for staff

1 54%  gGlobal total

I 44% ENorth America Total
: Y T 6%
Multi-factor authentication to development and/or GGG - m UK
build systems I 5% m Germany
I 37%
D A8 ® France
- K arAGlos!

Request Software Bill of Materials (SBOM) during . 37
procurement NI 7

Proof of compliance with at least one certification I -4
framework (e.g., SOC2) N -1°-

|
e Average number of
] 35% :
mentions: 4
Baze: Global total {1,000) Morth America (400) UK {200} Germany {100) France {100) APAC total (200)
Multi coded question Q6. What measures do you insist that your supply chain has in place?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




I 36% Slide 2 of 2
I 34%

Vulnerability disclosure policy _36;;%

Measures insist supply chain E—

] 40%

has in place m—

Vulnerability remediation policy e 2;32%

I -7
| 29% m Global total

B Morth America Total

. . . 29% m UK
Static and/or Dynamic testing before software release N
¥ g — 1?;'5% B Germany
I 28% Mrance
EAPAC Total
Logs from build development and build systems
being collected and monitored (e.g., SIEM and SOC oy * o0/
monitoring) I 16%
] 20%
Require compliance with NIST Secure Software N 0%
Development Framework (NIST 800-218) I 21°%
. 16%
0 16%
Baze: Global total (1,000) Morth America (400) UK {200) Germany {100) France (100) APAC total (200)
Multi coded question Q6. What measures do you insist that your supply chain has in place?
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E Global total BEMorth America Total m UK mGermany m France EAPAC Total

72%
68% &67%
‘ ‘ |

Confidence that suppliers /
pariners can identify and
prevent a vulnerability

saz, 69%

445
31%
28%
I 25% I

e, 2%
I I T
Very confident Somewhat confident Mot confident
Baze: Global total {1,000) Morth America (400) UK (200) Germany (100) France {100) APAC total (200)
Single coded question Q7. How confident are you that your suppliers / partners can identify and prevent exploit of a vulnerability within their environment?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total @ Morth America Total mUK m Germany E France EAPAC Total

Expected time taken o
be nofified in the event of  J¢% Gy 7 | franee- o

a supplier / pariner
suffering a cyber breach

agen 47% 48% 48%

42%

38% 38%
34%

hoamy 32% 32% 0 °

24%
21%
18% 18% 16% 1520
I I 2% 2% 3% g9 P 3%

Within 4 hours Within 24 hours Within 1 - 3 days Within one week

Base: Global total (1,000) Morth America (400) UK [200) Germany {100) France {100) APAC total (200)

Single coded question 8. How quickly do you expect to be notified in the event of a supplier / partner within your software supply chain suffering a cyber breach?

© 2024 BlackBerry. All Rights Reserved.
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B Global total E Morth America Total m UK m Germany m France EAPAC Total

Comparability of suppliers /
pariners cybersecurity policies

68%  g7o
IIIIII |||I|| -__---
Yes - they are stronger Yes - they are of comparable No - our security posture is
strength stronger than most of our
partners
Base: Global total (1,000) Morth America (400) UK [200) Germany {100) France {100) APAC total (200)
Single coded question Q9. Do you believe the suppliers / partners of your software supply chain cybersecurity policies are comparable to those implemented at your
company?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total B Morth America Total

Confidence that suppliers /
supply chain pariners have 75
adequate cybersecurily g 6%
regulatory and

compliance praclice

59%

50%

Very confident

Baze: Global total {(1,000) Morth America (400) UK (200) Germany (100) France (100) APAC total (200)

6£5%

33%

31%

| i

m UK

443%

m Germany m France E APAC Total

22%

30%

Somewhat confident

Mot confident

Single coded question

i BlackBerry. Intelligent Security. Everywhere.

Q10. How confident are you that your suppliers / supply chain partners have adequate cybersecurity regulatory and compliance practice?

© 2024 BlackBerry. All Rights Reserved.



B Global total E Morth America Total

Frequency of performing
inventories of own sofftware

BAPAC Total
environment
33%
1%
29%  29% 299,30%
Plot Area
(et Aves = M| . .
22% [ 22% ==
| 20% 20%0 20%
189618% =
i 16%
1%
Wl 6% 6% 6% ™ &% o ap 7%
4% — 4%
I.I Iﬁ am
1% 1% 1% 1% .
| L i | ARN - ZEZ [
Automated - Near Every month Every 1-3 months Every 3-6 months  Every 6-12 months Once a year Never
real-time
Basze: Global total {(1,000) Morth America (400} UK [200) Germany { 100) France {(100) APAC total (200)
Single coded question

i BlackBerry. Intelligent Security. Everywhere.

212. How often do you perform an inventory of your own software environment?
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Lack of technical understanding e 705

Biggest barriers to regular s
sofiware inventories Lack of viibiiey I——

] 44%
| Kk
——— | —— Bk el tutal
ack of eftective toolin
9 I 34 EMorth America Total
I 455
| 41% m UK
| EERES W Germany
" | 34% .
; | Wi-rance
Lack of skilled talent | oy 575
EAPAC Total
I GO
i ] | 38%
I -5
& | 27%
; I - 1

Lk o U N e

I 5
| 29%
1%
0 1%
No barriers 1 1% Average number of
I 1% mentions: 2
Baze: Global total (1,000) Morth America (400) UK [200) Germany {100) France (100) APAC total (200)
Multi coded question C13. What are the biggest barriers to regular software inventories?

"2z BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total B Morth America Total m UK m Germany m France EAPAC Total

Average fime taken to identify
if an impacted library is used
following a vulnerability

44% 43%,

43% 43%
_— 1%
38% 38%
34%,
29%
24%,
19%
18% 18%
17% 16%
. [

Within a day Within 2-3 days Within a week Longerthan a week

Base: Global total (1,000) Morth America (400) UK [200) Germany {100) France {100) APAC total (200)

Single coded question C14. You have become aware of a vulnerability that may impact the supply chain of software you consume. From the time you start your
investigation, on average, how long does it take your organization to identify if an impacted library is used in any of the software you consume?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total EMorth America Total m UK m Germany m France EAPAC Total

Usefulness of fool fo
inventory software

libraries and bring e oy gy 7%

greater visibility to

sofiware impacted

by a vulnerability e B

Yes, | currently find it difficult to obtain this visibility No, | have a solution for thisin place already

Basze: Global total (1,000) Morth America (400) UK (200) Germany {100) France {100) APAC total (200)

Single coded question Q15. Would you find a tool that could inventory software libraries within your supply chain and bring greater visibility to software impacted by a
vulnerability useful?

© 2024 BlackBerry. All Rights Reserved.
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Regulations
and Compliance
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Requests for a Software
Bill of Materials (SBOM):

from suppliers, for components that you
integrate to software you sell?

B Global total B Morth America Total UK B Germany B Framce BAPAC Total
41%
4% 4%
7% 3% 38, 7%

43%
41%
38% 37%
30%
26%
23%
21%
18% 17%
I 15% I

Yes, SBOM is requested from Do not currently, but have plansto Do not currently request an SBOM,
component suppliers / vendors request an SBOM no plans to change

2% - We do not ==ll zoftware
Base: Global total (1,000) Morth America (400) UK (200) Germany (100} France (100} APAC total [200) _ 1% N/A [ Don't now

Single coded question Q1161 Does your organization currently request a Software Bill of Materials (SEOM]) from suppliers, for components that you integrate to software you sell?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Glkbal total EMorth America Total m UK B Germany H France EAPAC Total
Requests for a Software
Bill of Materials (SBOM):

48%
from vendors that you purchase software R % a2
you a41% 41%
. I g% 39%
from, for use within your organization: s 5% 35%
3%
24% 24%
21%
Ii I I Il

Yes, SBOM is requested from Do not currently, but have plansto Do not currently request an SBOM,
component suppliers / vendors request an SEOM no plans to change

Base: Global total (1,000) Morth America (400) UK (200} Germany (100} France (100} APAC total (200)

Single coded question 1 6ii. Does your organization currently request a Software Bill of Matenals (SBEOM) from wendors that you purchase software from, for use within your organization?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total @ Morth America Total m UK m Germany m France EAPAC Total

a6% 46%
43% 42% 42%
40% 39% 39%
35%
0% I

Requests for a Vulnerability
Exploitability eXchange
(VEX) arfifact: 2% 5%

from suppiliers, for components that you
integrate to software you sell?

153% 449

I ]

25%
20%
I 12%

Yes, VEX is requested from Do not currently, but have plansto Do not currently request a VEX, no
component suppliers / vendors request a VEX plans to change
2% - We do not sell software
Base: Global total (1,000) North America (400) UK (200} Germany (100) France (100) APAC total (200) 1% N/A / Don’t now
Single coded question Q17i. Does your organization currently request a Vulnerability Exploitability eXchange (VEX) artifact from suppliers, for components that you integrate to software you sell?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total @ Morth America Total m UK m Germany H France EAPAC Total

Requests for a Vulnerability
Exploitability eXchange

509 51%
47%
[ 45%
(VEX) ariifact: 43% 3%
. o 41% 41%
37% B 37%
from vendors that you purchase software
from, for use within your organization?
24%
14%
135 yowm 12%
I I I . I

Yes, VEX is requested from Do not currently, but have plansto Do not currently request a VEX, no
component suppliers / vendors request a VEX plans to change
Base: Global total {1,000) Morth America (400) UK (200) Germany (100) France (100} APAC total (200) 1% N/A / Don't now
Single coded question Q17ii. Does your organization currently request a Vulnerability Exploitability eXchange (VEX) artifact from vendors that you purchase software from, for use within your

organization?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total @ Morth America Total HUK B Germany B France EAPAC Total

Frequency of
suppliers/ pariners to

provide evidence of e
compliance to sl
security cerfifications e |
and frameworks o] s

Once - during Quarterly Annually Every 2 years Every 2+ years Never
initial onboarding

Basze: Global total {1,000) Morth America (400) UK [200) Germany (100) France {100} APAC total (200)

Single coded question Q17b. Do you require your suppliers/ partners provide evidence of compliance to security certifications and frameworks in your countries of operation?

© 2024 BlackBerry. All Rights Reserved.
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Yes responses

Requirement to adhere to the
Network Information Systems
Directive (NIS2) & -

64%

I 34%
Global total Morth America UK Germany France APAC Total
Total
Basze: Global total {1,000) Morth America {400) UK (200) Germany (100) France {100) APAC total {200)
Single coded question Q18 Is your organization required to adhere to the Network Information Systems Directive (MIS2)?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total B Morth America Total UK B Germany B France EAPAC Total

Preparedness for NIS2
compliunce Global: 89% | gx:gz% | Germany: 89% | France: 84%
relating to

46% 456%
& 42%:42%
security of o
software ol
T 28%
s 23%
supply chains 21
1654
14%12%12%
I 10% % oo g
I I 7% 5% 7%

My organization fully My organization is well My organization is My organization is My organization is not | am not aware of any

prepared prepared moderately prepared | minimally prepared prepared at all software supply chain
requirements in NI52

Base: Organizations that are required to adhere to the NIS2 Directive {525) North America (135) UK [171) Germany (64) France (87) APAC total (68)

Single coded question Q18b. How prepared is your organization today for compliance with the NIS2 requirements relating to security of software supply chains?

© 2024 BlackBerry. All Rights Reserved.
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B Global total B Morth America Total m UK m Germany m France EAFPAC Total

Confident: Global: 87% | UK: 92% | Germany: 87% | France: Not confident: Global: 13% | UK:
Conﬁdence thqi 85% | 8% | Germany: 13% | France: 15% |
L L] L]
organization will be

NIS2 compliant by |

October 2024 it
ctober e i
20%
16% 159,
13% 13%
11% 11%
7%, B%
3% 4%
2%

deadline

| am extremely confident that | am very confident that my 1 am slightly confident that | | am not very confident that | am not confident atall that
my organization will be MIS2 organization will be MI52  my organization will be MIS2{my organization will be MIS2 my organization will be MNIS2
compliant by October 2024 compliant by October 2024 compliant by October 2024 | compliant by October 2024 compliant by October 2024

36%

33% 390,

Base: Organizations that are required to adhere to the MNIS2 Directive {525) North America {135) UK (171) Germany (64} France {87) APAC total (68)

Single coded question Q18c. How confident are you that your organization will be MISZ compliant in time for the October 2024 deadline?

"2z BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




B Global total E Morth America Total B UK B Germany B France B APAC Total

Tracking the impact of
vulnerabilities within

70%, 80%
. i e 75%
supply chain of
software produced to
downsiream consumers
19% 19%
16%
Yes Not appllcablefwe don't pmduce
software
Basze: Global total (1,000) Morth America {400) UK (200} Germany (100) France (100) APAC total (200)
Single coded question 019 Do you track the impact of vulnerabilities within the supply chain of software you produce, to your downstream consumers?

"2z BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




H Global total E Morth America Total B UK B Germany B France B APAC Total

Communicating
vulnerabilities discovered
in software produced to

downstream consumers I I I I I I
Yes ]

Sometimes/occasional Iy

o

Basze: All except those who don't produce software (95%9) Morth America (389) UK (192) Germany (91) France {94) APAC total (193)

Single coded question Q20. Do you communicate the vulnerabilities you discover in the software you produce to downstream consumers?

"2*BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.



I 5%
5 | 55%
Concerned about negative impacton I 57

Biggesnln obsnlnqcles -l-o external reputation N 237 .

] a9%

communicating sofiware E—

| 50%
_ 44%

HH Lack of staff resources —
Dﬂ
VUInerquIrhes Illo _BN 45%
d sh 1 38% H Global total
ownsiredam consumers — E B North America Total
] aa% el
. - ke ne Bk
Don't want to trigger potential litigation I SN
_ 48%
l 30% B France
B moRRTE
] 28%

I o5
I -
I 2

Lack of time/too many other tasks

| 41%
I 6%
) o | 24%
Management has not made this a priority [ -1
forus I /7
I 5o Average number of
| 26% mentions: 2

Base: Organisations where vulnerabilities are not communicated frequently {334) North America (131) UK (68) Germany (35) France {31) APAC total (67)

Multi coded question Q20b. What are the biggest obstacles to communicating software vulnerabilities to downstream consumers?

"2z BlackBerry. Intelligent Security. Everywhere. © 2024 BlackBerry. All Rights Reserved.




2022 vs 2024
Comparison Charts

o2 BlackBerry. Intelligent Security. Everywhere.




2024 vs 2022 comparison Yes responses

Being nofified of a vulnerability
or attack within software
supply chainin last 12 months 7 e o -

2024 Global total MNorth America UK (2024) 2022 Global total MNorth America UK (2022)
(2024) (2022)

Base: Global total =2024= (1,000) Morth America (400) UK (200) <2022=> (1,500) Morth America (500) UK (500)

Single coded question Q1. Has your organization been notified of a vulnerability or attack within the supply chain of software you consume in the last 12 months?

=2z BlackBerry. intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.




2024 vs 2022 comparison e s
]

Operating system 285

Vulnerable components 1%
hCIVing 1he biggeslll impqd fOf Web browser EG——— 7% 2
organization

19% m 2024 Global total
loT/connected components 159 % North America (2024)

15% m UK (2024)

I 14% 2022 Global total
13%

: I 4% Morth America (2022)
Firmware 179%

11% UK (2022)
14%

I 12
i 11%

I 1%
OPEH-SDUFCE components 10%

10%
12%

I 1%
11%

Productivity applications = 13%

*2022 lzbelled 'Office applications’ 13%
12%

Base: Respondents who have been notified of a vulnerability or attack within their supply chain <2024= (741) North America (301) UK (148) <2022 (1,202) North America (410) UK (391)

Single coded question Q2. Which of the following vulnerable components, resulted in the biggest impact for your organization?

=2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.




: I 6% il
2024 vs 2022 comparison 62% Significant impact and 4
I, 2%

Financial loss A

Significance of the attack on E

51%

the business E—————

L [EeEs
Data loss cao

59%
6% m 2024 Global total

R - - °: » North America (2024)
58%

Reputational loss G 5 " s IeGE
eputational loss
P 52% 2022 Global total

52% |
53% Morth America (2022)

I 550 HR )
55%

I S5

Operationally compromised o

&0%
56%

I 2o
] | 52%

I /£
Intellectual property loss cco

26%
35%

Base: Respondents who have been notified of a vulnerability or attack within their supply chain <2024= (761) Morth America (301) UK (148) <2022 (1,202) North America (410) UK (391)

Single code per option Q3. How significant was the impact of the attack on each of the below?

=2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.




2024 vs 2022 comparison m 2024 Global total = MNorth America (2024) m UK (2024) = 2022 Global total ~ North America {(2022) UK [2022)

Time taken to fully recover
from an exploited vulnerability -

in sofiware supply chain ‘ ‘

Within a week Within a month Within a quarter Longer than a quarter

Base: Global total <2024> (1,000) North America (400) UK (200) <2022 (1,500) North America (500) UK (500)

Single coded question Q4. On average, how long does it take to fully recover from an exploited vulnerability in your software supply chain?

=2z BlackBerry. intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.




2024 vs 2022 comparison Yes responses

Made aware of a member of
supply chain not previously

- = 719%
aware of / monitoring for o e
, = 68%
securily pracfices
2024 Global total MNorth America UK (2024) 2022 Global total MNaorth America UK (2022)
(2024) (2022)

Base: Global total <2024 (1,000) North America (400} UK (200) <2022 (1,500} North America (500) UK (500)

Q5. Over the last year, have you been made aware of a member of your supply chain that you weren't previously aware of / monitoring for security
practices?

Single coded gquestion
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2024 vs 2022 comparison m 2024 Global total = Morth America (2024) m UK (2024) 1 2022 Global total ~ Morth America (2022) UK (2022)

Confidence that suppliers /
pariners can identify and

i 71%
. il 67%
prevent a vulnerability
35%
31%
28%
2591 26%
19%
4% 3% 59 I 3% gy
o =
Very confident Somewhat confident Not confident

Base: Global total <2024= (1,000) North America (400) UK (200} <2022=> {1,500} Morth America (500) UK (500)

Single coded question Q7. How confident are you that your suppliers / partners can identify and prevent exploit of a vulnerability within their environment?
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2024 vs 2022 comparison

Expected time taken to be
nofified in the event of a
supplier / pariner suffering a
cyber breach

m 2024 Global total  m North America (2024) mUK (2024) 2022 Globaltotal ~ Morth America (2022) UK (2022)
469 475
aaz, 45% 6%
38% 38% .. 7%
34% 337 34%
21% 20%
18% 18% Lty
2% 2% 3% 19 19 1%
[
Within 4 hours Within 24 hours Within 1 - 3 days Within one week

Base: Global total <2024= (1,000) Morth America (400) UK {200) <2022=> (1,500) North America (500) UK {500)

Single coded question

i BlackBerry,. Intelligent Security. Everywhere.

Q8. How guickly do you expect to be notified in the event of a supplier / partner within your software supply chain suffering a cyber breach?

© 2022 BlackBerry. All Rights Reserved.



2024 vs 2022 comparison m 2024 Global total = MNorth America (2024) mUK({2024) = 2022 Globaltotal = Morth America (2022) UK [2022)

Comparability of suppliers /
pariners cybersecurily policies

70%
s6% 5% 67% oo
62%
30% 31% %
28% 7%
24%

6% gy

4% 4% Lo

I —
Yes - they are stronger Yes - they are of comparable  No - our security posture is
strength stronger than most of our

partners

Base: Global total <2024= (1,000) North America (400) UK (200) <2022=> (1,500) Morth America (500) UK {500)

Q9. Do you believe the suppliers / partners of your software supply chain cybersecurity policies are comparable to those implemented at your
company?

Single coded question
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2024 vs 2022 comparison m 2024 Global total m Morth America (2024) m UK (2024) » 2022 Global total ~ Morth America (2022) UK (2022)

Confidence that suppliers /
supply chain pariners have
adequate cybersecurily

regulatory and
compliance practlice

Very confident Somewhat confident Not confident

Base: Global total <2024= (1,000) Morth America (400) UK (200) <2022 (1,500} North America (500) UK [500)

Single coded question Q10. How confident are you that your suppliers / supply chain partners have adequate cybersecurity regulatory and compliance practice?
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I 5
- 54%
2024 vs 2022 comparison Compliance with a certification T ———————

Evidence required for E—

49%
- .
. Supplier/partner self-attestation o 7%
suppliers / partners to
25%
- I, 4 1%
attest level of securing | e
SOPs (Standard Operating Procedures) o
h - 59% m 2024 Global total
58%
software supply chain — o
Third di — 1% ikt20:4)
ird-party audit report
EoLy # St 2022 Global total
1 North America (2022)
A
32% UK (2022)
Supplier/partner internal training e
39%
32%
I 75
27%
; I 5%
SLA (Service Level Agreement) A
443
36%
I 2%
26%
Add clauses into supplier/partner contracts T 1%
*2022 study labelled ‘SoW [Statement of Waork)' 21%
19%

Base: Global total <2024> (1,000) North America (400) UK (200) <2022> (1,500) Morth America (500) UK [500)

Multi coded question Q11. What evidence do you require your suppliers / partners to attest to their level of securing their software supply chain?
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N T
Frequency of performing
inventories of own software
environment

9% 29% 0% 29%
il 25% [ o5, 25% 25%
25, 3% 23% [ 55, 55,
——T
19% i
16%
132, 14% 14%614%
11% = 1% 4o
7%
4% 6% &%
o 4% 5%
3% e b 3%
| IR
| - |

Automated - Near Every month Every 1-3 months Every 3-6 months  Every 6-12 months Once a year Never
real-time

Base: Global total <2024= (1,000) Morth America (400) UK (200) <2022= (1,500) North America (500) UK (500)

Single coded question 012. How often do you perform an inventory of your own software environment?
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I 1%
2024 vs 2022 comparison ol £ne
/S

Lack of technical understanding T

Biggest barriers to regular

29%

soffware inventories E—
Lack of visibility I, o

44%%
48%
i m 2024 Global total
I - 15 North America (2024)
e UK (2024)
i ; 43% N
I stleof ilfertbn fanling
9 39% 2022 Global total
45% s
33% Morth America (2022)
UK (2022)
k=
. 34%
~ I, oo
Lack of skilled talent S
58%
47%
I -
27%
. I -
Lack of funding 25
17%
29%

Base: Global total <2024= (1,000) Morth America (400) UK (200) <2022> (1,500) North America {500) UK (500)

Multi coded question Q13. What are the biggest barriers to regular software inventories?
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2024 vs 2022 comparison m 2024 Global total mMorth America (2024) m UK (2024) = 2022 Globaltotal =~ Morth America (2022) UK (2022)

Average fime taken to identify
if an impacted library is used
following a vulnerability ey R

41%
40% 399, 40%
38%
34%
18% 19% 8 _
I I 1?% I 1

Within a day Within 2-3 days Within a week

Base: Global total =2024= (1,000) Morth America (400) UK (200) <2022> (1,500) North America (500) UK (500)

Single coded question Q14. You have become aware of a vulnerability that may impact the supply chain of software you consume. From the time you start your

investigation, on average, how long does it take your organization to identify if an impacted library is used in any of the software you consume?
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2024 vs 2022 comparison B 2024 Global total = North America (2024) mUK (2024) © 2022 Global total ~ North America (2022) UK (2022)

Usefulness of tool to
inventory software

libraries and bring e g
greater visibility fo

software impacted

by a vulnerability T

Yes, | currently find it difficult to obtain this visibility No, | have a solution for this in place already

Base: Global total <2024> (1,000) North America (400) UK (200) <2022 (1,500) North America (500) UK (500)

Single coded question Q15. Would you find a tool that could inventory software libraries within your supply chain and bring greater visibility to software impacted by a
vulnerability useful?

© 2022 BlackBerry. All Rights Reserved.
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2024 vs 2022 cnmparison W 2024 Global total = North America (2024) mUK(2024) © 2022 Globaltotal = Morth America(2022) UK (2022)

Frequency of
suppliers/ pariners fo
provide evidence of e

compliance to
security cerlifications i e

and frameworks

16%!6%
13%
10%0% ”%9%

8%
2%
I 2% 1% 196 1% 1%
e Il e

Once - during Quarterly Annually Every 2 years Every 2+ years Never
initial onboarding

Base: Global total <2024 (1,000) North America (400) UK (200) <2022 {1,500) North America {500) UK (500)

Single coded question Q17b. Do you require your suppliers/ partners provide evidence of compliance to security certifications and framewaorks in your countries of operation?
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2024 vs 2022 comparison

Tracking the impact of
vulnerabilities within
supply chain of
software produced to
downsiream consumers

m 2024 Global total = North America (2024) m UK (2024) 2022 Global total - North America (2022) UK (2022)

a2%
78% 77% 79%
T4%

&7%

Yes

Base: Global total <2024= (1,000} Morth America (400) UK (200) <2022 (1,500) North America (500) UK (500)

23%

20%
18%
17% 159
1% 11% 10%
7%
4% 30, 4%
I [j
No Not applicable/we don't produce
software

Single coded question

i BlackBerry,. Intelligent Security. Everywhere.

(19. Do you track the impact of vulnerahilities within the supply chain of software you produce, to your downstream consumers?
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Thank You

Christine Gadsby
Vice President & CISO, Cybersecurity
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