
To mitigate eavesdropping or manipulation, a FIPS 140-2 validated 
cryptographic key exchange is leveraged. Each message uses a new 
symmetric key for message encryption. Additionally, TLS encryption 
protects the connections between the device and BlackBerry's 
infrastructure, allowing employees to remain compliant with corporate, 
GDPR, HIPPA, and Securities Exchange Commission (SEC) regulatory 
mandates. 

Messaging archiving and administration is available through the ultra-
secure BlackBerry Unified Endpoint Manager (UEM) to further help meet 
compliance mandates. 

BlackBerry Messenger Enterprise (BBMe) enables banks and other financial 
institutions to unleash the power of their people, through security, 
connectivity, and privacy. BBMe's secure messaging provides financial 
organizations the ability to leverage instant messaging, without risking data 
breaches or regulatory non-compliance. 

BBMe is designed for governments and highly regulated financial 
institutions to securely stay connected through messaging, and 
conferencing. With extensive security and privacy for text, voice, video, 
group chat, conferencing, and file sharing, BBMe protects user identities, 
content, and devices at the highest standards.

FOR THE WORLD’S BANKS AND OTHER FINANCIAL INSTITUTIONS

The Most Trusted 
Messaging Platform

When the conversations matter 
the most, they happen on 

BlackBerry Messenger Enterprise



BBMe empowers leaders and teams with faster communication and 
decision making. Our government-grade security is paired with a 
frictionless, easy to deploy, and consumer-like feature set which include:

Chat 1:1 via chat, voice, and video with trusted contacts inside and 
outside your organization

Communicate securely and reliably in real-time, during planned and 
unplanned events

Seamlessly transition chats to an encrypted voice or video call for 
urgent conversations 

Confidentially share pictures, videos, voice notes, files, and BBMe 
contacts

Securely forward content from one secure chat to another 

Provide immediate location share so contacts or a group can view 
real-time location for a dynamic amount of time that you select 

Start multimedia conferences with easy access using URL or QR code

Enable your customers with BBMe access to facilitate their banking 
needs securely with compliance and ease.

Edit, retract, or set an expiry time on a single picture, message, or 
document

Know when a message has been screenshot.

Restrict who can add users to a group/edit a group.

Reference existing chat messages when sending a new message 
through quote messages and @mention group chat participants

Enhanced multi-media messaging and conferencing

Communications Control

Multi-Platform Support
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Securely connect up to 5 devices simultaneously, on mobile or desktop, across 
Android™, iOS, Windows®, and macOS devices, with communications 
synchronized between all devices in real-time. 




