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For this purpose, it is imperative to make this policy known to the managers and 
employees of the Avantgarde.  
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1 Scope 

This security policy is mandatory for all service providers and their employees (simply 

called "service providers") who access Avantgarde's IT systems and IT infrastructure in 

person or via remote maintenance. These requirements are to be understood as a 

minimum requirement for the provision of services within Avantgarde. 

If these minimum requirements cannot be met by service providers, Avantgarde will 

initiate appropriate measures together with service providers to achieve the common 

goal. 

Avantgarde reserves the right to update and version the Information Security Policy. The 

current version is available on the website of avantgarde https://avantgarde.net/de/. 

2 Objective 

The hazard potential can only be countered by implementing suitable safety standards. In 

order to do justice to this, the following overarching goals must always be pursued: 

• the protection of confidential information/data of both employees and business 

partners of Avantgarde and the associated confidential treatment of data 

• the availability of data and applications and the technical and spatial IT 

infrastructure 

• Compliance with the integrity of data and IT systems 

• The backup and recovery of data/IT infrastructure in the event of a failure or 

disaster 

• Minimizing the downtime of IT systems 

• ensuring the company's good reputation in the public eye 

• the avoidance of massive financial and intangible consequences for the company 

and for employees through violations of contractual agreements or laws. 

All information security measures must be in an economically justifiable relationship 

to the value of the information and IT systems worthy of protection. 



 

 

 

  

 

3 Measures 

In order to achieve the stated goals, appropriate measures must be taken, which are as 

follows. 

3.1 Regulation due to special protection requirements 

All roles for a service provider and / or freelancer etc.  

1. Access to the internal network required (e.g., data access to on-premise share, 

printer access), 

2. Particularly sensitive employee data must be processed (e.g., accounting or HR), 

3. Administrative access to IT systems required (e.g., admin in IT) 

It is necessary that the service provider should use an Avantgarde laptop and otherwise 

she / he is not allowed to connect to the internal network. Basically, it is a special case 

decision that is made by the project manager together with the IT. 

3.2 Structural and organizational measures  

• Designation of responsible persons to participate in the determination of the need 

for protection and compliance with the protection of the respective IT 

infrastructure. 

• To access the IT systems within Avantgarde, personal access data is required for 

each authorized employee of the service provider. 

• The access data must be stored securely and protected against unauthorized 

access. A transfer of these access data to other employees or an insecure storage 

of the access data is prohibited. 

• Accesses or accesses that are no longer required must be reported immediately 

to the commissioning body of Avantgarde so that these accesses can be blocked. 

• Protection through access and access controls 

• Security areas with a corresponding access authorization concept of the 

respective Avantgarde company must be observed. 



 

 

 

  

 

• The use of data processing systems by unauthorized persons must be prevented. 

For this purpose, the access regulations and access controls must be observed. 

• Confidentiality and commitment declarations are an integral part of the service 

contract. Employees of the service provider must be obliged to comply with these 

agreements, in particular with regard to personal data. 

• Sensitization and motivation of employees to work in a safety-conscious way of 

working. 

• Induction of employees in accordance with their tasks and regular training, in 

particular also for the applicable safety measures and their correct compliance. 

• Establishment of an emergency management system and/or at least the 

preparation of an emergency plan in order to be able to react as quickly as possible 

in the event of a disaster. 

• A deletion concept must be in place. The deletion and/or transmission of data after 

termination of the cooperation, or on the instructions of Avantgarde controllers, 

must be ensured throughout. 

The goal must be to maintain critical business processes even in the event of a system 

failure and to restore the availability of the failed IT systems within a tolerable period of 

time. Claims with a high financial impact must be prevented. 

3.3 Technical measures 

• Installing an antivirus program: To protect against viruses, worms and other 

malicious programs (such as Trojans and spyware), an up-to-date antivirus 

program must be installed on all IT systems of the service provider and the 

company group. All protection programs are configured and administered in such 

a way that they provide effective protection and prevent tampering. 

• Operating systems and application software: Service providers must ensure that 

the IT systems they provide and use are equipped with a maintenance operating 

system and application software. 

• Firewall: Service providers must activate a local firewall on the IT systems operated 

in the company. 



 

 

 

  

 

• Removable drives: The use of removable drives is prohibited. For the purposes of 

this policy, removable media shall in particular: 

o USB sticks 

o External Hard Drives 

o Non-company smartphones. 

• Security gaps must be reported and closed immediately upon becoming known to 

the respective process managers and system administrators. 

• Data backup: Comprehensive and regular data backup, control, and check of the 

created backups for content, integrity and time constraints (emergency plan). 

• Data loss can never be completely ruled out. Comprehensive data backup 

therefore ensures that IT operations can be restored at short notice if data stocks 

are no longer available or faulty. 

• Operating data must generally be stored in such a way that, in the event of an 

employee's absence, his or her representative or supervisor can access this data. 

• Service Level Agreements (SLAs): SLAs to improve information security must be 

described and made available to the respective contractual partner. At the 

minimum, however, maintenance contracts with SLAs are required to restore 

and/or replace the hardware and software. We reserve the right to control. 

• Means of communication: The compliant use of means of communication such as 

e-mail, Internet, instant messaging, social media, video portals, etc. must be 

sensitized by guidelines, company agreements and training. Avantgarde data may 

not be published without permission. 

• Network segmentation by Virtual Local Area Networks (VLANs): A physical 

separation of sensitive areas or a separation of two companies at one location 

must always be checked, and a possible logical separation via VLAN must also be 

checked if necessary and set up accordingly. A virtual network separation of 

individual areas depends on the protection requirements of the areas to be 

separated. By means of the separation via VLAN, an isolated operation of the IT 

systems should be possible. The installation of a VLAN is intended to prevent 

unauthorized access to the Avantgarde network. 



 

 

 

  

 

3.4 Control of improved security 

Information security is regularly checked for timeliness and effectiveness. In addition, the 

measures are also regularly examined to see whether they are known to the affected 

employees of the service provider, implemented and integrated into the operational 

process. 

Avantgarde supports the continuous improvement of the safety level. Service providers 

are required to pass on possible improvements or weaknesses to the respective process 

manager and the system administrator. 

Through a continuous revision of the regulations and their compliance, the desired level 

of security and data protection is ensured. Deviations are analyzed with the aim of 

improving the information security situation and keeping it constantly up to date with 

information security technology. 

3.5 License 

Only licensed software may be used on all IT systems. The owner of this license is 

responsible for its validity and timeliness. 

This regulation must be made known to all employees. 

The procedural managers of the various IT systems must ensure that only licensed 

software is used. Experience has shown that without appropriate version control and 

license control, various software versions can quickly be used on an IT system or within 

an organizational unit, some of which may be used without a license. 

The configuration of the installed IT systems must be sufficiently documented. 

To ensure that licenses do not become invalid in the event of hardware defects, hardware-

independent licenses should be used as far as possible. In this way, an IT system can be 

replaced with less effort if the hardware fails. 

If it is possible and economically viable, preference should be given to perpetual licenses. 

This prevents a functional restriction due to the expiration of the license. 



 

 

 

  

 

The following principles apply: 

• Only licensed software may be used, possible test periods of the manufacturers 

must be observed. 

• Only software and hardware in maintenance may be used. 

• If the service provider is the manufacturer of this software and/or hardware, he is 

responsible for appropriate maintenance and must be able to guarantee it. 

• Use of company-owned software on non-company computers only with 

appropriate valid licensing. 

• No use of private software or private use of IT systems  

The control of the installed versions and the tracking of the available licenses and their 

comparison with the installed number of products must be carried out regularly. 

4 Information Security Management System 

4.1 Jurisdiction and responsibilities 

Service providers shall ensure that the provision of services takes place within the 

framework of this policy. 

• At all times service providers must ensure that their own actions and the actions of 

employees do not impair the availability, integrity or confidentiality of Avantgarde's 

IT systems and data.  

• Copyright and patent regulations as well as license agreements must be complied 

with. 

• The access data provided must not be passed on to third parties. 

• In the case of order processing, a corresponding order processing contract must 

be concluded. As part of this, employees are encouraged and obliged to comply 

with legal regulations as well as contractual and internal company requirements 

for information processing and to report violations immediately. 

4.2 Roles 



 

 

 

  

 

A role can be understood as a bundling of competencies that are needed to process tasks 

within an IT-supported business process. A role thus describes who is responsible for 

which tasks, with which rights and obligations. The specific assignment of the roles or 

whether each role is required depends on the respective IT procedure. 

Regardless of the roles, the management is responsible for ensuring information security 

in the company, as well as the corresponding resources, in particular the technical and 

personnel. 

4.3 Security Incident Behavior 

Information security incidents must be reported immediately to the responsible process 

owner. This person organizes the transfer of information to the other roles mentioned 

above. In the event of loss of network or system integrity, the system administrator must 

eliminate these faults as quickly as possible. To this end, he coordinates with the 

application manager. The key user forms the interface between the application manager 

and the user and supervises him. 

When dealing with security incidents, honesty and willingness to cooperate are 

particularly important. Therefore, the reporting of security incidents is always evaluated 

positively! 

The causes of the security incidents must be analyzed together with the responsible 

process owner and the system administrator on the basis of the protocols created and 

improvements must be developed. The resulting necessary measures must be 

implemented. This must be documented accordingly. 

The instructions of the responsible process owner must be followed. 

4.4 Emergency preparedness 

To ensure that a failure of the systems is detected in time, the system resources and 

measured values for operational safety (information about the temperature, the CPU 

utilization and the free storage space, generally the availability) must always be monitored 

for critical values. If possible, a monitoring system with automatic notification function 

should be installed and used. 



 

 

 

  

 

The review of all insurances, purchase contracts and contracts with service providers with 

regard to the agreed SLAs is carried out regularly. 

The network, telecommunications and the necessary components must be designed, 

installed and configured in such a way that they meet the requirements for confidentiality, 

integrity and availability of the information to be transmitted. 

Depending on the protection requirements, any necessary network separation, encrypted 

transmission and redundant installation of the critical infrastructure systems must be 

taken into account. The individual components should be selected, configured and 

documented in such a way that they correspond to the current "state of the art". 

The cabling must be fully documented (physical topology, routing plans, measurements 

of the cables, labeling of the devices). 

An emergency preparedness concept and emergency plan must be drawn up and checked 

at regular intervals and, if necessary to expand. The following information should be 

stored in the emergency concept/plan: 

• Network and system documentation (including configurations). 

• Licenses. 

• Maintenance contracts, replacement of the hardware in case of defect and regular 

review of SLA contracts with the supplier/service provider. 

• Behavior in case of emergency (incl. sequence of shutdown and start of the 

systems). 

• Alarm and escalation plan. 

5 Workplace equipment for remote maintenance 

5.1 Remote maintenance / VPN 

External access to Avantgarde's networks may only take place via a VPN tunnel. 

In order to carry out activities, system administrators or service providers must switch to 

Avantgarde clients and servers via a remote connection. 



 

 

 

  

 

There are no freeware tools to install for remote maintenance. Only Avantgarde's standard 

software for desktop access is to be used. If no group standard is defined, the software 

described by the respective company must be used. 

Service providers must ensure that their own network does not allow uncontrolled access 

by third parties to the Avantgarde network: 

• Protocol obligation 

• The accesses by means of remote maintenance must be logged. At least the 

changes and activities that take place by means of remote access should be 

logged. 

• At least on request, service providers must be able to provide proof of the purpose 

for which certain accesses have been made. 

• Data transfer may only take place after approval 

• Service providers may only copy or extract data from Avantgarde's IT systems via 

access for which approval has been obtained. No unauthorized software may be 

installed and/or information may be extracted or extracted from the IT systems. 

• Changes to systems only after approval 

• Service providers may only change Avantgarde's IT systems after consultation and 

approval. 

5.2 Access Protection / Screen Lock 

Screens must be locked (manually or automatically) when leaving the workplace. 

Service providers must log out of the system properly after completion of maintenance. 

 


