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Digital Factory

The term "Digital Factory" is a transformative shift in business
process.

e Beyond Paper: At its core, the Digital Factory is about
eliminating paper from the manufacturing process.

e Smart Interactions: Equipments communicates directly
with other equipments, applications and processes.

e Real-time Data: Decisions are informed by live data,
ensuring timely and accurate responses to ever-changing
manufacturing needs.

e Big Data, Bigger Insights: By harnessing historical data and
combining it with current metrics, the Digital Factory can
predict future trends, preempt challenges, and optimize
operations like never before.




Industry 4.0 - Enabling the Digital Factory

e Enables real-time information that could transform
decision-making

e Powers predictions that could help plan more effectively @ @
and stay ahead of market trends

. Automation Smart Sensors
e Enables autonomous factory operations :

e Use of data generated from Industry 4.0 data could

create entirely new revenue streams for factory Cybersecurity Cloud Computing
e Help fully integrate systems/data change collaboration Dﬂﬂ INDUSTRY é} @ iﬂ‘é&
and decision-making Wi s b

e Enables processes to be radically transformed with new
technologies.

Industry 4.0 is a revolution, not just an evolution




How Industry 4.0 is Implemented

STEP 1: Connecting, collecting,
consolidating, normalizing, contextualizing
and storing all data within the business.

STEP 2: Analyzing and visualizing this
data to turn it into actionable information.

It's not just about automation; it's about
making data-driven decisions that
transform business processes.

Use case: Overall Equipment Effectiveness
(OEE), three crucial factors measured
from 0%-100%.
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What Components Comprise a Digital Twin ?

. . . * |OT sensors ( * Al analyzes
It is a virtual model designed to accurately provides constant captured data,

. . data transmission provides insights
reflect a physical object (asset).

and makes
predictions

The object being studied could include an J
operational system such as a product line, an
HVAC system, Electrical System or Data
Center.
"

Sensors on the object collect different aspects
of asset performance, energy output, and Pt

i digitally model
system health where downstream analytics berdgritent
monitor setpoints, schedules, sequences or
models to identify issues.

* Cloud enables
storage of data
that could be easily
accessed form
anywhere

- J

The Digital Twin Ecosystem | Image.Source:.sciencedirect.com

e This data is then relayed to a processing

Gartner estimates that by 2027, over 40 percent of large companies worldwide in
the industrial sector will be using digital twins in their projects 7




Spatial Context is Critical To Digital Twin

é A digital twin offers spatial

’ context to the unified data,

which helps with decision
process.

The spatial element also
provides deeper context,
and draws relationships to
other elements.




Visualization Provides Context
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http://www.youtube.com/watch?v=bFT54O1-pzE&t=24

Industrial Use Cases for Digital Twins

1. Monitoring and Analysis

e The digital twin is continuously updated with new
data from the physical asset, or business
processes, which allows for real-time monitoring
and analysis.
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Multi-experience
visualization
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Innovate

Collaborate

e Engineers, operators, and industrial
decision-makers can use the digital twin to gain
insights into the performance, health, and
efficiency of the physical asset.

e Forinstance, predictive maintenance can be
performed by analyzing historical data and
making predictions about when maintenance is
required.



Industrial Use Cases for Digital Twins

2. Remote Control and Optimization
, o o . . Physical twin Digital twin
e With a digital twin in place, industrial
operators can make changes and
adjustments to the virtual model. -

e These changes can then be tested before ! DL E o |

----------------

being applied to the physical asset.

e This capability enables remote control and
optimization of industrial processes, leading r
to increased efficiency and reduced
downtime.

--------------------------



Industrial Use Cases for Digital Twins

3. Simulation and Scenario Planning

e Digital twins also allow for simulations and
scenario planning.

e Industrial operators can simulate various
conditions or scenarios and assess how
they would impact the physical asset or
system.
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e Thisis invaluable for decision-making and
risk assessment.
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Interoperable Digital Twins
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Spatial, Static, Historical & Semantic Relationship & Visualization & Consumption Accessible and Intelligent Data
Live Data Assimilation Data Orchestration Interfaces

Common Data Information Model for Interoperability, Unified Namespace
Relating data in real-time with historical context drives good decision-making.

Contextualization and Intelligence Layers
Driving higher understanding of complex problems through relationships

Visualization Interface(s) & Contextual Consumption
Tailor data to stakeholders based on their unique needs. Oversight, analysis, relate, act
IOC, workstation, mobile

Data consumers have various needs

Surfacing the right data at the right time to provide an intelligent prepared response with detailed clear
recommendations

Copyright © by HiveMQ. All Rights Reserved.



Value

Digital Twin Maturity Model

Level 1
Descriptive
Sy=temnol 3D Models and BIM
Systems
Common » scattered, static
Data data in systems
Envn(r:oDnénent * no integration,
( ) communication or

automation

Level 2
Diagnostic

Asset Information

Management

Virtual/Digital Model

operational &
sensory data

dashboard with

operational insights

Level 3
Predictive

Near Real-time
Analytics

Asset Performance
Management

Predictive
Maintenance

+ contextualized data

« machine learning

connected data and
systems

Level 4
Prescriptive

Real Time
Analytics

Optimization

Remote Diagnosis

real time data from
integrated systems

situational
awareness

recommendations

Level 5
Autonomous

Augmented
Operations

Immersive Training

Autonomous
Operations

Simulation
Al Twins

What-if Simulations Virtual to Physical
Convergence

« continuous decision
intelligence

» adaptive and
generative Al

» self-sufficient

Copyright © by HiveMQ.

All Rights Reserved.

Level of Effort



So why do so many digital initiatives fail to
reach their potential?

— Operationalizm> T
g 9

Laying the Creativity Sizing the Infrastructure Artificial Validate and Human Factors
Groundwork Extracting Prize Spatial Data Intelligence bake process Mindshift
Knowledge Data Engineering and Machine changes into Behavior change
Learning business Data ownership
(Al/ML) systems

Confidential information from www.digitaltwinconsulting.com Permission required for re-use.



Digital Twin Assessment Process (DTAP™)

PHASE 1 PHASE 2 PHASE 3
Strategic Planning Digital Twin Use Case Digital Twin
Tactical Project Roadmap Development Implementation
Frag Operations Needs vile Use Case #1 _ , 4 Collect, Analyze,
‘f, @ Assessment —> | Expectations & fastEaLroect B e @ & Normalize

Opportunities to —— y Roadmap

Requirements Data Streams

'

Improve value chain

Identify Data 8 —
*5¥ | Transformation @_» 5220 LEJ)feecc::::fi fr?s . \ Tactical Project _@ /) Build System
~ Use Cases \ == ) EXP ¥V Roadmap Fe Relationships

Requirements

| Use Case Value,
Al | Data Readiness,

v

® 00

& Risk Evaluation ol Use Case #3 | . _ J . System Integration
—> | Expectations & L ;aCtécal project I [>®<) of spatial, Static,
i — Requirements PeeD - &Live Data
DTAP™ Strategic ¢

Master Plan

Path to value with : A Test, Train,
prioritized use cases PHASE 2 - Alternatives & Launch
% Digital Transformation Roadmaps Digital Twin
for other identified foundational projects & initiatives
g%%



Computer Integrated Manufacturing (CIM) Pyramid




Traditional Industrial Data Integration

O

Point-to-point data integration

O ERP

Point-to-point data integration

O MES

Point-to-point data integration

O SCADA

Point-to-point data integration

0 € Shop-Floor Equipment 0




Traditional Industrial Data Integration
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MQTT - the de facto loT standard protocol

\)bsc"“oe -
S Subscriber:
M Mobile Device
=
WO

- Publish
=
Publisher
% —=
subSC‘r/be %
Broker Broker o
Publish to Topic Backend
Publish to Topic
Lightweight and efficient Reliable bi-directional Designed for devices
publish and subscribe data transport with stateful context

Copyright © by HiveMQ. All Rights Reserved.



The HiveMQ Platform

Devices HiveMQ Platform IT Systems

— Streaming
H IVE MQ Kafka, K|ne8|s Pub/Sub
«—> «—>
HIVEMQ
% CLIENT
I <=» | Databases
NOV” — MongoDB, PostgreSQL,
R — MySQL
NOV Control Data ysQ

HIVEM
i Q Center Hub
1 %
T Extension +—>

Broker Broker

Security Services
LDAP, OAUTH

3 Iy oy
t

; - Custom Apps
SDK
HiveMQ Cloud HiveMQ
Fully-Managed Self-Managed
QV_\’/% ,'-> kubetes ogv

Copyright © by HiveMQ. All Rights Reserved.



The Enterprise

MQTT Platform
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Industrial Digital Twins
B Applications
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Historian
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Data Lake
& Database

Devices



Key Industries

Transportation &
Logistics
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Unified Namespace




Foundations of Unified Namespace

Edge Driven Business
Open Architecture o
I
Lightweight :
Report by Excepti on Control ;| “‘Applications |
Common Data
Infrastructure
-5 P
~ Operations Information

Copyright © by HiveMQ. All Rights Reserved.




The Core of Unified Namespace

UNS Core
| - \
T - Node
Mapping
Plant-Floor Data > ’
Data Modelling HIVE MQ — Nade
> Contextualization +— |
Normalization -
Transformation
>

Copyright © by HiveMQ. All Rights Reserved.




Copyright © by HiveMQ. All Rights Reserved.

Reference Architecture Model

HiveMQ Cloud
Cloud @ O Enterprise UNS

HiveMQ Bridge

ERP O
MES O

HiveMQ Enterprise
Site UNS

SCADA O

HiveMQ Bridge

€ Shop-Floor Equipment )

—



Best Practices for Structuring the UNS

Enterprise

@

Site

Production Line

Work Cell

ISA 95 Common Data Model

Copyright © by HiveMQ. All Rights Reserved.



UNS Semantic Hierarchy

FreshFarm Dairy
| 4 Packaging

—+  Profitability

Packaging
— Schedule

— MES

* Fill Level
+ Filling Pressure

+ Production

+ Quality

+ Maintenance « OEE

+ KPIs » + MTTR
+ Ad-hoc

MES

+ Work Order
ERP » « Start Time
* End Time

+ Batch Info
—» | Dashboard + Alarms
+ Setpoints

Copyright © by HiveMQ. All Rights Reserved.




Example of a UNS Enterprise Structure

MQTT BROKER

lloT Ready
7 Bottling Company
Ze§
Non lloT Ready : Y
g Munich lloT Ready
—>  Filling Area 1
\‘I Event
OEE < B
: : lloT Read —>  Filling Line 1
Point-to-Point A PN e B |
lloT Ready
—>| Cell 1
Non lloT Ready 4—/ Cell 2
@ Filling Area 2[R
4 v
& /
ISA 95 COMMON DATA MODEL

Copyright © by HiveMQ. All Rights Reserved.




Where Does The Unified Namespace Live?

MQTT Application Nodes

Devices / Sensors EoN Nodes SCADA / lloT Host
: ~
PAS

SPARKPLUG ENABLED

Gateway : ;
SPARKPLUG ENABLED :
: MES

SPARKPLUG ENABLED

Gateway
SPARKPLUG ENABLED

Historian
SPARKPLUG ENABLED

HIVEMQ

(ooo ’///,][ooo '////,]
T v =T ¥ T

Gateway

SPARKPLUG ENABLED .
UNS - Analytics
§ SPARKPLUG ENABLED
() Analog Output R MQTT BROKER 5
Applications
: SPARKPLUG ENABLED
Device
—
SPARKPLUG ENABLED

(oo m) T

© HiveMQ GmbH

Copyright © by HiveMQ. All Rights Reserved.



How HiveMQ Enables Digital Twin Use Cases

OT Systems HiveMQ Platform

5 — BEadl . | *)HIVEMQ o

oo 010101
b HIXENF:Q 010101
010101

MA/\, e
«22; Digital Twin Applications
v « >

U Control Data
: HIVEMQ Center Hub
EDGE
o 1
Extension

-
SCADA System
-
v
| - o |
U=

Condition Monitoring
o 5 2 Broker Broker
Prant Histoeian - > Predictive Maintenance
i HiveMQ Cloud HiveMQ OEE Dashtboarcs
s Fully-Managed Self-Managed
Plam MES ‘—"’ Mg Cime At kubernetes ceow Wt

Copyright © by HiveMQ. All Rights Reserved.




Enabling Water System loT Data Streaming

Customer: DEW Airport

What they do: Second largest airport in the world. Smart City & Logistic needs.

Challenges: Reliable real-time communication with 5 different controls systems, legacy
communication protocols, and need for remote end device communications

HiveMQ solution: Messages brokered through HiveMQ solution standardizing loT with
SparkPlugB, and stream data between the digital twin, remote devices and controls

Results: Real-time fault detection and diagnosis (FDD) to digital twin to reduce energy use
by 20% and drive operational workforce efficiency by 25%. Meet sustainability goals

Results: District Water Metering reducing unaccounted water loss from 25%-10%, and
flow/pressure/quality communication from 6 hrs to 15 min intervals and automated valves

Results: Integration of flight data with controls, fault detection, operational oversight for
passenger bridge perfect turn, asset condition monitoring, reduction of jet-fuel burn goals

33


https://www.dfwairport.com/

Demo






https://docs.google.com/file/d/1Ar4nhXniaoYfR7yO25YT3ujthzP_L5iU/preview




Resources

Advancing Digital Twin Use Cases with lloT and MQTT

Hands-on Guide to Using MQTT and Eclipse Ditto for Digital Twins

Building Industrial Digital Twins on AWS Using MQTT Sparkplug

DTAP - Proven Approach to Digital Twin Solutions

MQTT Essentials - All Core Concepts Explained

Unified Namespace (UNS) Essentials for lloT

MQTT Sparkplug Essentials for lloT | HiveMQ
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https://www.hivemq.com/blog/advancing-digital-twin-use-cases-iiot-mqtt/
https://www.hivemq.com/blog/hands-on-guide-using-mqtt-hivemq-eclipse-ditto-digital-twins-iiot/
https://www.hivemq.com/blog/building-industrial-digital-twins-on-aws-using-mqtt-sparkplug/
https://www.digitaltwinconsulting.com/our-approach/
https://www.hivemq.com/mqtt/
https://www.hivemq.com/mqtt/unified-namespace-uns-essentials-iiot-industry-40/
https://www.hivemq.com/mqtt/mqtt-sparkplug-essentials/

Contact Us

HIVEMQ

Ravi Subramanyan

Kelly Watt

Senior Digital Twin Consultant ~ e . Director of Industry Solutions

Digital Twin Consulting oY iy DIglC‘:toanIS-'L:\l{[Yl!]g Manufacturing, HiveMQ
Kelly@digitaltwinconsulting.com | Ravi.Subramanyan@hivemg.com HIVEMQ
www.digitaltwinconsulting.com linkedin.com/in/ravisubra/
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Relevance of Digital Twins in Manufacturing

o 10T ANALYTICS [November 2023)

Market snapshot: Digital twin market

Market size Leading vendors (selection)

SIEMENS @BOSCH
B Microsoft QWs
- : £Y Google Cloud
CAGR %307 TETS () AlibabaCloud
ScRicer
)
ptc \nsys

2
DS sisteves  {\ AUTODESK
2027 Q) Rofimafion

= Bentley

2023 ADD

Your Global l1oT Market Research Partner

Digital twin trends (selection)

Increasing implementations to
meet sustainability goals

Increasing deployments as
virtual sensors in complex
conditions

Maturing partnerships between
hyperscalers and OT/simulation
specialists

Mounting promotion of
interoperability across different
systems

Source: loT Analytics Research 2023-Digital Twin Market Report 2023-2027. We welcome republishing of images but ask for source citation with a link to the original post and company website.

e According to loT Analytics Digital
Twin Market Report, the digital
twin market is expanding, with a
projected CAGR of 30% between
2023 and 2027.

e 29% of global manufacturing
companies have either fully or
partially implemented their
digital twin strategies.


https://iot-analytics.com/digital-twin-market-analyzing-growth-emerging-trends/
https://iot-analytics.com/digital-twin-market-analyzing-growth-emerging-trends/

