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Introduction to HiveMQ

• A global company founded in 2012 and headquartered in 
Landshut, Germany.

• HiveMQ helps move data to and from connected devices in an 
efficient, fast and reliable manner

• 130+ customers with production IoT applications
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…and 
more

Our Customers...

• Building new digital products

• Improving customer experience

• Creating more efficient operations
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Connected Car & 
Mobility

Manufacturing &
Industrial Automation

Transportation & 
Logistics

Connected Assets & 
Products

Key Industries
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Technology 
Leadership 

● MQTT Technical Committee
● MQTT-SN Technical Committee

● Sparkplug Workgroup Steering Committee
● Sparkplug Specification Committee

● Eclipse IoT Working Group



Observability for IoT
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The Internet of Things is HUGE
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● Distributed applications at massive scale 

● Network of black boxes

● Operate over unreliable networks

● Too much data for conventional tools

IoT Observability Challenges Are Unique
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Originally featured in:  
https://www.oreilly.com/library/view/distributed-tracing-in/9781492056621/preface01.html
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● Enhance customer experience and support by 

minimizing resolution time.

● Find opportunities to make your IoT applications more 

productive and resilient.

● Unlock value from your APM investments by deeper 

engagement with the MQTT broker.

How an Observable System Helps Your Business
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● Metrics

○ HiveMQ offers 1500+ Metrics

● Logs

○ Human and Machine Readable logs

● Tracing

○ Trace Recordings 

○ Distributed Tracing

3 Pillars of an Observable System
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What is Distributed Tracing?

• Distributed Tracing is a way to trace events through 
multiple, complex systems.

• It allows high-level overview of a request’s journey 
without needing someone to dive into individual systems.

• This is important because customers have problems 
where it’s difficult to know where to start, e.g. a 
connected car opening taking 3-5 seconds. Where to start 
in the very complex architecture?
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Analogy: How sending a parcel used to work

15

?

I’ve sent 
you a 
parcel.

Okay. I 
hope it 
arrives 
soon!



Copyright © by HiveMQ. All Rights Reserved. 

Now: Tracking a parcel

16

I’ve created a 
parcel with 
tracking ID 
12345678

‘K.
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Think about it like: Tracking a parcel
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I have the parcel 
with tracking ID 
12345678
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Think about it like: Tracking a parcel
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My car broke 
down! Uh-oh.
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Think about it like: Tracking a parcel
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I have the parcel 
with tracking ID 
12345678
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Think about it like: Tracking a parcel
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What is Distributed Tracing then?
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Shipment Tracking Distributed Tracing

Tracking report Trace

Tracking ID / number Trace ID

Stop-over Span

Name of the stop-over Span ID

Shipment label Trace context
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What is Distributed Tracing then?
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Smartphone 
application

Kafka BrokerWeb-Server
Backend 

application

OpenTelemetry 
Collector

Tracing 
Backend

OpenTelemetry 
Java Agent

OpenTelemetry 
Java AgentCar

HiveMQ Broker

OpenTelemetry 
Java SDK
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What is Distributed Tracing then?
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I’ve tapped ‘open 
my car door’

Smartphone 
application

Kafka BrokerWeb-Server Backend 
application

Car

HiveMQ Broker
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What is Distributed Tracing then?
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I’ve received an 
HTTP request 
‘open door' with 
trace ID 
12345678

Smartphone 
application

Kafka BrokerWeb-Server Backend 
application

Car

HiveMQ Broker
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What is Distributed Tracing then?
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I’ve sent an 
MQTT Publish 
for topic X with 
trace ID 
12345678

Smartphone 
application

Kafka BrokerWeb-Server Backend 
application

Car

HiveMQ Broker
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What is Distributed Tracing then?
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Smartphone 
application

Kafka BrokerWeb-Server Backend 
application

Car

HiveMQ Broker

I’ve received an 
MQTT PUBLISH for 
topic X with trace ID
12345678 
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What is Distributed Tracing then?
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I’ve sent a Kafka 
record for topic Y 
with trace ID 
12345678 

Smartphone 
application

Kafka BrokerWeb-Server Backend 
application

Car

HiveMQ Broker
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What is Distributed Tracing then?
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And so on…
I’ve received a
Kafka record
for topic Y with 
trace ID
12345678

Smartphone 
application

Kafka BrokerWeb-Server Backend 
application

Car

HiveMQ Broker
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End Result (Honeycomb)



Copyright © by HiveMQ. All Rights Reserved. 

IoT Observability — In 5 Easy Steps
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1. ‘Open my door’

Car Smartphone 
app

Kafka Broker
Web-Server Backend 

application
HiveMQ Broker

2. Received an 
HTTP request 
‘Open Door' / 
Trace ID: 12XXX

3. Received an 
MQTT PUBLISH: 
Topic X / 
Trace ID: 12XXX

4. Sent a Kafka 
record: Topic Y / 
Trace ID: 12XXX

5. Received a 
Kafka record
for topic Y / Trace 
ID: 12XXX

Distributed 
Tracing 

Extension Kafka 
Extension 



Live Demo



ANY
QUESTIONS?
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Next Steps

Get started with HiveMQ today: https://www.hivemq.com/downloads/

New to MQTT? Get the MQTT Essentials e-Book

https://www.hivemq.com/downloads/
https://www.hivemq.com/download-mqtt-ebook/?utm_source=businesscasewebinarSlidePresentation&utm_medium=Webinar&utm_campaign=Webinar+Promotion


THANK YOU
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