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Current Situation - Vehicle as a black box

No software platform mindset
No or few common platforms
and SDKs for application
development

o results in slow, sometimes
error-prone development and
testing
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Current Situation - Static Communication Paths

Static communication paths
burned into edge (in-vehicle)
devices and the cloud
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Current Situation - Technology Gaps

Cold boot vs. Deep sleep
HTTP vs. MQTT

Wake up SMS vs. MQTT push
notifications

Deep Sleep

http:// VS.

Cold Boot
O

E. vs. IMQTT
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Current Situation - Software Development

Software development branches
for vehicle models are freezed
shortly after Start of Production

Copyright © HiveMQ & ESR Labs. All Rights Reserved. @ HIVEMQ



Current Situation - Remote Door Unlock
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Four Paradigms

Software Platform &
Development Kit

Software
Development Process
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Publish/
Subscribe

TOPIC: VEHICLE/LOCATION

SCHEMA: LOCATION_V1.0.0

DEFINITION:

MESSAGE LOCATION {
UINT64 TIME = 1;
DOUBLE LONGITUDE = 2;
DOUBLE LATITUDE = 3;
DOUBLE ALTITUDE = 4;
FLOAT BEARING = 5;
STRING PROVIDER = 6;

Domain Model
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Paradigm Shift 1 - Software Platforms & Development Kits

“The key in making great and growable
systems is much more to design how its
modules communicate rather than what

their internal properties and behaviors

should be”
(Alan Kay)
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Major design goals are simplicity, modularity
and security
Application framework composes features like
o deployment
o logging and monitoring
o debugging
o testing
Building blocks and constraints guide
developers
SDK with examples and documentation
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Paradigm Shift 1 - Software Platforms & Development Kits

Application/Services

Vehicle as a software platform
and companion SDKs for

Connected Car Infotainment Autonomous
SDK SDK Driving

embedded body domain
infotainment domain
connected car domain
autonomous driving domain
cloud domain

o O O O O
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Paradigm Shift 2 - Publish / Subscribe

is perfect for Automotive

Publisher:
Speed Meter

Subscribe to topic: speed

&
<
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Paradigm Shift 2 - Publish / Subscribe

Simple, clean and robust messaging

o paradigm

o Topic-based publish/subscribe fits best

% for most loT use-cases

Build loosely coupled, flexible, scalable and
— easy to test (async) software systems

o Dependency avoidance, updateability,

monitorability, access control.
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Paradigm Shift 2 - Publish / Subscribe

Communication supports one-to-many,
many-to-one, and many-to-many

paradigms
-m Data streams (data flow thinking)
e , Service-oriented architectures complect
j‘i distributed systems and add dependencies
e % RPC for session-based communication,
e.g. control shared resources like

telephony module
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Paradigm Shift 3 - Domain Model

Topic: vehicle/location

Schema: location_v1.0.0

Definition:

message Location {
uint64 time = 1;
double longitude = 2,
double latitude = 3;
double altitude = 4;
float bearing = 5;
string provider = 6;

In software engineering, a domain
model is a conceptual model of the
domain that incorporates both
behaviour and data (Wikipedia)

@ @ HIVEMQ

Copyright © HiveMQ & ESR Labs. All Rights Reserved.



Paradigm Shift 3 - Domain Model

Topic: vehicle/location
Schema: location_v1.0.0

Build unified, versioned domain model for all
vehicle domains including cloud

Definition:

message Location { Use Interface Definition Language (IDL) which is
uint64 time = 1: available for many prog. languages, e.g. ProtoBuf
double longitude = 2, Applications are build using application
double latitude = 3; framework, the publish/subscribe mechanism
double altitude = 4: and the domain model

float bearing = 5;
string provider = 6;
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App development based on application
framework and versioned SDKs

Short software development and test cycles

Test automation to test and support apps on
various platform versions (old vehicle models)

Small teams
Focus on quality and time-to-market
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How to Bring Paradigms to Life

Over-The-Air update full stack architecture

Gateway ECU

Vehicle Domain
= Apps
FlexRay

ECU TP Router

Online Update Service
Ethernet

ECU System Services

Mindroid

Car Cloud

I Third Party Systems I

—aa

loT Cloud build for simplicity
and scalability:

- Containerized (Docker)
Kafka Message Broker
MQTT Broker Cluster
Microservices
Cloud agnostic (AWS,
Azure, etc.)

SDK

Best practices
Infrastructure as code
Automated deployments
Automated integration
tests
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SW platform mindset and OTA updates

1.  Software Platform and Development Kits
Application development based on SDKs and API levels ensures compatibility with
various platform versions

2.  Publish/Subscribe Messaging
Topic-based publish/subscribe messaging allows for building loosely coupled applications
and services

3. Domain Model
The unified, versioned domain model builds the foundation for application and
service interaction as well as for testing

4. Software Development Process
Small teams build apps that are developed, tested and deployed continuously
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Solutions for the Automotive Industry
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HiveMQ MQTT Broker

HIVEMQ
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Automotive Customers

Q11D DAIMLER

Connected car platforms

Car sharing services (Siriusxm)) AU ECARX

AUTONOMIC®

Connected car services
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Enterprise MQTT Platform HIVEMQ

Devices

Unreliable
network

{ MQTT  DATA )

HiveMQ Platform

HIVEMQ

Control Center

jiomauweld suoisuaixy

Protocol
Integration

Enterprise

Enterprise Systems
* Oracle DB

o BB Kafka

Y8 - OAuth Server

=

8 0T Platform

=8 - Device Management
* Analytics / ML

Kubernetes, Docker, OpenShift

Public or private cloud (AWS, MS Azure...) or on-premise
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Current Situation - Remote Door Unlock
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Fast and Reliable Response Connected Car

Mobile app using SMS/HTTP took up to 30 secs to unlock door.
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HiveMQ solution M” (" >

Always-on connectivity for all devices
HiveMQ runs on expandable Kubernetes cluster
MQTT is designed for network low latency and Push communication

HiveMQ implements all quality of service levels to guarantee delivery

Sub-second response time to unlock car
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Remote Door Unlock with MQTT

MQTT
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HiveMQ for Connected Cars

Persistent Always-on Client Connections

Instant communication with millions of cars
and less cost for bandwidth

VLU UL UL L b abbdatted 4obad )

Always available, elastically scalable and no data
loss

Open API enables Custom Integration for
Enterprise requirement

Observability and Insights for Operations
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LABS
Embedded Software Backends
Edge (in-vehicle) side Cloud side
. . Capability
0 A e, —, e —————————— N
S -"j” _"_S_T‘j“ik_ ____________________________ R Design, architecture, and development across
,__\'_ ______________________ '_________________________'/__ entire SW stack incl. Cl/CD process, HW/SW
4’,/ ! iAot ; i ! | integration, app frameworks and applications.
L Applications and Services '\ Automated CI/CD Pipeline :
| [ Applicaion Frameworks, 1 oot Assets
. Middleware : P TTT Ty .
b e : ' Kafka, MQTT, HTTP, SQL, : End-to-end OTA platform allowing OEMs to
Full 111 Operating Systems ! i ELK, Docker, Kubernetes, ... ! deliver and install software OTA
Stack | ! | @mxRTOS) | ey
ol pooollIITITITTIIIITT ' Infrastructure as Code (laC) | Collaboration rooted in design-thinking and
< i HW/SW Integration L TTTTT e simplicity— yet precision and accuracy in
R s ' functional safety (ASIL, SPICE) and E2E
HW System Design AWS, Azure, GCP automotive security/privacy
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Build a distributed system platform including SDKs &
no black boxes

Build extensible, loosely coupled publish/subscribe
messaging systems, for both in-vehicle and
vehicle-to-cloud communication

Close technology gaps: it's all there, you have to
combine the pieces in the right way

Enable software updates by development processes

Think in customer experience
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Conclusion

“Simplicity is prerequisite for reliability”
(Edsger W. Dijkstra)
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ANY
QUESTIONS?

Reach out to community.hivemg.com

@HIVEMQ



https://community.hivemq.com/
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