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[bookmark: _Toc202965487]The Agreement
Guidance Notes [highlighted] are provided throughout this “Call Off Order Form for buyers. Please remove before sending this form to the Supplier(s).  
Guidance Note to buyers: please enter the required details in [bracketed and highlighted areas] throughout this form.
[The information in ANNEX NINE and ANNEX TEN are the Supplier’s terms for Data protection and processing.  These Annexes need to be agreed between the Purchasing Authority and the Supplier.  These Annexes have not been pre-agreed as part of the Framework]
THIS Agreement is made on the [Day] of [Month and year] 
BETWEEN:-
(1)	[Name of the purchasing organisation] whose principal office is [Registered or main office address of organisation] (‘the Purchasing Authority’); and
(2)	ProQuest LLC whose registered office is at 789 E. Eisenhower Parkway, PO Box 1346, Ann Arbor, MI 48106-1346, USA (‘the Supplier).
The Supplier is an appointed supplier of the NICE Framework for Knowledge Resources Agreement and agreed to provide the Service(s) and Deliverable(s) under the terms of the Framework Agreement (contract number: NICENHSFA/2528).

	Reference
	NICE Framework for Knowledge Resources: contract number NICENHSFA/2528

	Agreement Title
	Supply of the following knowledge resources:
Subscription to / purchase of [ ] 

	Commencement Date
	[Agreement start date]


	Expiry Date
	[Agreement expiry date]


	Agreement Price
	[Enter total value of purchase (excluding VAT)]


	Purchase Order Number
	[Enter purchase order number if applicable otherwise state NOT USED]


	Contract Number
	[Enter contract number if applicable otherwise state NOT USED]



[bookmark: _Toc202965488]Introduction
This Call Off Order Form and the “Call Off Terms & Conditions” (which together form the “Call Off contract”) is issued under the NICE Framework for Knowledge Resources (NICENHSFA/2528), which will be referred to in this document as “the Framework”. 
The “Call Off Terms & Conditions” document is available at: https://www.nice.org.uk/about/nice-communities/library-and-knowledge-services-staff/buy-books-journals-and-databases which will be referred to as the “Framework Website”.  The Purchasing Authority must complete this Call Off Order Form and send to the Supplier with reference to the “Call Off Terms & Conditions” (the Call Off Contract). 
The Purchasing Authority should use this Call Off Order Form to specify requirements for the Service(s) and Deliverable(s) when placing an Order.
There are terms from the “Call Off Terms & Conditions” document that may be referred to in this Call Off Order Form. Words and expressions in this Call Off Order Form will be interpreted to have the meanings as defined in clause 4: Definitions of the “Call Off Terms & Conditions”.
The Call Off Order Form cannot be used to alter existing terms or add any extra terms that materially change the Service(s) & Deliverable(s) offered by the Supplier and defined in the quote.

[bookmark: _Toc202965489]Principal Contact Details
For the Purchasing Authority:
Job Title: [Enter title]
Name: [Enter name]
Email: [Enter email]
Phone: [Enter phone number]
For the Supplier:
Name: Darren Roberts
Email:  darren.roberts@clarivate.com
Phone: 
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	Term
	This Call-Off contract Starts on the Commencement Date and is valid until and including the Expiry Date.

(Guidance Note: The Term is subject to clauses 10: Term of the “Call Off Terms & Conditions”)

	Termination
	The notice period for the Purchasing Authority is a maximum of [30] days from the date of written notice for Termination without cause. 

(Guidance Note: agree a suitable notice period for the purchase, small value contracts 30 days would be suitable, 60 or 90 days for high value or multi-year contracts).

	Extension Period/ Renewal 
	This Call-off contract can be extended by the Purchasing Authority for 1 or 2 period(s) of 12 months each, by giving the Supplier 3 months written notice before its expiry. 

(Guidance Note: the extension period should not exceed the maximum permitted under the Framework Agreement which is 2 periods of up to 12 months each.)
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	Lots
	This Call-Off contract is for the provision of Knowledge Resources under:
· Lot 1: Sole supplier - direct award 

	Service(s) & Deliverables required
	The Service(s) & Deliverable(s) to be provided by the Supplier under the above Lot are detailed in Annex ONE: Specification to this Call-Off Order Form 

(Guidance Note: You MUST complete Annex ONE ).

	Licence Terms
	The following licences form an integral part of this Agreement, please state which contractual document shall be used:
[Delete as appropriate].
· The HSCC Licence.



	Core Standards, Service Level Agreements (SLAs), Key Performance Indicators (KPIs):
	The core standards and any associated SLAs and KPIs used are as detailed in Annex TWO for Suppliers and Annex THREE (where the Supplier is an Agent) of the Call-Off Terms & Conditions.


	Limit on Parties’ Liability
	The annual total liability for all Defaults will not exceed the greater of 125%of the Agreement Price by the Purchasing Authority to the Supplier during the Call-Off contract Term (whichever is the greater).

The aggregate liability in circumstances where the Purchasing Authority terminates this Agreement shall not exceed the greater of 125% of the Agreement Price payable by the Purchasing Authority to the Supplier.

(Guidance Note: consider what figure will represent adequate cover for potential loss for contract breaches. 125% is often used or include a figure that adequately covers your potential loss. The percentage (or a fixed amount) can be negotiated with the Supplier. See clauses 20: Liability and Indemnity and 21: Limitation of Liability of the “Call Off Terms & Conditions”.)

	Insurance
	The insurance(s) required will be:
[Amend as appropriate]
· a minimum insurance period of [6 years] following the expiration or ending of this Call-Off contract; 
· professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the Services. This professional indemnity insurance cover will have a minimum limit of indemnity of [£1,000,000] for each individual claim or any higher limit the Purchasing Authority requires (and as required by Law);
· employers' liability insurance with a minimum limit of [£5,000,000] or any higher minimum limit required by Law.

(Guidance Note: consider if the above are appropriate to your purchases and make any necessary changes, provided they comply with clauses 22: Insurance of the “Call Off Terms & Conditions”.)

	Force Majeure
	[bookmark: _Hlk56512890]Either Party may terminate this Order Agreement if the other Party is affected by a Force Majeure Event that lasts for more than [14] consecutive days.

(Guidance Note: see clauses 34: Force Majeure of the “Call Off Terms & Conditions”.)

	Purchasing Authority’s Responsibilities
	The Purchasing Authority is responsible for [enter text].

(Guidance Note: e.g., providing user base numbers to the Supplier; technical implementation responsibilities that might impact access to databases or Supplier’s delivery of the Service).
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	Performance of the Service(s) and Deliverable(s)
	NOT APPLICABLE

	Warranties, Representations
	NOT APPLICABLE

	Additional Terms
	Within the scope of the Call-Off contract, the Supplier will meet the Additional Terms as detailed in Annex SIX: Additional Terms.

(Guidance Note: ensure any amendments or refinements are subject to clause 2. Overriding Provisions and clause 16. Licences to this Agreement of the “Call Off Terms & Conditions”).


	Alternative Clauses
	If the Purchasing Authority is based in England or Wales, then there are no alternative clauses.

If the Purchasing Authority is based in Northern Ireland, then the Alternative Clauses in Annex TWO: Schedule for Northern Ireland Law apply.

If the Purchasing Authority is based in Scotland, then the Alternative clauses in Annex THREE: Schedule for Scottish Law, apply.


	Personal Data and Data Subjects
	See Annex SEVEN: Personal Data Processing Instructions. Annex 9 as well
(Guidance Note: Annex SEVEN is worded for personal data processed for the purposes of NHS OpenAthens authentication and identity management in England ONLY)
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	Subcontractors or Partners
	NOT APPLICABLE
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	Payment & Invoicing

	Fixed Agreement Price
	Subject to clauses 11: Agreement Price of the “Call Off Terms & Conditions”, the price is fixed and shall not be subject to any increase whatsoever by the Supplier during the Term. 

The total value of this Call-Off contract is the Agreement Price stated in clause 1.3.

The schedule for payment & invoicing is shown in ANNEX FOUR.

	Payment Method
	The payment method for this Call-Off contract is [enter payment method].
e.g., BACS, GPC card

	Payment Profile
	The payment profile for this Call-Off contract is [monthly/quarterly in arrears / advance].

(Guidance Note: many Suppliers offer payment options, state here which method of payment and profile has been agreed. The Purchasing Authority does NOT have to agree to payment in advance – check with your procurement team.)

	Invoice Frequency
	The Supplier will issue electronic invoices in accordance with the payment profile above. The Purchasing Authority will pay the Supplier within [30] days of receipt of a valid invoice. 

	Invoice Delivery
	Invoices will be sent to [enter name and contact information].

	Invoice Details Required
	All invoices must state:
· currency; 
· contract or purchase order number;
· title(s) of knowledge resource(s) purchased;
· period of service being invoiced.
(Guidance Note: include other relevant details required by your organisation.)

	Agent supply only
	NOT APPLICABLE


	Breakdown Call-Off Contract Charges
	As described in Annex FOUR: Pricing Schedule 
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By signing and returning this Call Off Order Form, the Supplier agrees to enter a Call-Off contract with the Purchasing Authority.
The Parties agree that they have read the Call Off Order Form and the “Call Off Terms & Conditions” terms and by signing below agree to be bound by this Call-Off contract.
This Call-Off contract will be formed when the Purchasing Authority acknowledges receipt of the signed copy of the Call Off Order Form from the Supplier.
In cases of any ambiguity or conflict, the terms and conditions of this Call Off Order Form will supersede those of the Supplier terms and conditions as per the order of precedence set out in clauses 2: Overriding Provisions to the “Call Off Terms & Conditions”.
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AS WITNESS the hands of the parties the day and year below first written.
[bookmark: _Toc57631832][bookmark: _Toc58936973]Authorised Signatories (complete tables below)
	For and on behalf of The Supplier:

	Signature


	Print Name


	Date


	Position 
(Budget Holder)




	For and on behalf of The Purchasing Authority

	Signature


	Print Name


	Date


	Position 
(Budget Holder)
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(Guidance Note: to be defined by the Purchasing Authority and / or Beneficiary as detailed in the Call Off Order Form).
[Enter details of the purchase - example details are provided below (add and delete as appropriate):

· Subscription to the knowledge resources stated in the Agreement Title & Description.
· Unlimited and concurrent access.
· Authorised Users: defined as all eligible users under the OpenAthens NHS Eligibility criteria within (geographic location / Trust name, org name / ICS name (deleted as appropriate).
· Format: ProQuest platform.
· Content discovery requirements: (link resolvers; RDS; via IP address). 
· Reporting and monitoring requirements from the Supplier: [e.g. COUNTER 5 stats Monthly/ annual review meeting]

· The Supplier’s helpdesk and support contact details.

· Technical specification for the provision of a database API, ability to integrate content into national or local Resource Discovery Systems (RDS)
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1. This Annex TWO: “Schedule for Northern Ireland Law” may be included as an annex to the “Call Off Order Form” to adapt the terms set out in the “Call Off Terms & Conditions” document, so that the Agreement is under Northern Ireland Law as follows:
2. Clause 25: Staff Resources: 
Clause 25.2: substitute “the Equality Act” with “Section 75 of the Northern Ireland Act 1998.” 
Clause 25.3: substitute “the Equality Act” with “Section 75 of the Northern Ireland Act 1998.” 
3. Changes to Clause 32: Dispute Resolution Procedure: 
Clause 32.4: substitute the full clause 32.4 with the following wording: “If the Dispute is not resolved at that meeting, the Parties can attempt to settle it by mediation using the Dispute Resolution Service of Northern Ireland (DRS) Code of Practice current time at the time of the Dispute. If the Parties cannot agree on a mediator, the mediator will be nominated by DRS.” 
Clause 41: Law: 
Clause 41.1 the term “English courts” shall be replaced with “N. Ireland courts.”
Clause 41.1 the term “English Law” shall be replaced with “the Law of Northern Ireland.”


[bookmark: _Toc202965499]
ANNEX THREE: Schedule for Scottish Law
1. This Annex TWO: “Schedule for Scottish Law” may be included as an annex to the “Call Off Order Form” to adapt the terms set out in the “Call Off Terms & Conditions” document, so that the Agreement is under Scottish Law as follows:
5. Clause 8: Beneficiaries party to this Agreement:
Clause 8.2 the words “Contract (Rights of Third Parties) Act 1999” shall be replaced by “Contract (Third Party Rights) (Scotland) Act 2017 (CTPRSA)”. 
6. Changes to Clause 32: Dispute Resolution Procedure: 
Clause 32.4: add the following wording: “The governing law and jurisdiction provisions of CEDR’s Model Mediation Agreement shall be deemed to be amended to refer to the laws of Scotland and the Court of Session.”
Clause 41: Law: 
Clause 41.1 the term “English courts” shall be replaced with “Scottish courts.”
Clause 41.1 the term “English Law” shall be replaced with ““the Law of Scotland.”
7. 

[bookmark: _Toc202965500][bookmark: _Hlk57631162]ANNEX FOUR: Payment and Invoicing Schedule
The Supplier will invoice the Purchasing Authority or Beneficiary according to the schedule below for the Service(s) and Deliverable(s) provided and subject to invoicing terms in section 21: Invoicing and Payment to the “Call Off Terms & Conditions” document. Insert payment table below:
[Guidance Note: it is suggested a payment table is added stating when invoices are sent, their cost and any VAT value and when payment is due for payment, so this is clear for both parties]


  



[bookmark: _Toc202965501][bookmark: _Hlk57644847]ANNEX FIVE: Beneficiaries Party to this Agreement 
[bookmark: _Toc332027980][bookmark: _Toc343521567]The Beneficiaries listed below shall be party to this Agreement and are the Beneficiaries to which the Purchasing Authority has purchased the Service(s) and Deliverable(s) as set out in the Specification (Annex ONE to the “Call Off Order Form”) in partnership, collaboration or consortia:
	[bookmark: _Toc332027981][bookmark: _Toc343521568]Organisation 
[bookmark: _Toc332027982][bookmark: _Toc343521569](from Beneficiaries List)
	[bookmark: _Toc332027983][bookmark: _Toc343521570]Address
	[bookmark: _Toc332027984][bookmark: _Toc343521571]Contact Name of Beneficiary

	
	
	

	
	
	

	
	
	


 


[bookmark: _Toc202965502][bookmark: _Hlk57645294]ANNEX SIX: Additional Terms
(Guidance Note: The Purchasing Authority shall use this Annex SIX to set out the terms for any additional or amended terms to the” Call Off Terms & Conditions” or Service requirements which are not contained in the “Health & Social Care Content (HSCC) Licence” or the Publisher’s licence. 
Example terms / clauses set out in this ANNEX Six might include in the event that the Purchasing Authority and Supplier agree:
to amend any of the clauses under 29: Data Protection to “Call Off Terms & Conditions”, or replace with the Supplier’s Data Protection schedule, all amendments / additions should be clearly stated in this Annex;
additional usage clauses which are not contained in the “Health & Social Care Content (HSCC) Licence”;
continuous improvement service deliverables / timescales such as platform functionality enhancements;
communications and marketing responsibilities, guidance criteria;
additional or amended KPIs to those set out for either non-Agent supply or Agent supply core standards on the Framework website (buyers should note that all essential requirements are non-negotiable.)
If no additional terms are required, then this Annex is marked NOT USED.)

[bookmark: _Toc202965503][bookmark: _Hlk57645088]ANNEX SEVEN: Personal Data Processing Instructions for Authentication
(Guidance Note – this annex should be completed by the Purchasing Authority in conjunction with clauses 29. Data Protection of the “Call Off Order Terms & Conditions” for the agreed authentication method required to access the Service(s) and Deliverable(s). The guidance provided for each section in the table below is for completion when using NHS Open Athens authentication and may need to be amended as appropriate to authentication method to be used.)
Please note: that this annex is worded solely for access and authentication via NHS Open Athens in England ONLY. Please amend or add an additional table for access and authentication via alternative routes e.g. IP, supplier logon / password.
For Personal Data passed to the Supplier through the OpenAthens Authentication System  
	Subject matter of the processing
	Granting and allowing access to the Licensed Materials using attributes passed to the Supplier from the OpenAthens authentication service” 

	Duration of the processing
	From the Commencement date to one month after the Expiry date 
(Guidance Note: One month after the Expiry date allows for an orderly closedown of service and resolution of issues. Can be amended as required).

	Purposes of the processing
	Where the Supplier requires any personal identifiable attributes from the OpenAthens authentication service, the Supplier may only use such attributes for the purposes of allowing access to Licensed Materials for that individual and no other.

	Nature of the processing
	The Supplier may only use personal identifiable data for the purposes of allowing access to Licensed Materials for that individual and no other.

	Type of Personal Data
	The following attributes from the Open Athens authentication service: Persistent user identifier; Organisation ID; Entitlement; Role.

	Categories of Data Subject
	Eligible persons as defined on the NICE Framework website.at: https://www.nice.org.uk/about/what-we-do/evidence-services/journals-and-databases/openathens/openathens-eligibility) 

	Plan for return and destruction of the data once the processing is complete
	Unless there is a statutory obligation to preserve the data the Supplier shall not store personal identifiable attributes. The attributes will be deleted on the closing of each user session.


[bookmark: _Hlk57645220][bookmark: _Toc202965504]
ANNEX EIGHT: Variation to Agreement - Template
Schedule 1 to the Agreement between the Purchasing Authority and the Supplier of                  on the     Day of   20     (“the Agreement”).
For the purposes of this Memorandum of Agreement:
	the “Purchasing Authority Commissioning Manager”
	means the individual from time to time appointed by the Purchasing Authority and notified to the Supplier in writing responsible for the co-ordination of the development specified below;



This Memorandum of Agreement, pertain to the development of [add details] (the “Services and Deliverables”) to be undertaken by the Supplier and is agreed by the Supplier and the Purchasing Authority as a current addition to Annex ONE to the Call Off Order Form.
The Development Services and Supply will:
be developed by the Supplier in compliance with the Specification or annex(es) contained in this Memorandum, and
be developed and delivered in accordance with the terms and conditions of the Agreement.
This Development Services and Supply consists of:

[To be completed]

The Scope and this Memorandum may only be varied with the prior written agreement of the Purchasing Authority, such agreement (if given) not to be unreasonably delayed.
The Milestones for deliverables which are required by the Purchasing Authority are detailed in this Memorandum.  The Purchasing Authority requires, and the Supplier will deliver [annually, quarterly, monthly] a Monitoring Report in the form and by the times set out within the Schedule for Reporting & Monitoring.  
Milestones 
	Due Date
	Milestone


	
	

	
	

	
	



The Supplier shall be deemed to have completed a Milestone by the Due Date notwithstanding any delay beyond the Due Date if such delay would not have occurred but for any act or omission of the Purchasing Authority, anything done or omitted to be done on the Purchasing Authority instructions or any other act or omission of a third party which was beyond the reasonable control of the Supplier (for the avoidance of doubt such third parties do not include the Supplier’s sub-Contractors,). 
Terms defined in the Agreement shall bear the same meanings in this Memorandum of Agreement, unless otherwise stated, or the context otherwise requires.


	Signature on behalf of the Supplier

Name 

Title

Date
	Signature on behalf of the Purchasing Authority
Name 

Title

Date





[bookmark: _Toc202965505]ANNEX NINE: Supplier’s Data Protection Schedule
(Guidance Note – this annex is provided to place the Supplier’s Data Protection Schedule where agreed by the Purchasing Authority.  Some Knowledge Resources are supplied from outside the UK and the Supplier may require separate Data Protection requirements to be signed up to.)
[The information in ANNEX NINE and ANNEX TEN are the Supplier’s terms for Data protection and processing.  These Annexes need to be agreed between the Purchasing Authority and the Supplier.  These Annexes have not been pre-agreed as part of the Framework]
Each of us (Supplier and Purchasing Authority) will at all times collect, disclose, store or otherwise process personal data in accordance with the EU General Data Protection Regulation (EU GDPR), UK General Data Protection Regulation (UK GDPR), UK Data Protection Act 2018, and other applicable laws relating to the use of personal data relating to individuals ("Data Privacy Laws"), including without limitation any laws relating to individual rights and cross-border transfers. At all times, we will treat personal data in accordance with our Privacy Notices, and the Supplier’s Privacy Notice is incorporated by reference into these terms. Each of us will use reasonable efforts to assist one another in relation to the investigation and remedy of any investigation, claim, allegation, action, suit, proceeding or litigation with respect to an alleged breach of Data Privacy Laws in relation to activities under this Agreement. Each of us will maintain, and will require any third party data processors to maintain, appropriate physical, technical and organizational measures to protect the personal data. Purchasing Authority may not, use personal data included in the products (to the extent such data was not provided by Purchasing Authority or collected by Supplier on your behalf) to send bulk or mass emails or email blasts; to publish or distribute any advertising or promotional material; or to otherwise use such data in a manner that is prohibited by applicable law or the EU GDPR, UK GDPR or UK DPA. Purchasing Authority may not, for any purpose whatsoever, process (nor allow to be processed) any personal data that is within the products (to the extent such data was not provided by Purchasing Authority or collected by Supplier on the Purchasing Authority’s behalf) in any AI technologies. Purchasing Authority acknowledges that it is responsible for its own compliance with Data Privacy Laws, including, where applicable, determining the legal grounds for processing such data. If we process personal data as a processor on Purchasing Authority behalf, the terms of the data processing addendum at https://clarivate.com/terms-of-business are hereby incorporated by reference. ‘Data controller’, ‘personal data’ and ‘process’ will have the meaning given in the EU GDPR or the data processing addendum, where applicable.

Cross-border data transfers under the agreement between the parties (“Agreement”)
1. GDPR data transfers. To the extent that one party of the Agreement (“Party” or collectively “Parties”) is based outside the European Union (“EU”)/European Economic Area (“EEA”) and receives any personal data that is processed in the context of the services provided under the Agreement (“Personal Data”) protected under the EU General Data Protection Regulation (“GDPR”), but no adequacy decision within the meaning of Article 45(3) GDPR applies to the transfer, the Parties agree to enter into the EU SCCs by entering into this Agreement. Therefore, the standard contractual clauses for the transfer of personal data to third countries pursuant to the GDPR adopted by the European Commission, in particular Module One (controller to controller), as updated from time to time (“EU SCCs”) shall be deemed incorporated to this Agreement, whereas the Party based outside the EU/EEA this being “the Supplier” shall be the “data importer” and the other Party the “Purchasing Authority” the “data exporter”. In particular, the Parties agree that (i) Clause 7 of the EU SCCs shall not apply, (ii) the law of the Member State as identified under the Agreement shall apply and if no Member State law is agreed, the law of Ireland, (iii) there shall be no dispute resolution body (Clause 11), and (iv) the choice of forum under Clause 18 shall be as agreed in the Agreement and if no courts of a Member State are agreed, the courts of Ireland shall be agreed. Annex 1 of the EU SCCs shall be completed as follows: (i) under Section A, one Party shall be the “data exporter” this being the Purchasing Authority and shall have the role of a controller and the other Party, the Supplier shall be the “data importer” and shall have the role of controller, together the Parties act as independent controllers, whereas both Parties’ address and contact persons are set out in the Agreement at Principal Contact Details, Clause 3 of the Agreement. 
ANNEX TEN of the Agreement, (ii) under Section B, the description of the transfer (i.e. categories of data subjects whose personal data is transferred, categories of personal data transferred, sensitive data transferred (if applicable), frequency of the transfer, nature of the processing, purpose(s) of the data transfer and further processing, retention period or retention criteria and, for transfers to (sub-)processors, also the subject matter, nature and duration of the processing) shall be set out in ANNEX TEN of this Agreement and (iii) under Section C of ANNEX TEN, the competent supervisory authority shall be the authority competent for the data exporter as identified under Clause 13 of the EU SCCs and/or shall be the competent supervisory authority in Ireland. The required information under Annex 2 of the EU SCCs is set out in ANNEX TEN below.
2. UK data transfers. To the extent that one Party is based outside the United Kingdom (“UK”) and receives Personal Data protected under the GDPR as adopted by the UK (“UK GDPR”), but no adequacy finding under the UK adequacy regulations applies, the Parties agree to enter into the EU SCCs in the form as set out under paragraph 1 above amended by the “International Data Transfer Addendum to the EU Commission Standard Contractual Clauses (Version B1.0, in force 21 March 2022)” as issued by the UK Information Commissioner’s Office (“UK Addendum”) which shall be deemed incorporated to this Agreement by reference.
3. FADP data transfers. To the extent that one Party is based outside Switzerland and receives Personal Data protected under the Swiss Federal Act on Data Protection (“FADP”), but no adequacy decision under the FADP applies, the Parties agree to enter into the EU SCCs in the form as set out under paragraph 1 above which shall be amended as follows: (i) the references to the GDPR are to be construed as references to the corresponding provisions in the FADP, (ii) the references to “EU”, “Union”, “Member State” and “Member State law” shall be interpreted as references to Switzerland and Swiss law, as the case may be, (iii) the competent supervisory authority to be named in Annex I is the Eidgenössischer Datenschutz- und Öffentlichkeitsbeauftragter, (iv) Swiss law shall apply (Clause 17), (v) the choice of forum and jurisdiction in Clause 18 shall be Switzerland, and (vi) the term “Member State” in Clause 18(c) shall not be construed in a way to exclude data subjects having their place of residence in Switzerland from claiming for compensation.
4. Precedence. The Parties agree that this clause shall replace any existing clause regulating the cross-border transfer of Personal Data that the Parties may have previously agreed on in connection with the services under this Agreement. In the event of any conflict or inconsistency between this clause and the remainder of the Agreement with respect to the processing of Personal Data, the provisions of the following documents (in order of precedence) shall prevail: (i) EU SCCs; then (ii) this clause; and then (iii) the remainder of the Agreement (which shall be interpreted in accordance with any order of precedence set forth therein). 


https://clarivate.com/trust-center/security-compliance/
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Details of Data Processing
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[bookmark: _cp_change_513][bookmark: _cp_change_512]This Annex Ten outlines the specific details of data processing activities where the Supplier and the Purchasing Authority act as controllers.

Data Controller / Exporter: 
Supplier in the Agreement

Data Controller / Importer
Purchasing Authority in the Agreement.

Subject matter: 
The subject matter of the data processing under this Agreement is the Purchasing Authority’s Personal Data.

Duration of processing: 
Supplier will process the Purchasing Authority’s Personal Data as outlined in this Agreement.

Purpose and nature of processing: 
The purpose and nature of the processing of the Purchasing Authority’s Personal Data shall include processing as necessary: (i) to provide the Services in accordance with the Agreement; (ii) to fulfil the Supplier’s contractual obligations under the Agreement; (iii) to comply with any other reasonable instructions provided by the Purchasing Authority as set out in the Agreement  (e.g., via email or support tickets) that are consistent with the terms of the Agreement; (iv) to keep the Services up to date and performant, to enhance user productivity, reliability, efficiency, quality and security; (v) to fix bugs and troubleshoot issues with the services; and (vi) as set forth by such applicable Service below.

Categories of data subjects: 
Supplier acting as one Controller may submit Purchasing Authority’s Personal Data to the Services, the extent of which is determined and controlled by Purchasing Authority in its sole discretion, and which may include, but is not limited to Purchasing Authority’s Personal Data relating to the categories of data subjects set forth by Service below.
	
Categories of personal data:
Supplier acting as one Controller may submit Purchasing Authority’s Personal Data to the Services consistent with the purposes for which the Services are provided, the extent of which, subject to any restrictions set forth herein or the Agreement, is determined and controlled by Purchasing Authority as a controller in its sole discretion, and which may include, but is not limited to the categories of personal data set forth by Service below and in product documentation provided. 

Special Categories of Personal Data:  
Supplier does not want to, nor does it intentionally, collect or process any Special Categories of Personal Data in connection with the provision of the Service.



Processing operations: 
Purchasing Authority’s Personal Data will be processed in accordance with the Agreement (including this Annex and any Statements of Work or Order Forms) and as necessary to provide, maintain and improve the Services provided to Purchasing Authority pursuant to the Agreement and/or as compelled by applicable law, and may be subject to the following processing operations:
Any operation or set of operations, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.

Frequency of personal data transfer:
Purchasing Authority’s Personal Data will be transferred at the outset and throughout the Term where necessary.
Period of retention:
Data will be retained during the Term of the Agreement and for a set period thereafter in accordance with the Supplier’s data retention guidelines and procedures and/or data retention policy.
The descriptions above also apply to the Supplier’s transfers to Sub-processors.
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Technical and Organizational Measures

The technical and organizational measures applicable to the Service are described here (as updated from time to time in accordance with the Agreement).
 
Information Security Program
Supplier has a well-defined Information Security Program that encompasses relevant aspects of technical and organizational measures aligned with well-known industry standards for Information Security to protect the confidentiality, integrity and availability of information assets.
 
Personnel
All our staff for the Supplier are subject to our code of conduct encompassing our company’s values and mission. They are made aware of their responsibilities, our policies and standards and receive regular guidance and support from our Information Security team.

In accordance with relevant laws and regulations, adequate background verification checks are performed while recruiting an individual as permanent staff to reduce the possibility of threat to critical information assets.

We conduct mandatory information security training on an ongoing basis and provide supplemental training to specific target groups and individuals as required. Our staff are bound by obligations of confidentiality and understand the consequences for failing to adhere to our policies and their responsibilities.

An employee exit process is followed with the Supplier which involves revocation of system permissions/access rights and return of company assets in a timely manner.
 
Encryption of personal data 
Measures, including encryption, are used to ensure that personal data cannot be read, copied, modified or deleted without authorization during electronic transmission or transport, and that the target entities for any transfer of personal data by means of data transmission facilities can be established and verified. 
 
User Access management
Supplier has a well-defined process for granting access to information assets. We have established measures to prevent unauthorized persons from using data processing equipment including access management, log records and password protections.
User privileges to data processing equipment are granted to restrict access to such personal data in accordance with their roles and responsibilities to protect against unauthorized access and disclosure. Supplier password policy is defined across the board on all information assets, with a minimum length, complexity, password expiry, history and account lockout requirements in case of failed attempts.
 
Infrastructure security
Our services are offered through public and private networks. Communications are protected against eavesdropping by secure channels, and encryption. Supplier has secured its perimeter with Intrusion Prevention Systems (IPS), firewall and/or security groups for AWS to manage and restrict network access, and VLANS in our data center.
There are tiered controls, including the use of network segmentation, designed to ensure the appropriate level of protection to systems and data. 
 
Malware protection
In line with our policies, Supplier owned and supported operating systems which are hosted in our data centers or deployed in the cloud are protected with a next generation antivirus solution.
 
Patch management
We gather and review security threat intelligence from our internal vulnerability management tools, vendors and other third-party security organizations. Our patch management standard provides appropriate patching practices to our technology teams. Our security patching starts with evaluation and definition of the severity of the patch. Priority certification and full QA testing is employed to validate the stability and availability of the systems post-patching. At times, additional security controls may be implemented to provide mitigation against known threats.
 
Security monitoring
Supplier has a dedicated Network & Security Operations Center (NOC/SOC) that provides 24×7 logging and monitoring for logical network access to customer data and information asset usage. Security logs are sent to our SOC (Security Operation Center) for the purpose of real-time awareness, event correlation and incident response. Logging of data entry also takes place, to ensure that it is possible to check and ascertain whether personal data has been entered into, altered or removed from personal data processing systems and if so, by whom.
 
Security and Privacy Incident response
An incident response process is in place to address incidents as they are identified. Incidents are managed by a dedicated incident response team which follows a documented procedure for mitigation and communications. 
Supplier’s Incident Response process requires incidents to be effectively reported, investigated, and monitored to ensure that corrective action is taken to control and remediate security incidents in a timely manner.
 
Operations Security
Changes to operating information systems environment which includes changes to servers, network equipment and software are subject to formal change management process.
Backup copies of information and software are safely maintained for the purpose of data recovery in case of events such as system crash or accidental deletion of information.
 
Capacity management and monitoring
Monitoring of systems, services and operations are implemented to maintain the health of our operating environments. Management tools are implemented to monitor and maintain an appropriately scaled environment.
 
Vulnerability scanning
Supplier has implemented a multi-tiered security vulnerability management program that includes security checks and automated or manual security reviews, application and infrastructure vulnerability assessment scans. Measures are in place to assess, validate, prioritize, and remediate identified issues. 
Internet-facing sites on our global network are periodically scanned as a practice in our program focused on vulnerability management.
 
Risk Management
Our product and technology teams engage information security subject matter experts regularly to provide risk assessments services. Architecture reviews, vulnerability scans, application security testing and technical compliance reviews are several of the services performed during risk assessment activities.
Following risk assessment activities our Information Security Risk Management team consults with product and technology teams to develop remediation plans and roadmaps to address gaps in compliance, or areas of identified risk.
Additionally, our IT Governance, Risk and Compliance team performs audits against policies, standards and regulatory requirements, and registers findings for review and remediation initiatives within the business.
 
Physical security and third-party vendor management
All strategic datacenters, including cloud service providers hosting Supplier products, are deployed and managed to the physical security industry standards that Supplier has adopted. Our guidelines include requirements for physical security, building maintenance, fire suppression, air conditioning, UPS with generator back-up, and access to diverse power and communications. Supplier reviews third party datacenters assurance reports as part of our 

Vendor Risk Management program.
A variety of secure methods are used to control access to our facilities to ensure that access is only gained in a controlled way on an operational needs basis. Depending on the sensitivity of the facility, these methods may include some or all of the following: the use of alarm device or security service outside service times, Division of premises into different security zones, security staff, ID cards, electronic access control incorporating proximity card readers, physical locks and pin numbers.
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