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[bookmark: _Toc181017405]The Agreement
Guidance Notes [highlighted] are provided throughout this “Call Off Order Form for buyers. Please remove before sending this form to the Supplier(s).  
Guidance Note to buyers: please enter the required details in [bracketed and highlighted areas] throughout this form.
Guidance Note: [The information in ANNEX NINE are the Supplier’s terms for Data protection and processing.  This Annex needs to be agreed between the Purchasing Authority and the Supplier and has not been pre-agreed as part of the Framework]

THIS Agreement is made on the [Day] of [Month and year] 
BETWEEN:-
(1)	[Name of the purchasing organisation] whose principal office is [Registered or main office address of organisation] (‘the Purchasing Authority’); and
(2)	EBSCO International Inc whose registered office is at 6th Floor, Civic Centre Silver Street, Enfield, EN1 3XA (‘the Supplier).
The Supplier is an appointed supplier of the NICE Framework for Knowledge Resources Agreement and agreed to provide the Service(s) and Deliverable(s) under the terms of the Framework Agreement (contract number: NICENHSFA/2528).

	Reference
	NICE Framework for Knowledge Resources: contract number NICENHSFA/2528

	Agreement Title
	Supply of the following knowledge resources:
Subscription to / purchase of [Enter the name and description of the resources being purchased here] 

	Commencement Date
	[Agreement start date]


	Expiry Date
	[Agreement expiry date]


	Agreement Price
	[Enter total value of purchase (excluding VAT)]


	Purchase Order Number
	[Enter purchase order number if applicable otherwise state NOT USED]


	Contract Number
	[Enter contract number if applicable otherwise state NOT USED]



[bookmark: _Toc181017406]Introduction
This Call Off Order Form and the “Call Off Terms & Conditions” (which together form the “Call Off contract”) is issued under the NICE Framework for Knowledge Resources (NICENHSFA/2528), which will be referred to in this document as “the Framework”. 
The “Call Off Terms & Conditions” document is available at: https://www.nice.org.uk/about/nice-communities/library-and-knowledge-services-staff/buy-books-journals-and-databases which will be referred to as the “Framework Website”.  The Purchasing Authority must complete this Call Off Order Form and send to the Supplier with reference to the “Call Off Terms & Conditions” (the Call Off Contract). 
The Purchasing Authority should use this Call Off Order Form to specify requirements for the Service(s) and Deliverable(s) when placing an Order.
There are terms from the “Call Off Terms & Conditions” document that may be referred to in this Call Off Order Form. Words and expressions in this Call Off Order Form will be interpreted to have the meanings as defined in clause 4: Definitions of the “Call Off Terms & Conditions”.
The Call Off Order Form cannot be used to alter existing terms or add any extra terms that materially change the Service(s) & Deliverable(s) offered by the Supplier and defined in the quote.

[bookmark: _Toc181017407]Principal Contact Details
For the Purchasing Authority:
Job Title: [Enter title]
Name: [Enter name]
Email: [Enter email]
Phone: [Enter phone number]
For the Supplier:
Job Title: Director of Sales UK
Name: Claire Honeybourne
Email: choneybourne@ebsco.com
Phone: 07970 936031

[bookmark: _Toc181017408]Term
	Term
	This Call-Off contract Starts on the Commencement Date and is valid until and including the Expiry Date.

(Guidance Note: The Term is subject to clauses 10: Term of the “Call Off Terms & Conditions”)

	Termination
	The notice period for the Purchasing Authority is a maximum of [30] days from the date of written notice for Termination without cause. 

(Guidance Note: agree a suitable notice period for the purchase, small value contracts 30 days would be suitable, 60 or 90 days for high value or multi-year contracts).

	Extension Period/ Renewal 
	This Call-off contract can be extended by the Purchasing Authority for 1 or 2 period(s) of 12 months each, by giving the Supplier 3 months written notice before its expiry. 

(Guidance Note: the extension period should not exceed the maximum permitted under the Framework Agreement which is 2 periods of up to 12 months each.)



[bookmark: _Toc181017409]Purchasing Authority Contractual Details
	Lots
	This Call-Off contract is for the provision of Knowledge Resources under:
· Lot 1: Sole supplier - direct award 

	Service(s) & Deliverables required
	The Service(s) & Deliverable(s) to be provided by the Supplier under the above Lot are detailed in Annex ONE: Specification to this Call-Off Order Form 

(Guidance Note: You MUST complete Annex ONE ).

	Licence Terms
	The following licences form an integral part of this Agreement, please state which contractual document shall be used:
[Delete as appropriate].
· The HSCC Licence.


	Core Standards, Service Level Agreements (SLAs), Key Performance Indicators (KPIs):
	The core standards and any associated SLAs and KPIs used are as detailed in Annex TWO for Suppliers and Annex THREE (where the Supplier is an Agent) of the Call-Off Terms & Conditions.


	Limit on Parties’ Liability
	The annual total liability for all Defaults will not exceed the greater of 125%of the Agreement Price by the Purchasing Authority to the Supplier during the Call-Off contract Term (whichever is the greater).

The aggregate liability in circumstances where the Purchasing Authority terminates this Agreement shall not exceed the greater of 125% of the Agreement Price payable by the Purchasing Authority to the Supplier.

(Guidance Note: consider what figure will represent adequate cover for potential loss for contract breaches. 125% is often used or include a figure that adequately covers your potential loss. The percentage (or a fixed amount) can be negotiated with the Supplier. See clauses 20: Liability and Indemnity and 21: Limitation of Liability of the “Call Off Terms & Conditions”.)

	Insurance
	The insurance(s) required will be:
[Amend as appropriate]
· a minimum insurance period of [6 years] following the expiration or ending of this Call-Off contract; 
· professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the Services. This professional indemnity insurance cover will have a minimum limit of indemnity of [£1,000,000] for each individual claim or any higher limit the Purchasing Authority requires (and as required by Law);
· employers' liability insurance with a minimum limit of [£5,000,000] or any higher minimum limit required by Law.

(Guidance Note: consider if the above are appropriate to your purchases and make any necessary changes, provided they comply with clauses 22: Insurance of the “Call Off Terms & Conditions”.)

	Force Majeure
	[bookmark: _Hlk56512890]Either Party may terminate this Order Agreement if the other Party is affected by a Force Majeure Event that lasts for more than [14] consecutive days.

(Guidance Note: see clauses 34: Force Majeure of the “Call Off Terms & Conditions”.)

	Purchasing Authority’s Responsibilities
	The Purchasing Authority is responsible for [enter text].

(Guidance Note: e.g., providing user base numbers to the Supplier; technical implementation responsibilities that might impact access to databases or Supplier’s delivery of the Service).



[bookmark: _Toc181017410]Additional Purchasing Authority terms
	Performance of the Service(s) and Deliverable(s)
	NOT APPLICABLE

	Warranties, Representations
	NOT APPLICABLE

	Additional Terms
	Within the scope of the Call-Off contract, the Supplier will meet the Additional Terms as detailed in Annex SIX: Additional Terms.

(Guidance Note: ensure any amendments or refinements are subject to clause 2. Overriding Provisions and clause 16. Licences to this Agreement of the “Call Off Terms & Conditions”).

	Alternative Clauses
	If the Purchasing Authority is based in England or Wales, then there are no alternative clauses.

If the Purchasing Authority is based in Northern Ireland, then the Alternative Clauses in Annex TWO: Schedule for Northern Ireland Law apply.

If the Purchasing Authority is based in Scotland, then the Alternative clauses in Annex THREE: Schedule for Scottish Law, apply.


	Personal Data and Data Subjects
	See Annex SEVEN: Personal Data Processing Instructions. Annex 9 as well
(Guidance Note: Annex SEVEN is worded for personal data processed for the purposes of NHS OpenAthens authentication and identity management in England ONLY)


[bookmark: _Toc181017411]Sub-contractors
	Subcontractors or Partners
	The following is a list of the Supplier’s Subcontractors or Partners:
[Supplier to enter any subcontractors or partners or enter NONE].



[bookmark: _Toc181017412]Payment & Invoicing
	
	Payment & Invoicing

	Fixed Agreement Price
	Subject to clauses 11: Agreement Price of the “Call Off Terms & Conditions”, the price is fixed and shall not be subject to any increase whatsoever by the Supplier during the Term. 

The total value of this Call-Off contract is the Agreement Price stated in clause 1.3.

The schedule for payment & invoicing is shown in ANNEX FOUR.

	Payment Method
	The payment method for this Call-Off contract is [enter payment method].
e.g., BACS, GPC card

	Payment Profile
	The payment profile for this Call-Off contract is [monthly/quarterly in arrears / advance].

(Guidance Note: many Suppliers offer payment options, state here which method of payment and profile has been agreed. The Purchasing Authority does NOT have to agree to payment in advance – check with your procurement team.)

	Invoice Frequency
	The Supplier will issue electronic invoices in accordance with the payment profile above. The Purchasing Authority will pay the Supplier within [30] days of receipt of a valid invoice. 

	Invoice Delivery
	Invoices will be sent to [enter name and contact information].

	Invoice Details Required
	All invoices must state:
· currency; 
· contract or purchase order number;
· title(s) of knowledge resource(s) purchased;
· period of service being invoiced.
(Guidance Note: include other relevant details required by your organisation.)

	Agent supply only
	Subject to clauses 11.5 of the “Call Off Order Terms & Conditions,” in the case of Agent supply where the Publisher has not released to the Agent the fixed price for the following year(s) post year 1, the estimated price and the date the final fixed price shall be released by the Publisher is detailed below. 

[Add / delete the below as appropriate]
Year 1
Fixed price – [£xxx,xxx.xx] excluding VAT.

Year 2
Estimated price – [£xxx,xxx.xx] excluding VAT. 

Date fixed price release date from Publisher: [dd/mm/yyyy]

The Purchasing Authority and the Agent shall ensure that this Call Off Order Form is amended under clauses 32: Agreement or Specification Change or Variation, no later than 10 days after the Publisher has released the fixed price, to agree the final Agreement Price;

Or terminate the agreement on the expiry date.
OR state as described in Annex FOUR: Pricing Schedule.

(Guidance Note: delete section if not using Agent supply)


	Breakdown Call-Off Contract Charges
	As described in Annex FOUR: Pricing Schedule 


	Renewals
	Do renewals apply? [Yes / No].

(Guidance Note: where Yes – see clauses 11.8 and 11.9 of the “Call Off Terms & Conditions”).



[bookmark: _Toc181017413]Formation of Contract
By signing and returning this Call Off Order Form, the Supplier agrees to enter a Call-Off contract with the Purchasing Authority.
The Parties agree that they have read the Call Off Order Form and the “Call Off Terms & Conditions” terms and by signing below agree to be bound by this Call-Off contract.
This Call-Off contract will be formed when the Purchasing Authority acknowledges receipt of the signed copy of the Call Off Order Form from the Supplier.
In cases of any ambiguity or conflict, the terms and conditions of this Call Off Order Form will supersede those of the Supplier terms and conditions as per the order of precedence set out in clauses 2: Overriding Provisions to the “Call Off Terms & Conditions”.


[bookmark: _Toc181017414]Signatures
AS WITNESS the hands of the parties the day and year below first written.
[bookmark: _Toc57631832][bookmark: _Toc58936973]Authorised Signatories (complete tables below)
	For and on behalf of The Supplier:

	Signature


	Print Name


	Date


	Position 
(Budget Holder)




	For and on behalf of The Purchasing Authority

	Signature


	Print Name


	Date


	Position 
(Budget Holder)





 
[bookmark: _Toc443408025][bookmark: _Toc443411316][bookmark: _Toc443408026][bookmark: _Toc443411317][bookmark: _Toc443555351][bookmark: _Toc443555560][bookmark: _Toc443555675][bookmark: _Toc443555846][bookmark: _Toc443555353][bookmark: _Toc443555562][bookmark: _Toc443555677][bookmark: _Toc443555848][bookmark: _Toc443555356][bookmark: _Toc443555565][bookmark: _Toc443555680][bookmark: _Toc443555851][bookmark: _Toc443555367][bookmark: _Toc443555576][bookmark: _Toc443555691][bookmark: _Toc443555862][bookmark: _Toc443555373][bookmark: _Toc443555582][bookmark: _Toc443555697][bookmark: _Toc443555868][bookmark: _Toc443555374][bookmark: _Toc443555583][bookmark: _Toc443555698][bookmark: _Toc443555869][bookmark: _Toc443555386][bookmark: _Toc443555595][bookmark: _Toc443555710][bookmark: _Toc443555881][bookmark: _Toc443555725][bookmark: _Toc443555896][bookmark: _Toc443411347][bookmark: _Toc443411351][bookmark: _Toc443411352][bookmark: _Toc443411361][bookmark: _Toc443411363][bookmark: _Toc443411365][bookmark: _Toc443411369][bookmark: _Toc443411370][bookmark: _Toc443411372][bookmark: _Toc443411375][bookmark: _Toc443411378][bookmark: _Toc443411382][bookmark: _Toc443411384][bookmark: _Toc443411385][bookmark: _Toc443408059][bookmark: _Toc443411396][bookmark: _Toc443408061][bookmark: _Toc443411398][bookmark: _Toc443411413][bookmark: _Toc443411414][bookmark: _Toc443411415][bookmark: _Toc443411416][bookmark: _Toc443411424][bookmark: _Toc443408077][bookmark: _Toc443411439][bookmark: _Toc443408090][bookmark: _Toc443411452][bookmark: _Toc443408091][bookmark: _Toc443411453][bookmark: _Toc443411458][bookmark: _Toc443411459][bookmark: _Toc443411475][bookmark: _Toc443411477][bookmark: _Toc443411488][bookmark: _Toc443411514][bookmark: _Toc443411516][bookmark: _Toc443411518][bookmark: _Toc181017415]ANNEX ONE: Specification
(Guidance Note: to be defined by the Purchasing Authority and / or Beneficiary as detailed in the Call Off Order Form).
[Enter details of the purchase - example details are provided below (add and delete as appropriate):

· Subscription to the knowledge resources stated in the Agreement Title & Description.
· Unlimited and concurrent access.
· Authorised Users: defined as all eligible users under the OpenAthens NHS Eligibility criteria within (geographic location / Trust name, org name / ICS name (deleted as appropriate).
· Format: platform name.
· Delivery Address and agreed shipment details: (for print books or journals)
· Content discovery requirements: (link resolvers; RDS; via IP address). 
· Reporting and monitoring requirements from the Supplier: [e.g. COUNTER 5 stats Monthly/ annual review meeting]

· The Supplier’s helpdesk and support contact details.

· Technical specification for the provision of a database API, ability to integrate content into national or local Resource Discovery Systems (RDS)




[bookmark: _Toc181017416]ANNEX TWO: Schedule for Northern Ireland Law 
1. This Annex TWO: “Schedule for Northern Ireland Law” may be included as an annex to the “Call Off Order Form” to adapt the terms set out in the “Call Off Terms & Conditions” document, so that the Agreement is under Northern Ireland Law as follows:
2. Clause 25: Staff Resources: 
Clause 25.2: substitute “the Equality Act” with “Section 75 of the Northern Ireland Act 1998.” 
Clause 25.3: substitute “the Equality Act” with “Section 75 of the Northern Ireland Act 1998.” 
3. Changes to Clause 32: Dispute Resolution Procedure: 
Clause 32.4: substitute the full clause 32.4 with the following wording: “If the Dispute is not resolved at that meeting, the Parties can attempt to settle it by mediation using the Dispute Resolution Service of Northern Ireland (DRS) Code of Practice current time at the time of the Dispute. If the Parties cannot agree on a mediator, the mediator will be nominated by DRS.” 
Clause 41: Law: 
Clause 41.1 the term “English courts” shall be replaced with “N. Ireland courts.”
Clause 41.1 the term “English Law” shall be replaced with “the Law of Northern Ireland.”


[bookmark: _Toc181017417]
ANNEX THREE: Schedule for Scottish Law
1. This Annex TWO: “Schedule for Scottish Law” may be included as an annex to the “Call Off Order Form” to adapt the terms set out in the “Call Off Terms & Conditions” document, so that the Agreement is under Scottish Law as follows:
5. Clause 8: Beneficiaries party to this Agreement:
Clause 8.2 the words “Contract (Rights of Third Parties) Act 1999” shall be replaced by “Contract (Third Party Rights) (Scotland) Act 2017 (CTPRSA)”. 
6. Changes to Clause 32: Dispute Resolution Procedure: 
Clause 32.4: add the following wording: “The governing law and jurisdiction provisions of CEDR’s Model Mediation Agreement shall be deemed to be amended to refer to the laws of Scotland and the Court of Session.”
Clause 41: Law: 
Clause 41.1 the term “English courts” shall be replaced with “Scottish courts.”
Clause 41.1 the term “English Law” shall be replaced with ““the Law of Scotland.”
7. 

[bookmark: _Toc181017418][bookmark: _Hlk57631162]ANNEX FOUR: Payment and Invoicing Schedule
The Supplier will invoice the Purchasing Authority or Beneficiary according to the schedule below for the Service(s) and Deliverable(s) provided and subject to invoicing terms in section 21: Invoicing and Payment to the “Call Off Terms & Conditions” document. Insert payment table below:
[Guidance Note: it is suggested a payment table is added stating when invoices are sent, their cost and any VAT value and when payment is due for payment, so this is clear for both parties]


  



[bookmark: _Toc181017419][bookmark: _Hlk57644847]ANNEX FIVE: Beneficiaries Party to this Agreement 
[bookmark: _Toc332027980][bookmark: _Toc343521567]The Beneficiaries listed below shall be party to this Agreement and are the Beneficiaries to which the Purchasing Authority has purchased the Service(s) and Deliverable(s) as set out in the Specification (Annex ONE to the “Call Off Order Form”) in partnership, collaboration or consortia:
	[bookmark: _Toc332027981][bookmark: _Toc343521568]Organisation 
[bookmark: _Toc332027982][bookmark: _Toc343521569](from Beneficiaries List)
	[bookmark: _Toc332027983][bookmark: _Toc343521570]Address
	[bookmark: _Toc332027984][bookmark: _Toc343521571]Contact Name of Beneficiary

	
	
	

	
	
	

	
	
	


 


[bookmark: _Toc181017420][bookmark: _Hlk57645294]ANNEX SIX: Additional Terms
(Guidance Note: The Purchasing Authority shall use this Annex SIX to set out the terms for any additional or amended terms to the” Call Off Terms & Conditions” or Service requirements which are not contained in the “Health & Social Care Content (HSCC) Licence” or the Publisher’s licence. 
Example terms / clauses set out in this ANNEX Six might include in the event that the Purchasing Authority and Supplier agree:
to amend any of the clauses under 29: Data Protection to “Call Off Terms & Conditions”, or replace with the Supplier’s Data Protection schedule, all amendments / additions should be clearly stated in this Annex;
additional usage clauses which are not contained in the “Health & Social Care Content (HSCC) Licence”;
continuous improvement service deliverables / timescales such as platform functionality enhancements;
communications and marketing responsibilities, guidance criteria;
additional or amended KPIs to those set out for either non-Agent supply or Agent supply core standards on the Framework website (buyers should note that all essential requirements are non-negotiable.)
If no additional terms are required, then this Annex is marked NOT USED.)

Changes to the Call-Off Terms & Conditions



Changes to the Health & Social Care Content Licence




[bookmark: _Toc181017421][bookmark: _Hlk57645088]ANNEX SEVEN: Personal Data Processing Instructions for Authentication
(Guidance Note – this annex should be completed by the Purchasing Authority in conjunction with clauses 29. Data Protection of the “Call Off Order Terms & Conditions” for the agreed authentication method required to access the Service(s) and Deliverable(s). The guidance provided for each section in the table below is for completion when using NHS Open Athens authentication and may need to be amended as appropriate to authentication method to be used.)
Please note: that this annex is worded solely for access and authentication via NHS Open Athens in England ONLY. Please amend or add an additional table for access and authentication via alternative routes e.g. IP, supplier logon / password.
For Personal Data passed to the Supplier through the OpenAthens Authentication System  
	Subject matter of the processing
	Granting and allowing access to the Licensed Materials using attributes passed to the Supplier from the OpenAthens authentication service” 

	Duration of the processing
	From the Commencement date to one month after the Expiry date 
(Guidance Note: One month after the Expiry date allows for an orderly closedown of service and resolution of issues. Can be amended as required).

	Purposes of the processing
	Where the Supplier requires any personal identifiable attributes from the OpenAthens authentication service, the Supplier may only use such attributes for the purposes of allowing access to Licensed Materials for that individual and no other.

	Nature of the processing
	The Supplier may only use personal identifiable data for the purposes of allowing access to Licensed Materials for that individual and no other.

	Type of Personal Data
	The following attributes from the Open Athens authentication service: Persistent user identifier; Organisation ID; Entitlement; Role.

	Categories of Data Subject
	Eligible persons as defined on the NICE Framework website.at: https://www.nice.org.uk/about/what-we-do/evidence-services/journals-and-databases/openathens/openathens-eligibility) 

	Plan for return and destruction of the data once the processing is complete
	Unless there is a statutory obligation to preserve the data the Supplier shall not store personal identifiable attributes. The attributes will be deleted on the closing of each user session.


[bookmark: _Hlk57645220][bookmark: _Toc181017422]
ANNEX EIGHT: Variation to Agreement - Template
Schedule 1 to the Agreement between the Purchasing Authority and the Supplier of                  on the     Day of   20     (“the Agreement”).
For the purposes of this Memorandum of Agreement:
	the “Purchasing Authority Commissioning Manager”
	means the individual from time to time appointed by the Purchasing Authority and notified to the Supplier in writing responsible for the co-ordination of the development specified below;



This Memorandum of Agreement, pertain to the development of [add details] (the “Services and Deliverables”) to be undertaken by the Supplier and is agreed by the Supplier and the Purchasing Authority as a current addition to Annex ONE to the Call Off Order Form.
The Development Services and Supply will:
be developed by the Supplier in compliance with the Specification or annex(es) contained in this Memorandum, and
be developed and delivered in accordance with the terms and conditions of the Agreement.
This Development Services and Supply consists of:

[To be completed]

The Scope and this Memorandum may only be varied with the prior written agreement of the Purchasing Authority, such agreement (if given) not to be unreasonably delayed.
The Milestones for deliverables which are required by the Purchasing Authority are detailed in this Memorandum.  The Purchasing Authority requires, and the Supplier will deliver [annually, quarterly, monthly] a Monitoring Report in the form and by the times set out within the Schedule for Reporting & Monitoring.  
Milestones 
	Due Date
	Milestone


	
	

	
	

	
	



The Supplier shall be deemed to have completed a Milestone by the Due Date notwithstanding any delay beyond the Due Date if such delay would not have occurred but for any act or omission of the Purchasing Authority, anything done or omitted to be done on the Purchasing Authority instructions or any other act or omission of a third party which was beyond the reasonable control of the Supplier (for the avoidance of doubt such third parties do not include the Supplier’s sub-Contractors,). 
Terms defined in the Agreement shall bear the same meanings in this Memorandum of Agreement, unless otherwise stated, or the context otherwise requires.


	Signature on behalf of the Supplier

Name 

Title

Date
	Signature on behalf of the Purchasing Authority
Name 

Title

Date





[bookmark: _Toc181017423]ANNEX NINE: Supplier’s Data Protection Schedule
(Guidance Note – this annex is provided to place the Supplier’s Data Protection Schedule where agreed by the Purchasing Authority.  Some Knowledge Resources are supplied from outside the UK and the Supplier may require separate Data Protection requirements to be signed up to.)
Guidance Note: [The information in ANNEX NINE are the Supplier’s terms for Data protection and processing.  This Annex needs to be agreed between the Purchasing Authority and the Supplier and has not been pre-agreed as part of the Framework]

[bookmark: _Hlk24363948]EBSCO DATA PROCESSING ADDENDUM	Comment by Author: I added the DPA here.

This Data Processing Addendum (the “Addendum”) supplements the EBSCO License Agreement (the “Agreement”) between the Customer (“Customer”) and EBSCO Publishing, Inc. (“EBSCO”).

1. Definitions

0. For the purpose of this Addendum the terms, “Controller,” “Processor,” “Data Subject,” “Personal Data,” “Personal Data Breach,” “Processing,” “Subprocessor,” and “Supervisory Authority” shall have the same meanings as in applicable Data Protection Legislation, and their related terms shall be construed accordingly.

0. “Appropriate technical and organizational measures" shall be interpreted in accordance with applicable Data Protection Legislation.

0. “Customer Personal Data” means the Personal Data that is provided by Customer to EBSCO or that is processed by EBSCO on Customer’s behalf in connection with the Agreement. 

0. “Data Protection Legislation” means all applicable data protection and privacy legislation in force from time to time where EBSCO does business, including the General Data Protection Regulation, Regulation (EU) 2016/679 of the European Parliament and of the Council (the “GDPR”), the Privacy and Electronic Communications Directive 2002/58/EC (as updated by Directive 2009/136/EC), the California Consumer Privacy Act of 2018, Cal. Civ. Code § 1798.100, et seq. (the “CCPA”), and all other applicable laws and regulations relating to the Processing of Personal Data, including any legislation that implements or supplements, replaces, repeals and/or supersedes any of the foregoing.

0. “International Data Transfer” means the transfer (either directly or via onward transfer) of Personal Data from within the European Economic Area/United Kingdom (as applicable) to a country not recognized by the European Commission as providing an adequate level of protection for Personal Data (as described in the GDPR).

0. “User Personal Data” means the Personal Data provided directly by Customer’s end users to EBSCO through the products and services purchased by Customer.

1. Data Processing: EBSCO as Processor for Customer

1. Where Customer Personal Data is processed by EBSCO, EBSCO will act as the Processor and the Customer will act as the Controller.

0. Subject Matter. The subject matter of the Processing is the Customer Personal Data.
0. Duration. The Processing will be carried out for the duration set forth in the Agreement.
0. Nature and Purpose. The purpose of the Processing is the provision of products and services to the Customer purchased by the Customer from time to time.
0. Type of Customer Personal Data and Data Subjects. Customer Personal Data consists of the following categories of information relevant to the following categories of Data Subjects:
3. Representatives of Customer: name, address; email address; billing information; login credentials; geolocation data; and professional affiliation.
3. Customer’s end users of the EBSCO products and services purchased by Customer (where personalized account information is provided to EBSCO by Customer): name; address; and email address.

1. EBSCO shall not Process Customer Personal Data other than on the Customer’s documented instructions (as set forth in this Addendum or the Agreement or as otherwise directed by Customer in writing). EBSCO will not Process Customer Personal Data for any purpose, including for any commercial purpose, other than for the specific purpose of performing the services specified in the Agreement. If Processing of Customer Personal Data inconsistent with the foregoing provisions of this section is ever required by applicable Data Protection Legislation to which EBSCO is subject, EBSCO shall, to the extent permitted by applicable Data Protection Legislation, inform the Customer of that legal requirement before proceeding with the relevant Processing of that Customer Personal Data.

1. EBSCO will notify Customer promptly if, in EBSCO’s opinion, an instruction for the Processing of Customer Personal Data infringes applicable Data Protection Legislation.

1. EBSCO shall ensure that all personnel who have access to and/or Process the Customer Personal Data are subject to confidentiality undertakings or professional or statutory obligations of confidentiality.

1. EBSCO shall, in relation to the Customer Personal Data, implement appropriate technical and organizational measures to protect against unauthorized or unlawful Processing of Customer Personal Data and against accidental loss or destruction of, or damage to, Customer Personal Data. When considering what measure is appropriate, each party shall have regard to the state of good practice, technical development and the cost of implementing any measures to ensure a level of security appropriate to the harm that might result from such unauthorized or unlawful Processing or accidental loss or destruction, and to the nature of the data to be protected.

1. EBSCO shall assist Customer, taking into account the nature of the Processing, (A) by appropriate technical and organizational measures and where possible, in fulfilling Customer’s obligations to respond to requests from data subjects exercising their rights under Applicable Data Protection Legislation; (B) in ensuring compliance with the obligations pursuant to Articles 32 to 36 of the GDPR, taking into account the nature of the Processing and the information available to EBSCO; and (C) by making available to Customer all information reasonably requested by Customer for the purpose of demonstrating that Customer’s obligations relating to the appointment of processors as set out in Article 28 of the GDPR have been met.

1. EBSCO shall promptly notify Customer upon becoming aware of any confirmed Personal Data Breach affecting the Customer Personal Data.

1. Upon termination of the Agreement, EBSCO shall, at Customer’s election, securely delete or return Customer Personal Data and destroy existing copies unless preservation or retention of such Customer Personal Data is required by any applicable law to which EBSCO is subject.

1. EBSCO shall allow Customer and Customer’s authorized representatives to access and review up-to-date attestations, reports, or extracts thereof from independent bodies (e.g., external auditors, data protection auditors) or suitable certifications, or allow its procedures and documentation to be inspected or audited by Customer (or its designee) to ensure compliance with the terms of this Addendum. Any audit or inspection must be conducted during EBSCO’s regular business hours without interrupting EBSCO’s business operations, with reasonable advance notice (at least 45 days) to EBSCO and subject to reasonable confidentiality procedures. In addition, audits or inspections shall be limited to once per year. The scope of such audit shall be limited to documents and records allowing the verification of EBSCO’s compliance with the obligations set forth in this Addendum and shall not include financial records of EBSCO or any records concerning EBSCO’s other customers. Remote audits shall be utilized where possible, with on-site audits occurring only where a walkthrough of the premises is required.

EBSCO shall, in the event of third-party subprocessing that is subject to Data Protection Legislation, (A) inform Customer and obtain its prior written consent (execution of this Addendum shall be deemed as Customer’s prior written consent to such third-party subprocessing); (B) provide a list of third-party Subprocessors upon Customer’s request; and (C) inform Customer of any intended changes to third-party Subprocessors, and give Customer a reasonable opportunity to object to such changes. If EBSCO provides Personal Data to third-party Subprocessors, EBSCO will include in its agreement with any such third-party Subprocessor terms which offer at least the same level of protection for the Customer Personal Data as those contained herein and as are required by applicable Data Protection Legislation.

1. Data Processing: EBSCO as Joint Controller With Customer

2. EBSCO and Customer shall act as joint Controllers with respect to User Personal Data.

2. EBSCO shall be responsible for providing Customer’s end user Data Subjects with the information required under GDPR Articles 13 and 14 (including by identifying a contact point for Data Subjects) before processing User Personal Data, and with informing Customer’s end users of the essence of EBSCO’s arrangement with Customer.

2. EBSCO shall provide Customer’s end user Data Subjects with the ability to exercise their individual rights with respect to User Personal Data within a self-service portal.

1. International Data Transfer

3. To the extent that any Customer Personal Data is subject to any International Data Transfer, the parties agree to be bound by, and all terms and provisions of the Controller to Processor Standard Contractual Clauses adopted by the European Commission (“Processor Model Clauses”) shall be incorporated by reference to this Addendum with the same force and effect as though fully set forth in this Addendum, wherein:

0. Customer is the “data exporter” and EBSCO International, Inc. is the “data importer;” and
0. The provisions of Module Two are incorporated; the provisions under Modules One, Three, and Four, the footnotes, and Clauses 9, 11(a) Option and 17 Option 1 are omitted; the clauses shall be governed by the law of Ireland; and the competent supervisory authority is Ireland.

3. To the extent that any User Personal Data is subject to any International Data Transfer, the parties agree to be bound by, and all terms and provisions of the Controller to Controller Standard Contractual Clauses adopted by the European Commission (“Controller Model Clauses”) shall be incorporated by reference to this Addendum with the same force and effect as though fully set forth in this Addendum, wherein:

1. Customer is the “data exporter” and EBSCO is the “data importer;” and
1. The provisions of Module One are incorporated; the provisions under Modules Two, Three and Four, the footnotes, and Clauses 9, 11(a) Option and 17 Option 1 are omitted; the clauses shall be governed by the law of Ireland; and the competent supervisory authority is Ireland.

3. The Processor Model Clauses and Controller Model Clauses shall be collectively, the “Standard Contractual Clauses.” The applicable version of the Standard Contractual Clauses is those which were approved by the European Commission on June 4, 2021. In the event that the Standard Contractual Clauses are updated, replaced, amended or re-issued by the European Commission (with the updated Standard Contractual Clauses being the “New Contractual Clauses”) during the term of this Addendum, the New Contractual Clauses shall be deemed to replace the Standard Contractual Clauses and the parties undertake to be bound by the terms of the New Contractual Clauses effective as of the date of the update (unless either party objects to such change) and the parties shall execute a form of the New Contractual Clauses.

3. The descriptions required by the Annexes of the Standard Contractual Clauses are replaced by the information in Schedule I, Schedule II, and Schedule III of this Addendum.

3. To the extent that the UK Information Commissioner’s Office issues any standard contractual clauses for the purpose of making lawful International Data Transfers during the term of this Addendum that will impact the transfers of Customer Personal Data or User Personal Data (with such clauses being the “UK Standard Contractual Clauses”), to the extent possible, the UK Standard Contractual Clauses shall be deemed to be incorporated into this Addendum and the parties undertake to be bound by the terms of the UK Standard Contractual Clauses effective as of the date of their issuance (unless either party objects to such change) and the parties shall execute a form of the UK Standard Contractual Clauses.



















Schedule I
List of Parties and Description of Data Transfers

A. LIST OF PARTIES

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data protection officer and/or representative in the European Union]

1. Name: 
Address: 
Contact person’s name, position and contact details: 
Activities relevant to the data transferred under these Clauses: 
Signature and date: 
Role (controller/processor): Controller and Joint Controller 

2. Additional Information: EBSCO and Customer shall act as Joint Controllers with respect to User Personal Data (as defined in the Agreement). The Joint Controllers shall perform the following responsibilities accordingly:

	Customer
	EBSCO

	· Personalization: Customer decides whether to enable features of personalized accounts in product
· Authorize the processing of end user data by EBSCO via the Agreement between parties
· Provide legal basis for processing end user data 
· Establish the purposes and scope of processing 
· Implementation of technical and organizational measures to ensure security of network
· Access controls – provide guidelines to EBSCO for authorizing who may access the product under the customer’s subscription
· Data Subject Access Requests
· As needed, provides details of requests to EBSCO if request is received by Customer from end users (in the event that an end user submits a request through Customer rather than through EBSCO)

	· Implementation of organizational and technical measures
· See Schedule II for details
· Maintenance and support of product
· Security patches
· Feature updates
· Technical support
· Availability and up-time
· Data storage, including backups
· Establish the purposes and scope of processing via the Agreement between Parties
· Data Subject Access Requests
· Receives and processes Data Subject Access Requests and honors the data subject rights of information, access, rectification, erasure, restricted processing, data portability, right to object, and the right to avoid automated decision-making
· Manages the contact form, email address, and phone number for intake of privacy requests
· Upon request, notifies customer of data subject request
· Provide legal basis for processing end user data 
· Agreement between parties establishes contract to provide services
· Collection of individual consent and acceptance of terms of use, privacy policy, etc. from end users
· Incident response 
· Implementation of process
· Notification of customer 
· Subprocessors - vetting and notifying customer of new subprocessors
· Privacy Risk Assessments – conduct PRA/DPIA as needed for vendors, features, products, etc. which process personal information



Data importer(s): 
For Customer Personal Data: 

1. Name: EBSCO International, Inc.
Address: 10 Estes Street, Ipswich, MA 01938
Contact person’s name, position and contact details: 
Activities relevant to the data transferred under these Clauses: Academic and scholastic research
Signature and date: 
Role (controller/processor): Processor

2. Additional Information: Customer will act as the Controller of Customer Personal Data where Customer Personal Data is processed by EBSCO. EBSCO will act as the Processor of Customer Personal Data.  
“Customer Personal Data” means the Personal Data that is provided by Customer to EBSCO or that is processed by EBSCO on Customer’s behalf in connection with the Agreement. 

For User Personal Data:

1. Name: EBSCO International, Inc.
Address: 10 Estes Street, Ipswich, MA 01938
Contact person’s name, position and contact details: 
Activities relevant to the data transferred under these Clauses: Academic and scholastic research, creation of user profiles
Signature and date: 
Role (controller/processor): Joint Controller and Processor

2. Additional Information: Customer will act as the Controller of User Personal Data where User Personal Data is processed by EBSCO. EBSCO will act as the Joint Controller of User Personal Data.  

“User Personal Data” means the Personal Data provided directly by Customer’s end users to EBSCO through the products and services purchased by Customer.

B. DESCRIPTION OF TRANSFER

Categories of data subjects whose personal data is transferred: Entity information required for handling the subscription and users of applications, including but not limited to students, teachers, employees, authors.

Categories of personal data transferred: First name, last name, email address, authentication information, search information, research notes.

Sensitive Data transferred (if applicable), and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved: Not Applicable.

The frequency of the transfer (e.g., whether the data is transferred on a one-off or continuous basis): Continuous.

Nature of the processing: Providing access to EBSCO databases; storing user information in customized profiles; facilitating the retrieval of user search history.

Purpose(s) of the data transfer and further processing: To perform the obligations between the parties, per the Agreement, to provide research tools, to personalize the experience and to prevent harvesting. The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period: As long as reasonably necessary, some personalization information will be held until deletion is requested by a customer or user.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing: 

Subject Matter: First name, last name, email address, authentication information, search information, research notes

Nature of processing: The nature of processing includes the following: Data storage and software delivery, consent management, fulfilling data subject rights requests. Please also see Schedule III for the link to the Subprocessors for comprehensive information about how specific subprocessors process data. 

Duration: Continuous

C. COMPETENT SUPERVISORY AUTHORITY 

The competent supervisory authority, in accordance with Clause 13, is the Supervisory Authority of Ireland.

Schedule II

Technical and Organizational Measures Including Technical and Organizational Measures to Ensure the Security of Data

EBSCO shall maintain and use appropriate safeguards to prevent the unauthorized access to or use of Customer Personal Data and to implement administrative, physical and technical safeguards to protect Customer Personal Data. Such safeguards shall include:

1. Network and Application Security and Vulnerability Management:

a. Measures of pseudonymization and encryption of personal data: 
Personal data is encrypted at rest using the 256-bit Advanced Encryption Standard (AES-256), and in transit using Transport Layer Security (TLS) encryption. Cryptographic key management is in place as outlined in National Institute of Science and Technology (NIST) standard 800-57.

b. Measures for ensuring ongoing confidentiality, integrity, availability and resilience of processing systems and services: 
EBSCO has an ongoing commitment to certification against relevant International Organization for Standardization (ISO) standards, including ISO standards 27001, 27017, 27018 and 27701 both on-premise and at Amazon Web Services (AWS) managed data centers. EBSCO is hosted both within the Amazon Web Services platform and within legacy on premise data centers in Ipswich, MA and Boston, MA. Applications and data are distributed for purposes of high availability and resilience. Features such as automatic recovery and automatic scaling have been implemented. Applications together with their container configuration can be redeployed within minutes, if necessary. 

c. Measures for ensuring the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident:
All applications and data are distributed across multiple nodes and the nodes are distributed across multiple availability zones within Amazon Web Services to ensure high availability of the service. The use of a container-based architecture further helps to ensure high availability of the service. For example, applications automatically restart if they encounter issues and if a specific node fails, it is removed from service and traffic is directed to the remaining ‘healthy’ nodes. Where appropriate, nodes are set to automatically scale to handle unexpected spikes in traffic. Regular service management meetings review the performance and future capacity needs of the service. The infrastructure enables horizontal and vertical scaling to be implemented with significantly reduced lead times compared to a physical infrastructure. 
For our legacy on premise, EIS employs two concurrent data centers with failover capabilities in the event that one of the sites experiences an outage. EBSCO’s on-premise data centers are protected with uninterruptable power supplies, fire suppression systems and limited access only to personnel necessary for the ongoing operation of the data centers.
EBSCO continuously monitors service availability. The current status can be found here: https://status.ebsco.com/ 

d. Processes for regularly testing, assessing, and evaluating the effectiveness of technical and organizational measures in order to ensure the security of the processing:
[bookmark: _Hlk112830082]EBSCO contracts third party penetration testing on an annual basis. In addition, vulnerability scans are conducted through an automated code deployment pipeline. Our production environment is scanned continuously. We employ a managed 24/7 security operations team to continuously monitor our environment. EBSCO regularly applies security updates to our environment following our comprehensive vulnerability management process. These updates are done on a rolling basis using a Scaled Agile Framework for Enterprises (SAFe).

Organizational measures are reviewed twice annually, through an internal audit as well as an external audit conducted on an annual basis by accredited third party auditors. In addition, regular access reviews to sensitive data and systems are conducted on a regular basis.

EBSCO continually evaluates the security of its network and associated Services to determine whether additional or different security measures are required to respond to security risks or findings generated by periodic reviews.

e. Measures for the protection of data during transmission:
All data is encrypted in transit using TLS, both from the users’ browser to the applications as well as data in transit between EBSCO systems and subprocessors.
 
f. Measures for the protection of data during storage:
Personal Data is encrypted at rest using the 256-bit Advanced Encryption Standard (AES-256). All data storage is isolated from the public internet by a dedicated firewall to ensure only EBSCO personnel can access the database.

g. Measures for ensuring system configuration, including default configuration:
Standardized system configurations are enforced through automated code deployment pipelines where appropriate.

h. Measures for internal IT and IT security governance and management:
EBSCO’s Governance Risk and Compliance (GRC) Team maintains the EBSCO Information Security and Privacy Management system (ISPMS). The ISPMS is continuously monitored and improved to conform to or exceed the standards required by ISO 27001, ISO 27701, ISO 27017, and ISO 27108. The EBSCO ISPMS is comprised of the ISMS-Information Security Management System and PIMS-Privacy Information Management System. External and internal audits of the ISPMS are performed on an annual basis. Security logs are monitored continuously.
 
i. Measures for certification/assurance of processes and products:
In addition to the measures for internal IT management and IT security governance above, regular, mandatory training is delivered through an online learning platform to ensure all staff are familiar with their responsibilities and up to date with policies and procedures. Clear processes are in place to manage security related incidents and to liaise with law enforcement if required.

j. Measures for ensuring data minimization:
EBSCO follows best practices for minimizing data attributes to only those needed to perform required functions and allow its customers and user patrons the ability to extend the minimum default data set if required.
 
k. Measures for ensuring data quality:
Institutions and end users have the ability to review and update their information through a self-service module, or through contacting EBSCO according to the Privacy Policy. Where applicable, data validation controls are implemented in our environment.

2. Logical access controls:

a. Measures for user identification and authorization:
A small number of the EBSCO Team with responsibilities for administering and supporting the system have access to the production environment and databases. This is strictly controlled by role and requires two-factor authentication to gain access. 

Customer Administrator access to end user data is only possible through using an EBSCOadmin administrator account. Only personnel designated by the customer and a small number of EBSCO’s privileged users have access to this information. 

Customers have the ability to set up different authentication options. Options include, but are not limited to, integration through Single Sign On (SSO) using SAML 2.0, username and password, IP whitelist authentication, patron ID, Google Campus Activated Subscriber Access (CASA), Universal CASA and Cookies. 

3. Secure media disposal controls:

a. Measures for ensuring limited data retention:
It is vital that personal data stored within EBSCO’s systems meets the requirements for data privacy and protection and part of that is ensuring personal data is not retained beyond what is necessary for the defined purpose. 

In many cases, EBSCO allows the ability for customers to anonymize end user data by pseudonymized SSO configuration or removing the option for User Patrons to personalize.

b. Measures for allowing data portability and ensuring erasure:
Upon request or through the self-service module, EBSCO customers can extract Database Usage Reports, Interface Usage Reports, Link Activity Reports, Login Usage Report and Title Usage Reports. This data can also be obtained upon request at contract termination, or at any time through EBSCOadmin.

4. Logging Controls:

0. Measures for ensuring events logging:
EBSCO allows customers to view database usage reports, interface usage reports, link activity reports, login usage reports and title usage reports through EBSCOadmin.

EBSCO employs Security Information and Event Management (SIEM) logs across our resources. These logs are monitored internally by our information security team and 24/7 managed security operations center (SOC). No customer action is required, and customers do not have access to these internal logs.

5. Personnel Controls:
Contracts for new staff and the onboarding process emphasize individual responsibilities for information security and the potential penalties for misuse. Staff resignations trigger an automated process to ensure access rights to EBSCO’s systems are revoked in a timely fashion.

The IT Acceptable Use Agreement covers the acceptable use of EBSCO’s information assets. It is issued to both permanent and contract staff and forms part of the induction for new starters.

Security awareness training is delivered through EBSCO’s online training platform. It is delivered at least annually and is mandatory for all employees.

6. Physical security and environmental controls:

a. Measures for ensuring physical security of locations at which personal data are processed: EBSCO is committed to ensuring the safety of its employees, contractors and assets and takes the issue of physical security very seriously. EBSCO has a comprehensive set of physical security controls which ensure that its data centers and offices are sufficiently protected. Access to data centers is limited only to necessary personnel, and all access is logged and reviewed for abnormalities.

EBSCO also contracts with AWS for the processing of customer data. AWS provides world class security within their hosted data centers. For more information on physical security in AWS hosted environments see: https://aws.amazon.com/compliance/data-center/controls/. 



Schedule III

List of Subprocessors

MODULE TWO: Transfer controller to processor 

The controller has been notified of the use of the subprocessors linked below may be utilized at the time of contract execution. For an updated list of subprocessors, please see www.ebsco.com/subprocessors. 
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