Detailed Use Case Description: Axon Assistant Translation Channel Query Redaction

Use Case

The translation channel in Axon Assistant enables officers to initiate real-time translation sessions by specifying a target language or enabling auto detection. This use case is intended to help Axon understand what users are saying when language selection fails — particularly phrasings that express a valid intent but do not match the expected command patterns — and whether those patterns can be supported to improve the user experience, while minimizing privacy risk. For eligible customer tenants, Axon may review a privacy-protected version of the user's language selection query; the original query is not stored in raw form.

Customer Benefit

This use case helps Axon Assistant surface customer behavior patterns such as particularly command phrasings that users attempt but the system does not yet support, in order to inform product improvements and expand command coverage.

Data Accessed

For eligible use of this feature, Axon may access the user’s query and limited context about the chat session. This may include the timestamp of the event, device type, device id and user’s native language.

How Axon Uses the Data

Axon uses this information to understand how the translation channel is being used, what kinds of language selection phrasings users are attempting, and where the command parsing falls short. Axon personnel may review sanitized query records to identify unsupported phrasings, measure failure rates, and prioritize improvements to command coverage. Axon personnel will not review translation audio, transcripts, or any content from the translation session itself — only the redacted language selection input. This use case is for product improvement and analytics only. It does not change the customer's live translation experience.

Privacy-Preserving Technique

Before a query is reviewed, personally identifiable information is removed and replaced with synthetic stand-ins so the query remains understandable without preserving the original identifiers. For example, a real person’s name may be replaced with “John Doe” or “Jane Doe,” a real address may be replaced with a synthetic address, and real plate numbers, VINs, case numbers, badge numbers, phone numbers, and email addresses may be replaced with synthetically valid-looking placeholders. Raw user queries are never stored. Organization and user identifiers are pseudonymized before review.

Data Schema

The reviewed data is as follows:
· Partner ID: a pseudonymized identifier for the customer organization.
· User ID: a pseudonymized identifier for the user.
· Conversation ID: a pseudonymized identifier for the chat session.
· Request ID: a pseudonymized identifier for the request.
· Timestamp: the timestamp of the message, truncated to each hour.
· Device Info: device type, device id and user’s native language
· Sanitized Query: the user query after personal information has been removed and replaced with synthetic stand-ins.
· Selected Target Language: the target language set by the user’s command (if succeeded)
· Auto Detection Enabled: whether or not auto detection is enabled by the user.

Examples of What May or May Not Be Extracted

This use case is not intended to retain raw user queries. It is also not intended to retain real names, real addresses, real phone numbers, real email addresses, real dates of birth, real case numbers, real license plates, real VINs, or real badge or unit identifiers in the reviewed query text. A reviewed record will never contain raw video, audio, transcripts, or other data that may potentially be personally identifiable.



See example below:

	Original Customer Data (Not stored)
	Extracted Data (Stored)

	{
  "partner_id": "123e4567-e89b-12d3-a456-426614174000",
  "payload": {
    "channel": "translation",
    "modality": "voice",
    "user_id": "1387d847f",
    "client_type": "web",
    "request_id": "01J-example-request-id",
    "conversation_id": "conv-abcdef",
    "timestamp": "2026-06-02T11:30:00.000Z",
    "input_query": "Switch to Haitian for the suspect, DOB 01/15/1988",
    "real_time_translation": {
      "selected_target_language": "",
      "auto_detection_enabled": false
    }
  }
}
	{
  "partner_id": 4f9ff363ee2ed0aa,
  "payload": {
    "channel": "translation",
    "modality": "voice",
    "user_id": "9dhthgekfy54",
    "client_type": "web",
    "request_id ": "9dhtkhhws02lps",
"conversation_id ": "84dhs4e9hdthae",
    "timestamp": "2026-06-02T11:00:00.000Z",
    "sanitized_query ": "Switch to Haitian for the suspect, DOB 03/17/1989”
    "real_time_translation": {
      "selected_target_language": "",
      "auto_detection_enabled": false
}
  }
}



More examples on the sanitized query:
	Original User Query
	Sanitized User Query

	Translate to Russian, the individual's ID says Mikhail Petrov
	Translate to Russian, the individual's ID says Victor Ramirez

	Pon el idioma en birmano para Min Thu Htun en la Avenida Central 101
	Pon el idioma en birmano para Marcus Chai en la 456 Oak Avenue

	Albánčina pre Arben Hoxha, číslo OP AF7392145
	Albánčina pre Michael Torres, číslo OP JX4-61837



Retention Period

Axon retains only the sanitized, extracted information for a limited period no longer than necessary to support product improvement for this use case. Raw user queries are not stored. This mirrors the retention approach used in similar customer-facing use case descriptions, where Axon keeps only the minimum derivative data needed for product improvement and does not
retain the original sensitive content in raw form.

Preservation of Original Content

This use case does not modify the customer’s original evidence, source records, or live product behavior. It is analysis-only and is intended to support product improvement without changing production routing, responses, or the user experience. Original evidence in customer systems remains unchanged.

Withdrawal

Customers participating in this use case may request withdrawal. After withdrawal, Axon would stop collecting new data for this use case from that customer. Previously generated de-identified or sanitized derivative insights may continue to be retained where permitted and where they no longer identify the customer, user, or original query.

Summary

This use case helps Axon improve the translation channel by reviewing privacy-protected language selection inputs from eligible customers. Before review, user queries are sanitized so that personal information is removed and replaced with entity labels (e.g., PERSON, LOCATION). Axon reviews only the redacted query text together with limited session context, using pseudonymized identifiers and without storing the original language selection input in raw form.

