AI Auto-Tagging Shadow Test & Feedback Loop
1. Use Case: AI Auto-Tagging Shadow Test and Feedback Loop.
2. What is AI Auto-Tagging Shadow Test & Feedback Loop?: An AI Auto-Tagging Shadow Testing Feedback Loop is a privacy-preserving evaluation process used to improve the AI Auto-Tagging service.
When a request goes through the AI Auto-Tagging service, the system re-evaluates the same transcript offline using multiple alternative prompt and model configurations. These evaluations occur entirely in “shadow mode”, meaning they do not affect live Evidence.com AI Auto-Tagging behavior or user experience. The goal is to understand which AI prompt and model strategies best align with real user decisions so that future improvements can be made safely and responsibly.
3. What is the Customer benefit?: Customers benefit from more accurate and trustworthy Auto-Tagging suggestions over time, reducing the need for manual corrections while preserving agency-specific classification intent.
This use case enables Axon to:
· Identify which AI configurations perform best for different types of incidents
· Reduce recurring misclassification of incident categories
· Iterate on AI quality without impacting live operations
All improvements are driven by aggregated insights rather than individual transcripts, ensuring that customer data is handled responsibly.
4. What data will Axon access?: Axon will access the following information from a completed Auto-Tagging workflow for agencies enrolled in ACEIP:
· The body-worn camera transcript associated with the incident (used temporarily and not stored)
· The list of incident categories available for the agency
· The category or categories suggested by Evidence.com
· The final category or categories selected by the user
· Event timing information (incident time and category selection time)
· System information such as the model and prompt version used
· An agency identifier, which is immediately converted into a non-reversible internal identifier
5. How will Axon use your Data?: Axon uses this data solely to evaluate and improve the quality of AI-generated incident category suggestions.
Specifically:
· The transcript is used temporarily, in memory only, to test alternative AI prompt and model configurations
· Each alternative configuration generates its own category suggestion
· These suggestions are compared against the category ultimately selected by the user
· Only minimal, structured comparison results are retained for analysis
The transcript itself is never written to storage, and the results of this testing do not affect live Evidence.com Auto-Tagging behavior.
6. How much data and for how long?: Retention of the summaries will reflect business need and will be deleted when the use case is complete by the project team. In any case, the summaries will be deleted in line with project documentation retention of 7 years unless the customer requests deletion earlier.
7. What Privacy Preserving Technique will be used?: This use case applies multiple safeguards to reduce the risk of identifying agencies, individuals, or sensitive operational practices:
· Temporary transcript use: Body-worn camera transcripts are processed only long enough to generate AI category suggestions and are not stored or retained.
· Limited data retention: Only structured evaluation results (such as category labels and model identifiers) are saved. No raw transcript content is retained.
· Non-reversible agency identifiers: Agency identifiers are transformed into internal values that cannot be traced back to a specific agency.
· Pattern-based PII filtering: A final pass evaluates outputs for tokens and patterns that resemble PII (such as long numbers, capitalized proper nouns, or ID-like strings). This pass also locates common agency identifiers, e.g., department acronyms like “XYPD.” Any residual elements are removed or generalized before data is stored or used for analytics. 
8. Eyes off Processing: No Axon employee will look at your data. Instead, our LLM will do this for us.
9. Preservation of original content & temporary copies: 
· Original customer content is never modified
· No temporary or cached copies of transcripts are written to disk
· No replayable transcript artifacts are created
· Only structured comparison results are stored
This ensures that customer content remains isolated from experimentation artifacts.
10. Can I get more information about what Axon is doing and why?: Absolutely! Please write us at aceip@axon.com and we’d be happy to answer your questions.
11. Am I able to withdraw my agency from this use case and from ACEIP altogether? What will you do with my data if I withdraw after the fact?:  Absolutely! If at any time you’d like to withdraw, please write us at aceip@axon.com. We will delete any extracted data we have while preserving your original data (e.g. Customer Content) in Axon Evidence. Insights that have been extracted, de-identified, and are privacy preserving will be retained indefinitely.
12. Do you have examples of what data Axon may or may not extract?: Yes, see below:

	Original Customer Data
(Not stored)
	Privacy-Protected Customer Data
(Not Stored)
	Extracted Data
(Stored)

	{
"agency_id": "agency123",
    "available_types": [
    "Traffic Stop", 
    "DUI", 
    "SFPD",     
],
    "accepted_types": [
    "Traffic Stop",
],
    "model_name": "gpt-4o",
    "model_version": "20250128",
    "model_selected_types": [
    "Traffic Stop", 
    "DUI"
    ],
    "transcript": "Do you know why I pulled you over?..."
}
	{
"agency_id": "8bwdugu5",
    "available_types": [
    "Traffic Stop", 
    "DUI", 
    "[REDACTED]", 
],
    "accepted_types": [
    "Traffic Stop",
],
    "model_name": "gpt-4o",
    "model_version": "20250128",
    "model_selected_types": [
    "Traffic Stop", 
    "DUI"
    ],
    "transcript": "Do you know why I pulled you over?..."
}
	{
"agency_id": "8bwdugu5",
"available_types": [
    "Traffic Stop", 
    "DUI", 
    "[REDACTED]", 
],
    "accepted_types": [
    "Traffic Stop",
],
    "model_name": "gpt-4o",
    "model_version": "20250128",
    "model_selected_types": [
    "Traffic Stop", 
    "DUI"
],
"variant_model_id": "gpt-4p1-prompt-v3",
"variant_model_selected_types": [
    "Traffic Stop", 
    ],
}


 
