DETAILED USE CASE DESCRIPTION
Form One Image Analysis and Image-Grounded Evaluation
Classification of customer-submitted images and detection of unsupported model outputs
Use Case
Form One is an AI-powered report-assistance capability that helps officers complete structured fields in web-based forms using available customer-provided inputs. In this use case, those inputs may include images such as screenshots or photographs of driver’s licences and other identity documents, completed or partially completed forms, application screenshots, photographs, or other image content submitted for analysis.
Officers remain in control of the resulting report and all suggested values. Image analysis does not automatically submit a form, make an operational decision, or replace the officer’s review and professional judgment.
The image capability has two related functions:
1. Image classification: An image-classification endpoint assigns durable categories describing what the image appears to contain, how the content is presented, whether sensitive content may be present, and the model’s confidence.
2. Image-grounded evaluation: An evaluation process determines whether a model-generated analysis is supported by visible image content. If the model predicts a fact, object, field value, document type, or other characteristic that is not supported by the image, the output may be categorized as a hallucination or unsupported prediction.
The purpose of this use case is to help Axon understand, in a privacy-preserving manner, how accurately Form One classifies images and grounds its outputs in visible image evidence. The preferred evaluation artifact contains pseudonymized identifiers, categorical classifications, confidence values, and evaluation outcomes—not copies of customer images or extracted personal information.
Image Classification Categories
Each image may be assigned one or more applicable categories and corresponding subcategories.
1. Identity Document
· Driver’s license
· Passport
· Government ID
· Employee ID
· Officer ID
· Other identity document
2. Form or Official Document
· Police form
· Government form
· Court form
· Application form
· Intake form
· Printed report
· Other official document
3. Application Screenshot
· Form One
· Records Management System (RMS)
· Computer-Aided Dispatch (CAD)
· Desktop application
· Web application
· Mobile application
· Unknown application
4. Communication Screenshot
· Email
· Text message
· Chat application
· Social media
· Call log
· Other communication
5. Legal or Administrative Record
· Warrant
· Summons
· Citation
· Ticket
· Court order
· Legal notice
· Other legal record
6. Vehicle-Related Document
· Vehicle registration
· Insurance document
· Vehicle ownership
· Inspection document
· License plate record
· Other vehicle document
7. Financial Document
· Receipt
· Invoice
· Bank statement
· Cheque
· Payment confirmation
· Other financial document
8. Person Photograph
· Portrait
· Selfie
· Group photo
· Surveillance image
· Person in scene
9. Object Photograph
· Weapon
· Evidence item
· Electronic device
· Clothing
· Personal property
· Unknown object
10. Scene Photograph
· Indoor scene
· Outdoor scene
· Incident scene
· Accident scene
· Property damage
· Fire scene
· Environmental hazard
· Unknown scene
11. Vehicle Photograph
· Full vehicle
· Vehicle damage
· Vehicle interior
· License plate
· Unknown vehicle view
12. Map or Location
· Map
· GPS route
· Satellite image
· Floor plan
· Building layout
· Location screenshot
13. Handwritten Content
· Handwritten note
· Handwritten statement
· Signed document
· Sketch
· Diagram
14. Barcode or Machine-Readable Content
· QR code
· Barcode
· Document control code
· Unknown machine-readable code
15. Mixed Content
· Multiple documents
· Document and photograph
· Screenshot and photograph
· Multiple unrelated items
16. Unclear or Unsupported
· Blurry image
· Blank image
· Obstructed image
· Unsupported content
· Cannot determine
When an image contains more than one meaningful content type, the classification process may assign multiple applicable categories or use the Mixed Content category. Images that cannot be classified reliably should be assigned an appropriate Unclear or Unsupported subcategory rather than forcing a potentially inaccurate classification.
Customer Benefit
This use case helps Axon improve the reliability of image-assisted Form One workflows. Image classification can route or handle an image appropriately—for example, distinguishing an identity document from another kind of form and identifying that the image contains sensitive information. Image-grounded evaluation can reveal when generated analysis includes unsupported details. Together, these signals support better classification accuracy, fewer hallucinations, safer handling of sensitive images, and more useful suggestions while preserving officer review and control.
Data Accessed
For eligible customer tenants, Form One may access the image submitted for analysis and the minimum associated context needed to perform classification or evaluate the resulting model output. An input image may contain highly sensitive information, including a face, signature, address, date of birth, driver’s license number, other government identifier, or information visible on a photographed form.
Processing of the source image should occur within the Customer Cloud or other approved customer-controlled processing boundary. The image and any model output may be used transiently to determine the classification and whether the output is supported by the image. The product-improvement artifact is designed to exclude the source image, OCR text, cropped image regions, embeddings that can reconstruct the image, and extracted field values. Only the categorical and pseudonymized fields described below are exported, subject to approved implementation and retention controls.
How Axon Uses the Data
Axon uses the categorical output to measure image-classification performance across broad image types, formats, sensitivity indicators, and confidence bands. Axon may also compare the predicted classification with an approved reference label or other validation signal to determine whether the prediction was correct.
For image-grounded evaluation, the system determines whether each material claim in the model-generated analysis is supported by visible content in the image. A claim that is not supported is recorded as a hallucination or unsupported prediction. A supported but incorrect classification may instead be recorded as a classification error, and information visibly present but omitted from the output may be recorded as missed image context. Axon personnel review aggregated patterns in these outcomes to improve model quality and prioritize product changes. This analysis does not modify the original image, submitted form, or production result.
Privacy-Preserving Technique
Privacy protection comes from processing the image inside the approved customer environment and minimizing the data exported for product improvement. An automated model performs classification and grounding evaluation without requiring a human reviewer to inspect the source image. Before export, direct identifiers and image-derived content are excluded and customer, user, form, image, and analysis identifiers are pseudonymized.
Sensitivity flags describe the presence of sensitive content at a categorical level—for example, contains_face or contains_government_identifier—without exporting the face, identifier, signature, or OCR text itself. Confidence should be rounded or bucketed if required by the approved privacy design. Access controls, logging, tenant eligibility, and limited retention apply to the sanitized artifact.
Image Classification Output
Given an input image, the classification endpoint returns a structured analysis. For example, a photographed driver’s license may produce:
{
  "primary_category": "identity_document",
  "subcategory": "drivers_license",
  "content_format": "photographed_document",
  "sensitivity_flags": [
    "contains_face",
    "contains_personal_information",
    "contains_identity_document",
    "contains_government_identifier",
    "contains_signature"
  ],
  "confidence": 0.97
}
This output says that the image is primarily an identity document, more specifically a driver’s license, presented as a photographed document. The sensitivity flags indicate categories of sensitive material detected in the image, while confidence expresses the model’s confidence in the overall classification. The output does not reproduce the visible name, license number, address, signature, face image, or other image content.
Data Schema
The proposed sanitized image-level evaluation artifact contains the following fields:
	Field
	Description

	Organization ID
	Pseudonymized identifier for the customer organization.

	User ID
	Pseudonymized identifier for the user or workflow that submitted the image, where needed.

	Form ID
	Pseudonymized identifier for the related Form One form instance.

	Analysis ID
	Pseudonymized identifier linking one model analysis to its evaluation outcome.

	Primary Category
	Broad class of image, such as identity_document, form, scene, or other.

	Subcategory
	More specific class, such as drivers_license, when applicable.

	Content Format
	Presentation type, such as screenshot, scanned_document, or photographed_document.

	Sensitivity Flags
	Categorical indicators of sensitive content; no detected value or image region is exported.

	Confidence
	Model confidence score or approved confidence bucket.

	Evaluation Outcome
	Whether the generated analysis is supported, unsupported, partially supported, or not evaluable.

	Error Category
	Durable failure label such as hallucination, misclassification, missed_image_context, or other.

	Model Version
	Approved version identifier used to compare aggregate performance over time.

	Date
	Calendar date of analysis, reduced in precision if required by the approved privacy design.


Examples of What May Be Reviewed
Image classification: A record may show primary_category identity_document, subcategory drivers_license, content_format photographed_document, sensitivity flags for a face and government identifier, and confidence 0.97.
Hallucination detection: If an analysis states that the license is expired but no expiration date is visible or the visible date does not support that statement, the claim may be recorded as unsupported with error_category hallucination.
Misclassification: If a tax form is classified as a driver’s license, the result may be recorded as incorrect with error_category misclassification.
Missed image context: If a clearly visible signature is not reflected in the sensitivity flags or analysis, the result may be recorded as missed_image_context.
Examples of What Is Not Retained in the Sanitized Artifact
The sanitized product-improvement artifact is not intended to retain the source image, screenshot, scan, thumbnail, crop, filename, OCR text, model prompt, free-form model response, face image, signature image, or extracted field values. It is also not intended to retain names, addresses, dates of birth, driver’s license numbers, case numbers, license plates, VINs, badge numbers, unit IDs, or other identifying tokens visible in an image. The artifact is limited to pseudonymized identifiers, categorical labels, confidence information, and evaluation outcomes.
Retention Period
Axon retains only the sanitized image-level classification and evaluation data for a limited period no longer than necessary to support product improvement for this use case. Source-image handling and any transient derived data follow the customer’s applicable product retention settings and the approved processing design. The product-improvement artifact does not extend the retention of the original customer image.
Preservation of Original Content
This use case does not alter the customer’s original image, submitted form, source records, or live product behavior. It operates in analysis mode to evaluate classification and grounding quality. The original customer content remains unchanged, and the officer retains control over any information entered or submitted through Form One.
Withdrawal
Customers participating in this use case may request withdrawal. After withdrawal, Axon would stop collecting new image-analysis evaluation data for this use case from that customer. Previously generated de-identified or pseudonymized derivative insights may continue to be retained where permitted and where they no longer identify the customer, user, image, or original report content.
Summary
This use case helps Axon improve Form One’s use of customer-submitted images by evaluating two core capabilities: structured image classification and image-grounded hallucination detection. Given an image, the system can return categories, content format, sensitivity flags, and confidence. It can also identify when a generated analysis asserts something not supported by the image. The product-improvement artifact is designed to retain only pseudonymized identifiers and categorical outcomes—not the source image or the personal information visible within it.

