Detailed Use Case Description: ECOM Natural Language Search Query Redaction

Use Case
Natural Language Search is a search mode on the Evidence Search Page (ESP) in Evidence.com that enables users to type a plain-English query into a single search bar. It interprets the query into the existing structured Evidence filter parameters; users can review the interpreted filters, edit them if needed, and then apply them to execute the search. This use case is intended to help Axon understand what users are trying to find with Natural Language Search and whether the feature is helping them reach the right filters efficiently, while minimizing privacy risk. For eligible customer tenants, Axon may review a privacy-protected version of the user query; the original query is not stored in raw form.

Customer Benefit
This use case helps Axon improve Natural Language Search by identifying common evidence-search usage patterns and areas where the product may not yet interpret user intent into the most useful structured filters. It supports product improvement by showing, in a privacy-protected way, what kinds of natural-language queries users are asking and whether the interpreted filters are helping them search with low friction. Customers benefit from a more accurate and easy-to-use search experience over time, without exposing agency private information in raw form.

Data Accessed
For eligible use of this feature, Axon may access the user’s natural-language search query and limited context about the search event. This may include the partner (organization) identifier, a user identifier, a session identifier that groups turns of Natural Language Search interaction in the same session, a message identifier unique to the query, the verbatim query text as typed by the user (only sanitized version will be viewed by Axon personnel), and the timestamp the event was captured.

How Axon Uses the Data
Axon uses this information to understand how Natural Language Search is being used, what kinds of plain-English evidence searches users are attempting, and where interpretation into structured filters succeeds or falls short. Axon personnel may review sanitized query records and associated limited session context to improve interpretation quality, identify missing filter coverage, measure adoption patterns, and prioritize product improvements. Axon personnel will not review evidence files (audio, video, transcripts, PDFs, etc.) returned by or referenced in the search. This use case is for product improvement and analytics only. It does not change the customer’s live search experience, interpreted filters, or search results.

Privacy-Preserving Technique
Before a query is reviewed, personally identifiable information is removed and replaced with synthetic stand-ins so the query remains understandable without preserving the original identifiers. For example, a real person’s name may be replaced with “John Doe” or “Jane Doe,” a real address may be replaced with a synthetic address, and real plate numbers, VINs, case numbers, badge numbers, phone numbers, Social Security numbers, dates of birth, and email addresses may be replaced with synthetically valid-looking placeholders. Only user queries contain less than 20 words will be processed and exported. Raw user queries are never stored. Organization and user identifiers are pseudonymized before review and they are not reversible.

Data Schema
The reviewed data is as follows:
· Partner ID: a pseudonymized identifier for the customer.
· User ID: a pseudonymized identifier for the querying user.
· Session ID: a pseudonymized identifier that groups Natural Language Search turns in the same session.
· Message ID: a pseudonymized identifier unique to the query.
· Sanitized Query: the user query after personal information has been removed and replaced with synthetic stand-ins. Queries with more than 20 words are excluded.
· Date Time: the UTC timestamp of the search event, truncated to hour level

Examples of What May or May Not Be Extracted
This use case is not intended to retain raw user queries. It is also not intended to retain real names, real aliases, real addresses, real phone numbers, real email addresses, real dates of birth, real Social Security numbers, real case numbers, real license plates, real VINs, or real badge or unit identifiers in the reviewed query text. A reviewed record will never contain raw video, audio, transcripts, evidence content, or other data that may potentially be personally identifiable.

See example below:

	Original Customer Data (Not stored)
	Extracted Data (Stored)

	{
  "partner_id": "550e8400-e29b-41d4-a716-446655440000",
  "payload": {
    "user_id": "3d08d3rt-45ft-0a4e-9dcr-8srhghe6k6h",
    "session_id": "ksh4hj8h4-9srd-883j-0dje-838dkdu538575",
    "message_id": "660e8400-e29b-41d4-a716-446655440001",
    "query_text": "marcus coel bodycam last week.",
    "event_ts": "2025-11-06T23:15:10Z"
  }
}
	{
  "partner_id": "4f9ff363ee2ed0aa",
  "payload": {
    "user_id": "9dhthgekfy54",
    "session_id": "9dhtkhhws02lps",
    "message_id": "84dhs4e9hdthae",
    "query_text": "Adrian Bryant bodycam last week",
    "event_ts": "2025-11-06T23:00:00Z"
  }
}



More examples on the sanitized query:
	Original User Query
	Sanitized User Query

	hit run TNK4482
	hit run 7EM459

	vehicle Unit 42 footage last week.
	vehicle Unit 17 footage last week.

	Find video tagged robbery involving Darnell Washington, aka "D-Block."
	Find video tagged robbery involving Brandon Harris, aka "Big Ace."



Retention Period
Axon retains only the sanitized, extracted information for a limited period no longer than necessary to support product improvement for this use case. Raw user queries are not stored. This mirrors the retention approach used in similar customer-facing use case descriptions, where Axon keeps only the minimum derivative data needed for product improvement and does not retain the original sensitive content in raw form.

Preservation of Original Content
This use case does not modify the customer’s original evidence, source records, or live product behavior. It is analysis-only and is intended to support product improvement without changing production routing, interpreted filters, search results, or the user experience. Original evidence in customer systems remains unchanged. Users remain in full control of search; the AI only assists and suggests filters.

Withdrawal
Customers participating in this use case may request withdrawal. After withdrawal, Axon would stop collecting new data for this use case from that customer. Previously generated de-identified or sanitized derivative insights may continue to be retained where permitted and where they no longer identify the customer, user, or original query.

Summary
This use case helps Axon improve Natural Language Search by reviewing privacy-protected user queries from eligible customers. Before review, user queries are sanitized so that personal information is removed and replaced with synthetic stand-ins. Axon reviews only the sanitized query text together with limited search-event context, using pseudonymized identifiers and without storing raw user queries.
