Detailed Use Case Description: Case Agent Back Testing

Use Case
Case Agent is an AI-powered question-and-answer tool built into Evidence.com that helps law enforcement investigators ask questions about their case files and receive answers with references back to the source material. This use case establishes a quality-testing process that allows Axon to evaluate how well Case Agent performs using real case files, without involving live users or disrupting active investigations. 

Axon generates realistic test questions from evidence, creating a repeatable set of test questions where strong performance is expected because the answers are present in the case files. When Case Agent scores poorly on a test question, it signals a specific area that needs improvement and the same test questions can be reused to confirm that the improvement worked. This process is intended to help Axon catch and fix quality issues before they reach real investigators.

Customer Benefit
This use case helps Axon improve Case Agent by enabling careful quality testing before any changes go live. When Axon updates how Case Agent searches case files, which AI model it uses, or how it is instructed to respond, the quality of its answers must be checked in a controlled way before the update is released. Waiting for feedback from real investigators after a change is too slow and risks exposing users to a degraded experience. By running test questions through a separate, isolated version of Case Agent that does not affect real customer sessions, Axon can identify gaps and make targeted improvements.

Data Accessed
The quality-testing process accesses two types of data within the customer environment:
Evidence file: Axon's automated testing system retrieves sections of case. These files are not exported or saved; they are read within Case Agent's secure environment, used to generate test questions, and then discarded.
Synthetic test questions: Test questions are generated by an AI model based on the evidence excerpts. Because the questions are grounded in real case facts, they may naturally include details such as names, locations, or times from the source material. These test questions are stored temporarily in a restricted, access-controlled storage area and are automatically deleted after 30 days.

How Axon Uses the Data
Axon uses this information to measure how well Case Agent performs across six quality dimensions: 
· whether answers are accurate and grounded in the evidence
· whether they address the question asked
· whether the AI appropriately declined to answer when it should have
· whether answers are properly attributed to source material
· whether responses comply with safety guidelines
· whether any conflicting information in the case files was correctly identified. 
The quality scores are recorded in Axon's secure data systems using privacy-protected identifiers and used to identify quality gaps, validate improvements, and confirm that fixes work before releasing updates

Privacy-Preserving Technique
The testing system is designed so that case file content is never exported or permanently stored. Evidence excerpts are accessed in memory within Case Agent's secure environment, used to generate test questions, and then immediately discarded. The AI-generated test questions are stored only in a restricted, access-controlled storage area and are automatically deleted after 30 days; only Axon's automated testing system can access this storage, and access is monitored and reviewed regularly. All quality scores written to Axon's data systems are either a yes or no answer or text from a close-set predefined strings, no free-form text is stored.

Data Schema
The quality score records written to Axon's data systems contain the following information:

	Field
	Description
	Example

	Organization ID
	An identifier for the customer organization
	4f9ff363ee2ed0aa

	User ID
	An identifier that marks this record as generated by an automated quality test, not a real investigator.
	backtesting-job-20260521

	Session ID
	A generated identifier for the test chat session.
	9dhtkhhws02lps

	Message ID
	A generated identifier for the test question.
	84dhs4e9hdthae

	Turn Number
	The position of this test question within the session.
	1

	Case Evidence Count
	The number of case files available to Case Agent for this case.
	24

	Faithfulness
	Whether the response is faithful to the provided. (faithful / partially faithful / unfaithful)
	faithful

	Relevance
	Whether the response is relevant to the user's question? (relevant / partially relevant / not relevant)
	relevant

	Is abstention
	Whether the response correctly abstained from answering when it should have, or incorrectly abstained when it should have answered? (yes / no)
	no

	Abstention Classification
	What type of abstention is the response? (correct abstain / correct answer / false abstain / false answer)
	correct answer

	Citation Quality Label
	The quality and correctness of citations in an LLM response. (all grounded / mostly grounded / partially grounded / ungrounded)
	mostly grounded

	Policy Compliance
	Whether if the response complies with each policy rule (compliant / partial violation / non-compliant)
	partial violation

	Violated Policies
	What are the violated policies? (empty if compliant)
	[editorializing]

	Contradiction Quality
	If the response identified conflicting information in the case, was that identification meaningful? (substantive / spurious / unclear)
	substantive

	Date
	The calendar date of the test run. Only the date is recorded — not the time of day.
	2026-05-21



Examples of What May or May Not Be Retained
Case file excerpts are not stored. They are accessed temporarily and discarded immediately after test questions are generated. AI-generated test questions stored in the access-controlled storage area are automatically deleted after 30 days.

An example of the extract record:
	Original Case Evidence File (Not Stored)
	Generated Synthetic Queries (Temporarily Stored for 30 Days)
	Extract Data (Stored)

	{
"partner_id": "123e4567-e89b...",
    “transcript”: “Detective Rivera: Can you tell me what you saw at approximately 9 PM on the night of the 14th? Witness: Yes, I was walking my dog near the corner of Elm and 3rd. I saw a white sedan parked with its hazard lights on. A man in a dark jacket got out and walked toward the alley. Detective Rivera: Did you see his face? Witness: Briefly. He was maybe 30 to 40, medium build.”
}
	{
"partner_id": "123e4567-e89b...",
“synthetic_queries”: [
    “What was the witness doing near the corner of Elm and 3rd at approximately 9 PM?”,
    “What did the witness describe about the vehicle seen outside the alley?”,
    “What physical description did the witness provide of the man who got out of the vehicle?”,
]
}
	{
    "partner_id": "123e4567-e89b...", 
    "user_id": "backtesting-001",
    "session_id": "550e8400-e29b...",
    "message_id": "660e8400-e29b...",
    "turn_number": 1, 
    "case_evidence_count": 3, 
    "thumbs_feedback": "up", 
    "event_ts": "2025-11-06T00:00:00+00:00", 
    "faithfulness_label": "faithful", 
    "relevance_label": "not_relevant", 
    "is_abstention": true, 
    "abstention_classification": "correct_abstain", 
    "citation_quality_label": "ungrounded", 
    "compliance_label": "compliant", 
    "violated_policies": [editorializing], 
    "contradiction_quality_label": substantive, 
}



Retention Period
Case file excerpts are not stored. They are accessed temporarily and discarded immediately after test questions are generated. AI-generated test questions stored in the access-controlled storage area are automatically deleted after 30 days. Quality score records written to Axon's data systems are kept supporting product improvement and quality testing.

Preservation of Original Content
This use case does not modify the customer’s original evidence, source records, or live product behavior. It is analysis-only and is intended to support product improvement without changing production routing, responses, or the user experience. Original evidence in customer systems remains unchanged.

Withdrawal
Customers participating in this use case may request withdrawal. After withdrawal, Axon would stop collecting new data for this use case from that customer. Previously generated de-identified or sanitized derivative insights may continue to be retained where permitted and where they no longer identify the customer, user, or original query.

Summary
This use case allows Axon to test Case Agent's quality using AI-generated questions based on real case files, without involving live investigators or moving case file content outside the customer's secure environment. An automated process retrieves case file excerpts temporarily and uses an AI model to generate realistic test questions. Those questions are run through a separate, isolated version of Case Agent, which automatically scores the responses across six quality dimensions and records the results using privacy-protected identifiers. Case file content is never exported or permanently stored; test questions are automatically deleted after 30 days; and the retained quality score records contain no original case file content, no real investigator queries, and no personal information in identifiable form.
