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Master Services Agreement

Parties

We are | Company name Cloud Gateway Limited

Company number | 10660712

Registered in England

Registered at 7th & 8th Floors, 24 King William Street, London, EC4R 9AT

Referred to as “Cloud Gateway” / “we" / “us”

You are | Company name

Company number

Registered in

Registered at

Referred to as the “Customer” / “you”

This Master Services Agreement (“Agreement”) is made up of the following elements:

Schedule 1 contains the main legal terms;

Schedule 2 contains a list of definitions;

Schedule 3 contains specific terms relating to HSCN Connectivity;
Schedule 4 contains specific terms relating to PSN Connectivity:
Schedule 5 sets out the Service Level Agreement (SLA); and
Schedule 6 sets out the Purpose Description for Data Processing.

This Agreement provides overarching legal terms, which could apply to multiple Proposals.

Once we both agree on a Proposal, the “Accepted Proposal” will set out any applicable commmercial
terms (including the Fees, Service bandwidth, any support package and the duration that each
Service will be provided for). Please note that the duration of an Accepted Proposal can be different
to the duration of this Agreement.

This Agreement can be accepted by different methods in accordance with clause 1.1 of Schedule 1
below.
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Where this Agreement is signed below, it has been executed by an authorised representative of
each party with effect from the Effective Date:

Signed by (NAME): .o, (SIGNATUIE): oo

for and on behalf of CLOUD GATEWAY DATE et

Signed by (NAME): .. (SIGNATUIE): e

for and on behalf of the CUSTOMER DAt e
Commercial in Confidence Page 4 of 41

This is a controlled document and the information contained therein is
the property of Cloud Gateway LTD. Uncontrolled if printed or held outside the jurisdiction of the company.



CLOUD M r Services Agreement v2.4
&GATEWAY aster Services Agreement

Schedule 1: Standard Terms and Conditions

1. Engagement
11.  This Agreement will become legally binding when you:
1.1.1. sign this Agreement in the signature box above (either by hand or electronically);
1.1.2. sign or approve a Proposal which states that the Cloud Gateway Master Services
Agreement applies to the Proposal;
11.3. tick an opt-in acceptance box on our website or application; or
11.4. use any Cloud Gateway Services after your receipt of this Agreement,
on which date this Agreement will come into force (“Effective Date”) and will continue in
force until terminated in accordance with its terms.

1.2  This Agreement sets out the full contractual basis of the parties’ relationship for all current
and future dealings relating to the Cloud Gateway Services and Platform. It is the ‘entire
agreement’ between the parties and therefore:

1.21 all communications before the Effective Date between the parties do not have legal
effect;

1.2.2 the Agreement supersedes all previous contracts between the parties;

1.2.3 all Customer terms and conditions and policies do not have legal effect in relation to
the Services; and

1.2.4 any terms implied by law, trade, custom or practice or from any previous dealings
between the parties are excluded from this Agreement,

and by entering into this Agreement, the parties agree that only the terms set out in this

document (or referred to within this document) have legal effect. Any pre-contractual

discussions or communications will not have legal effect (even if a misstatement was made).

2. Interpretation

21.  Inthe event that there are conflicting statements within this Agreement, the following order
of priority will apply (documents listed higher in the list will take precedence over the
documents listed underneath it):

2.1.1. a Contract Change Notice (CCN);

2.1.2. HSCN Connectivity Specific Terms (Schedule 3);

2.1.3. any Accepted Proposal with its attached Service Definitions (taking priority in reverse
chronological order);

21.4. any framework agreement that applies to the parties (for example, the G Cloud
Framework Agreement);

2.1.5. the Standard Terms & Conditions (Schedule 1);

2.1.6. any other Schedule, in descending order of appearance in this Agreement; and

217. the SLA.

2.2.  Inthis Agreement, unless the context requires otherwise, the following rules of interpretation
apply: (i) clause headings and context boxes (starting with the phrase ‘FOR CONTEXT') are for
reference purposes only —they do not have any legal effect and will not affect the
interpretation of this Agreement; (ii) any capitalised terms in this Agreement will have the
meaning set out in Schedule 2 (Definitions), or alternatively, the meaning stated within the
body of this Agreement (where a defined term has quotation marks); (iii) any reference in a
Schedule to a clause is to a clause within that Schedule, unless otherwise stated; (iv) any
reference to a statute or statutory provision includes reference to any subordinate legislation
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3.2.

3.3.

3.4.

3.5.

3.6.

3.7.
3.8.

made under that statute or statutory provision, and includes any amendments, replacements
or re-enactments made by law; and (v) the terms ‘including’, ‘include’, ‘in particular’ or any
similar expression shall be construed as illustrative and shall not limit the sense of the words
preceding or following those terms.

Charges and Payment

You will pay us Fees for the Services that we provide to you in advance (unless otherwise
mutually agreed in writing). We will raise invoices for the Services (as detailed in the Accepted
Proposal) on an annual basis. Invoicing will commmence on the Effective Date and each
anniversary of the Effective Date thereafter, unless stated otherwise in the Accepted Proposal.

Where the Fees are calculated on a fixed price basis, the amount of the Fees will be set out in
the Accepted Proposal.

Where the Fees are calculated on a time and materials basis:

3.3.1. our daily fee rates (as detailed in our rate card notified to you from time to time) (“Daily
Fee Rate") for each Representative are calculated on the basis of a seven and a half
hour Business Day that is worked during Business Hours;

3.3.2. we shall be entitled to charge an overtime rate of 1.75 times the Daily Fee Rate on a
pro-rata basis (subject to a minimum resource charge for non-Business Hours of half a
day) for any time worked by Representatives that we engage on the Services outside
normal Business Hours, and 2 times the Daily Fee Rate for Sundays, as you may request
in writing. This is subject to our resource availability and you must provide your prior
written instructions to proceed on the basis of the additional Fees, costs and/or
expenses; and

3.3.3. we shall seek to ensure that every Representative who we engage for the Services on a
time and materials basis (or as part of a Proposal) completes time sheets to record their
time spent on the Services. We shall make available any time sheets or time summaries
that are requested by you in writing within a reasonable timeframe.

In the event that you request any work that we reasonably consider to be outside the scope
of an Accepted Proposal, we will notify you of this in writing in advance and you agree that we
may invoice you for the additional work on a time and materials basis, in accordance with our
then current rates in addition to the Fees set out in the Accepted Proposal.

All Fees must be paid in pounds sterling and are exclusive of all sales taxes (e.g. VAT), which
are payable in addition to the Fees.

In addition to the Fees, you agree to reimburse us for any:

3.6.1. expenses that we reasonably incur in providing the Services (e.g. travel, accommodation
and subsistence costs). We shall notify you of any such expenses in advance and we
shall provide evidence of the expenditure upon request; and

3.6.2. third party costs/ charges that we incur for third party materials and/or services, as set
out in an Accepted Proposal.

The Fees are subject to change annually in accordance with clause 10.

If we have not received payment of an invoice (that you have not disputed in accordance with
clause 3.9) within 30 days of the receipt of the invoice, we may use the following remedies
(without restricting our other rights in the Agreement):

3.8.1. we may charge you interest and compensation for the outstanding amount in
accordance with the Late Payment of Commercial Debts (Interest) Act 1998. Interest will
accrue every day and will be compounded on a quarterly basis until payment is made
(and this applies both before and after any judgement is made by a court). You agree to
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reimburse us for any debt recovery costs incurred in relation to each outstanding
payment; and/or

3.8.2.

Master Services Agreement v2.4

we may lawfully suspend our Services. This may result in your Customer Materials not
being distributed via the Platform and, consequently, you take sole risk and
responsibility for the unavailability of any Customer Materials due to the suspension of
the Services.

3.9. Ifyouidentify an issue with an invoice, you must notify us in writing as soon as possible (and
no later than 14 days after the date of the invoice, otherwise you will be deemed to have
accepted the invoice) with appropriate details of the issues identified. We will then assess
your concerns and:

3.91. if we agree that there is a problem with the invoice, the invoice will be corrected and
reissued; or

3.9.2. If we disagree that there is an issue with any part of the invoice, the dispute resolution
procedure at clause 16 will apply, but for clarity, all undisputed sums must be paid by
you by the due date of the original invoice.

310. All Fees due under this Agreement must be paid by you in full without any deductions
(unless this is required by applicable tax laws). Where you allege that we have liability under
this Agreement, you are not entitled to withhold the payment of Fees to ‘offset’ against our
liability.

4. Your obligations
41.  You warrant that you have the legal right and authority to enter into this Agreement and to
comply with its terms.

42.  You will:

4.2.1.
4.2.2.
4.2.3.

4.2.4.

only use the Services for lawful purposes and comply with all applicable laws;

appoint and notify us of a primary contact in relation to the Services;

notify us of any Representatives who have authority to legally bind you, and you must
keep this list up to date;

cooperate with us in all matters relating to the Services. In particular, but without
limitation, you will:

4.2.41.

4.2.42.

42.4.3.

4.2.4.4.

4.2.4.5.

promptly and fully respond to all communications from us relating to the
provision of the Services and ensure that appropriate and suitably qualified
members of your staff are available at all reasonable times to liaise with us on
matters relevant to the provision of the Services;

supply us with all Customer Materials and necessary information promptly and
within sufficient time to enable us to provide the Services;

supply us with any applicable purchase order numbers before the agreed
invoice point;

ensure that all Customer Materials are in the format requested by us and that
they are accurate, complete and legally compliant; and

promptly provide us access to your systems, networks, personnel, premises and
facilities as reasonably required for the provision of the Services;

425, notify us of any applicable health and safety requirements at your premises in advance
of us attending them;
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4.3.

4.4,

4.5.

4.6.

4.2.6. ensure that all Customer Equipment is in good working order, legally compliant and
suitable for the Services;

4.27. obtain and maintain all necessary licences and consents as are required for the
Customer Materials and for the use of the Customer’s Equipment, in all cases before the
date on which the Services are to be supplied (this excludes any licences and consents
that are the responsibility of Cloud Gateway to obtain and maintain under clause 5.2);

4.2.8. comply with any restrictions and/or instructions on the safe keeping and use of the
Cloud Gateway Equipment and any equipment belonging to a third party;

4.29. permit us to publish your name and standard logo as a user of our Services for the
duration of this Agreement;

4.210. not use the Services to receive or transmit any material that is unlawful, obscene,

threatening, menacing, offensive, discriminatory, defamatory, in breach of
confidentiality or infringing upon a third party's IPR;

4.211. use all reasonable endeavours to not transmit any Virus or other malware, or cause any
Virus to be transmitted, through the Services to any of our computers or systems, or
those of any third party by ensuring that an appropriate and up-to-date malware
protection program and firewall (both compliant with good industry standards) are
installed on any device that you use to access the Services; and

4.212. comply with any additional responsibilities required of you as set out in an Accepted
Proposal and its Service Definitions.

If we are unable to perform our obligations to you under this Agreement because we have
been prevented or delayed by you, such as by your failure to do something requested of you,
we will not be liable for any delays which may occur in the provision of the Services as a result,
and any time frames will be extended by a period equivalent to the delay. We may withhold
provision of the Services to you until we have received information requested by us in relation
to this clause 4.

You are responsible for ensuring that each Accepted Proposal is correct and accurately
reflects your requirements.

Where you receive Services from us which involve HSCN Connectivity, the terms of Schedule 3
(HSCN Connectivity Specific Terms) will be deemed to automatically apply to this Agreement
and you agree to abide by these additional HSCN Connectivity terms.

You agree not to use the name, logo, likeness, trade marks, image or other IPR of Cloud
Gateway for any advertising, marketing, press release, endorsement or any other purposes
without the prior written consent of a Cloud Gateway Director for each proposed use.

Our obligations
We shall use commercially reasonable efforts to:

511. provide the Services to you in accordance with the milestones detailed in an Accepted
Proposal. Nevertheless, it is acknowledged and agreed that time is not ‘of the essence’
and we will not be liable for any delays;

51.2. ensure that the Services materially conform with any applicable specifications in an
Accepted Proposal,

51.3. ensure that the Platform and the Services will be available in accordance with the
uptime requirements detailed in the SLA and will be free from material errors and/or
defects;

51.4. notify you in advance (where practicable) when there is any planned downtime or
maintenance of the Platform;

Commercial in Confidence Page 8 of 41

This is a controlled document and the information contained therein is

the property of Cloud Gateway LTD. Uncontrolled if printed or held outside the jurisdiction of the company.



CLOUD M r Services Agreement v2.4
&GATEWAY aster Services Agreement

52.

53.

5.4.

6.1.

5.1.5. provide the Services with reasonable care, skill and diligence; and
51.6. cooperate with you in all matters relating to the Services.

We shall comply with all relevant legislation in relation to the Services. Before the
commencement of the Services, we shall obtain and maintain all necessary licences and
consents from our suppliers in relation to the Services for the duration of the Accepted
Proposal.

We, or our representatives, provide technical support for the Services pursuant to the terms
of the SLA.

Regardless of all other terms in this Agreement, we may make technical changes to the
Platform and the Services from time to time without providing you with prior notice, but
please note that we shall use commercially reasonable efforts to ensure that such changes do
not have a materially detrimental impact to you.

Access to the Services

We shall make the Platform and the Portal available to you as part of the Services and the
uptime requirements will be detailed in the SLA. Please note that if you decide to opt-out of a
resilient Cloud Gateway Service (and create your own failover processes), the terms of the SLA
will not apply.

FOR CONTEXT: The SLA applies to the availability of the Platform. The Portal is ancillary to the
Platform and consequently we do not apply uptime or availability guarantees to the Portal.

6.2.

6.3.

6.4.

The SLA will not apply, and we will not be liable, where:

6.2.1. you are unable to access the Platform due to an unforeseen Internet outage or
connectivity failure outside of our control;

6.2.2. the Platform is unavailable due to a force majeure event;

6.2.3. you make any changes to your resiliency processes without informing us, and your
resiliency processes subsequently fail in the event that we need to failover the Services;
or

6.2.4. you are within the Acceptance Test Period, the Correction Period or Re-testing Period,
instead, in which case, we will use our commercially reasonable efforts to provide the
Platform within the scope of the SLA, but we are not contractually bound to comply
with the SLA until the applicable acceptance tests have been passed and signed off in
accordance with clause 7 below.

You are solely responsible for ensuring that you have back-ups of the Customer Materials.
Consequently, you agree to indemnify (reimburse on a pound for pound basis), keep
indemnified and hold harmless Cloud Gateway and its Group Companies against all losses,
costs, liabilities and expenses, including reasonable legal and/or other professional expenses,
arising out of, or in connection with, any claim in respect of any liability arising under clause
6.2.

Each Customer Representative (as requested by you) will be provided by us with their own
unigue Login Information to access the Platform and the Portal (to the extent that this is
required for the Services). Each Customer Representative must keep the Login Information
strictly confidential and not disclose it to anyone. Your administrators are responsible for
ensuring that access controls are appropriate for each Customer Representative. We will have
no liability to you or any third parties in relation to any unauthorised use of the Services via a
Customer Representative’s Login Information.
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6.5.

6.6.

6.7.

6.8.

7.1.

Without prejudice to clause 6.4, you undertake to notify us at service@cloudgateway.co.uk
immediately upon becoming aware or suspecting that any Login Information has been used,
or may be known, by any third party.

In the event that a Customer Representative with access to Login Information ceases to be
employed or engaged by you, you must ensure that they do not continue to use the Login
Information. You will indemnify and keep indemnified, Cloud Gateway and its Group
Companies against all losses, costs, liabilities and expenses, including reasonable legal or
other professional expenses, suffered or incurred by us and/or our Group Companies arising
out of or in connection with any claim relating to the unauthorised use of any Login
Information.

We will use commercially reasonable endeavours to implement reasonable security
standards, measures and processes to seek to prevent the transmission of any Virus or other
malware through the Services and the Platform. We are ISO 27001 and ISO9001 accredited.

Subject to clause 6.7, we do not provide any guarantees in relation to the quality or suitability
(including the presence of any Viruses or other malware) of any electronic material that may
be transmitted via the Services and you should ensure that you have your own encryption
processes and anti-virus protection in place. We disclaim all liability resulting from any
interruptions, data and/or formatting distortions or unauthorised access to your account
within the Platform.

Acceptance tests

Once a Proposal is approved by you, you will enter the ‘onboarding phase’ with our service
team. You agree that the following will be conducted as part of the onboarding process:

7.1.1. Set-Up. We shall promptly take all steps necessary to make the Services ready and
available for your use in accordance with the Accepted Proposal and this Agreement. If
applicable, on or before the ‘go-live’ date, we shall: (i) implement any interfaces in the
Platform required for your access to the Services; (ii) deliver to you any Cloud Gateway
Materials necessary to access and use the Services; (iii) issue all Login Information
necessary for you to access and use the Services; (iv) perform any applicable
professional or other set-up Services; and (v) provide you with access to the Services for
you to perform the Acceptance Testing (in clause 7.1.2) for both the primary and
secondary access connectivity mechanisms.

7.1.2. Acceptance Testing. Upon completion of all activities and tasks (whether performed by
us pursuant to 7.1.1 or by you) that are a prerequisite to use the Services in a live
production environment, you shall have a period of up to five Business Days
(“Acceptance Test Period”) to test the Services to ensure that they conform in all
material respects to the Cloud Gateway Materials and any other agreed-upon
performance criteria or functional specifications (“Acceptance Testing"). Acceptance
Testing is not required where you have already undertaken a proof of concept (“POC")
with us under an Accepted Proposal. Where a POC has not been undertaken, the
Services shall be deemed to be accepted by you following the end of the Acceptance
Test Period unless you submit a written notice of rejection to us before the end of the
Acceptance Test Period. You may decide to submit a written notice of acceptance to us
earlier than the end of the Acceptance Test Period. If you provide us with notice of
rejection during the Acceptance Test Period, the parties will work to resolve the reasons
for directions under a re-testing process.

7.1.3. Retesting. In the event that you notify us within the Acceptance Test Period that the
Services have failed to conform to the agreed acceptance criteria, we will have five
Business Days from receipt of such notice to cure such failures (at no additional cost to
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you) (“Correction Period”). Following the Correction Period, or upon us notifying you
that all corrections have been made (whichever is earlier), you shall have up to five
Business Days to retest the Services to ensure that they conform with the agreed
acceptance criteria (“Retesting Period”). The Services shall be deemed to be accepted
by you following the end of the Retesting Period unless you submit a written notice of
rejection to us prior to the end of the Retesting Period detailing how the Services still do
not conform with the agreed acceptance criteria. You may at your discretion submit a
written notice of acceptance to us earlier than the end of the Retesting Period. If you
provide us with notice of rejection during the Retesting Period, you shall have the
option to: (i) extend to us an additional Correction Period and Retesting Period as set
forth above; or (ii) terminate the failed Services under this Agreement, in which case we
shall promptly refund to you all sums paid by you for the Services terminated under the
affected Accepted Proposal. If you choose to proceed with clause 7.1.3(i), this will not
stop you from using clause 7.1.3(ii) in the event that we fail to correct all
non-conformances at the end of the second Retesting Period.

7.2. Following acceptance of the Services in accordance with clause 7.1, the SLA will apply. Any
Service outages attributed to your failure to deploy and test both connectivity routes to
implement a ‘dynamic failover’ shall not be included in the calculation of service availability,
incident priority allocation or resolution times under the SLA.

7.3. You are responsible for managing your account within the Portal. This includes changing
your preference settings (including security settings). You can assess the performance of
your Services and activity within the Portal.

8. Intellectual Property Rights

8.1. Each party warrants that it has, and shall maintain, all licences, authorisations, consents and
approvals necessary from third parties (including any licensors of software), or required by
applicable laws, necessary to grant the licences and rights contained in this clause 8.

8.2.  You will remain the owner (or authorised licensor) of all Customer Materials and nothing in
this Agreement assigns the Customer Materials to us.

8.3.  You hereby grant us a non-exclusive, royalty-free, revocable, limited licence to use the
Customer Materials for the duration of the Accepted Proposal, solely for the purpose of
providing the Services and the Deliverables pursuant to the Accepted Proposal and in
accordance with the terms of this Agreement. You warrant that the Customer Materials will
not infringe any third party IPR.

8.4. We are (and will remain) the owner (or authorised licensor) of all IPR in the Services (including
the Platform and the Portal), Meta Data and Cloud Gateway Materials. Any new IPR created as
part of the Services will be automatically owned by us.

8.5. Subject to clause 8.6, we hereby grant you (and, where specified in an Accepted Proposal,
your Group Companies) a non-exclusive, revocable (subject to suspension or termination of
this Agreement in accordance with its terms), non-transferable and non-exclusive licence to
access and use the Services for the duration of the Accepted Proposal, solely for the purposes
specified in that Accepted Proposal. Your permitted use under this clause includes:

8.51. non-production uses and applications as may be necessary or useful for the effective
use of the Service (if you purchase a non-production environment);

8.5.2. use in operation with other software, hardware, systems, networks and Services owned
or licensed by Customer; and

8.5.3. use of all Cloud Gateway Materials and any other materials provided or made accessible
by us to you in connection with the Services or which are necessary to access or use the
Services.
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8.6.

8.7.

8.8.

9.3.

You agree not to:
8.6.1. copy the Platform, the Services or any underlying source code;

8.6.2. disclose your Login Information to any other person (except for your Representatives
who are made aware of and comply with the licence restrictions contained within this
clause 8.6);

8.6.3. rent, lease, sub-license, re-sell, loan, translate, merge, adapt, vary or modify the Platform,;

8.6.4. make alterations to, or modifications of, the whole or any part of the Platform, or permit
the Platform or any part of it to be combined with, or become incorporated in, any other
programs;

8.6.5. access all or any part of the Platform or the Services in order to build a Platform or
service which competes with the Platform;

8.6.6. use the Platform or the Services to provide services to third parties (unless authorised
by us in writing in advance);

8.6.7. license, sell, rent, lease, transfer, assign, distribute, display, disclose, or otherwise
commercially exploit, or otherwise make the Platform and/or the Services available to
any third party;

8.6.8. attempt to obtain, or assist third parties in obtaining, access to the Services, other than
as permitted by this Agreement; and

8.6.9. provide or otherwise make available the Platform and/or the Services in whole or in part
(including object and source code), in any form to any person without prior written
consent from us.

With the exception of the Customer Materials (which are your responsibility), we warrant that
the IPR in the Services and the Cloud Gateway Materials shall not infringe any third party
copyright, trade marks, service marks, database rights, design rights and/or moral rights.

We shall indemnify and keep you indemnified from and against all claims, proceedings,
damages, costs, fines and expenses (including but not limited to legal fees and
disbursements on a full indemnity basis) arising out of any third party claims of Intellectual
Property Right infringement relating to the Platform (excluding any data or Customer
Materials contained within the Platform), provided always that this indemnity shall not apply
to the extent that the Platform and/or Services used in a manner other than their intended
use or you or any third party have modified the Platform and/or Services, either without our
prior consent or outside the scope of permitted modification and the unauthorised use
and/or modification is the cause of the infringement . This indemnity is subject to you using
all reasonable endeavours to mitigate such losses, costs, liabilities and expenses and provided
that: (i) you notify us in writing of the receipt of any relevant claim; (ii) you give us sole control
of the defence or settlement of any claim; and (iii) you provide us with all reasonable
cooperation in the defence or settlement of the claim.

Limitation of Liability and Insurance
Regardless of any other provision in this Agreement, this clause 9 sets out the limitations on
the entire financial liability of each party.

Nothing in this Agreement limits or excludes the liability of either party: (i) for death or
personal injury resulting from negligence; (ii) for any damage or liability incurred by a party as
a result of fraud or fraudulent misrepresentation by the other party; or (iii) for any other losses
which cannot be excluded or limited by law.

Excluding all of the liabilities listed in clause 9.2:
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9.31. all warranties, conditions and other terms implied by statute or common law are, to the
fullest extent permitted by law, excluded from this Agreement;

9.3.2. Cloud Gateway and each of its officers, employees or agents will not be liable for:

93.21. theincompatibility of any part of the Services with any Customer data or any
third party software used by you (which interface with, connect to, or operate
on the Services);

9322. the transmission of a malware to any computer or system used by you; and

9.3.23. the accuracy or completeness of any Customer Materials provided through the
Services, nor for any loss you or any third party occasion from acting (or
refraining from acting) in reliance on, or as a result of, any material included in
or omitted from the Customer Materials provided through the Services;

FOR CONTEXT: We do not monitor the content that passes through the Services and
consequently it is not appropriate for us to accept any liability in relation to the contents of
Customer Materials.

9.3.3. neither party will be liable to the other party for any loss of profits, loss of agreements /
contracts / business / sales, depletion of goodwill and/or similar losses, loss of
anticipated savings, loss of goods, loss of contract, loss of use, loss or corruption of data
or information, or any special, indirect, consequential or pure economic losses, costs,
damages, charges or expenses;

FOR CONTEXT: Loss or damage is indirect if it is not an ordinary consequence of a breach, and,
as such, indirect losses are normally only recoverable if, at the time this Agreement was made,
the paying party knew (or should have known in the circumstances) that such loss may arise.
Despite this, we do not take responsibility for the Customer Materials processed via the
Platform and we will not be liable for any indirect losses (even where they are foreseeable)
such as, for example, where a breach results in a contract between the Customer and one of
its customers being delayed (for any reason).

9.3.4. subject to clause 9.3.5, each party's total aggregate liability to the other party in
contract, tort (including negligence or breach of statutory duty), misrepresentation,
restitution or otherwise arising under or in connection with this Agreement (including
any Accepted Proposal) will be limited to an amount equal to the Fees paid by you for
the affected Services under the Accepted Proposal to which the liability relates during
the 12-month period prior to the event giving rise to such claim for damages (to be
calculated on a pro rata basis to equate to 12 months of Fees in the event that a claim
arises in the initial 12 months following the effective date of the Accepted Proposal); and

FOR CONTEXT: We cap our liability at the value of the applicable Fees to ensure that our risk
and liability is proportionate to the value of the Agreement. We set our Fees according to the
scope of risk under the liability cap.

9.3.5. each party's total aggregate liability to the other party in contract, tort (including
negligence or breach of statutory duty), misrepresentation, restitution or otherwise
arising under or from: (i) any indemnity in this Agreement; (ii) holding the other party
harmless under a ‘hold harmless’ clause in this Agreement; (iii) (in relation to your
liability only), any breach clause 4.2; or (iv) any breach of clauses 8 (Intellectual Property
Rights), 12 (Confidentiality) and/or 13 (Data Protection) of this Agreement will be limited
to a sum equal to £1,000,000.

9.4. Without impacting clause 9.3, during the term of this Agreement we shall keep a Professional
Indemnity Insurance policy in force at an amount not less than £1,000,000. Following a
written request from you, we shall promptly provide the insurance certificate to you.
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10. Term and Termination
10.1.  Duration and Termination for Convenience — This Agreement. The parties acknowledge and
agree that:

10.1.1. this Agreement will commence on the Effective Date and will continue indefinitely until
it is terminated;

10.1.2. termination of an Accepted Proposal pursuant to clause 10.2 will not terminate this
Agreement;

10.1.3. either party may terminate this Agreement upon providing the other party with written
notice, which will only take effect upon the termination of all Accepted Proposals then
in effect; and

10.1.4. entering into this Agreement does not commit you to purchase any Services unless and
until a Proposal is accepted.

10.2. Duration and Termination for Convenience — Accepted Proposals. The parties acknowledge
and agree that:

10.2.1. each Accepted Proposal will continue for the time period stated in the Accepted
Proposal terms;

10.2.2. Accepted Proposals cannot be cancelled or terminated early for convenience;

10.2.3. unless stated otherwise in an Accepted Proposal, each Accepted Proposal will continue
for a minimum period of 12 months (“Initial Term”) and will automatically renew for
further 12 month periods (each a “Renewal Period”) unless and until a party provides
the other party with at least 90 days prior written notice of termination, which shall take
effect no earlier than the end of the Initial Term or the then-current Renewal Period,
whichever is applicable at the time notice is given;

FOR CONTEXT: We automatically renew Services to ensure that there is no break in continuity.
You can only cancel a Service for convenience by providing 90 days prior written notice of
termination prior to the renewal date. If no cancellation is received, we will continue to invoice
you in accordance with the Accepted Proposal, with any 5% or pre-advised Fee increase.

10.2.4. unless stated otherwise in an Accepted Proposal, at the end of each 12 month period
fromn the commencement of an Accepted Proposal, the Fees may be increased up to a
maximum of 5% per annum (unless we advise you otherwise). We will use commercially
reasonable efforts to notify you of a fee increase where it is above 5%, at least 90 days
prior to the fee changes taking effect; and

10.2.5. where you notify us of your recommendation to a third party (who is not an existing or
previous customer of ours) to use our Services, and they subsequently enter into a
binding contract for the provision of our Services within a period of six months following
your introduction, we shall pay you a 5% commission of the third party’s first annual fees
(excluding any set-up fees). For the avoidance of doubt, commission will not apply in
relation to any third party fees after their first contract year.

10.3.  Termination for Cause. This Agreement and/or any Accepted Proposals can be terminated by
either party immediately upon providing written notice to the other party if:

10.3.1. the Agreement or any Accepted Proposal, as applicable, is breached by the other party
and, if the breach can be remedied, the defaulting party does not resolve the breach
within 30 days of receiving a termination notice; or

10.3.2. the other party: (i) becomes bankrupt / insolvent; (i) appoints an administrative receiver
or liguidator; (iii) is unable to pay its debts as they fall due; (iv) does (or threatens to)
suspend or cease trading; or (v) any event similar in nature to clauses 10.3.2(i-iv)
(inclusive).

10.4. Conseqguences of Termination — This Agreement. Upon the termination of this Agreement
(other than pursuant to clause 10.1, for example if there is a breach), all Accepted Proposals
will automatically terminate.
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10.5.

Consequences of Termination — Accepted Proposals. Upon the termination of an Accepted
Proposal (for example if there is a breach):

10.5.1. all Services under that Accepted Proposal will immediately end;
10.5.2. you will be liable for paying the full Fees under that Accepted Proposal and we will

invoice you with any outstanding charges;

10.5.3. we will have no obligation to pay you a refund under any circumstances;

10.5.4. you must promptly return all Cloud Gateway Equipment to us (no later than three

10.6.

10.7.

Business Days). If you fail to do so, we may enter your premises and take possession of
all Cloud Gateway Equipment and you agree to provide us with access and reasonable
assistance in recovering the Cloud Gateway Equipment. Until the Cloud Gateway
Equipment has been returned to us, you are solely responsible for its safe keeping (at
your sole cost);

10.5.5. we will return all Customer Equipment and Customer Materials to you (that have not

been consumed in the Services);

10.5.6. you must complete the offboarding activities that we notify you of in writing; and
10.5.7. regardless of any other terms in this Agreement, upon your request, and subject to you

paying us a charge additional to the Fees in accordance with our then-current rates
(“Transitional Services Fee"), we shall provide you with transitional services assistance
for up to a one month period to enable you to transition any terminated Services from
us to you or any replacement vendor (“Disentanglement”). In providing
Disentanglement, we shall: (i) co-operate with you and/or any replacement vendor,
including by taking all reasonable steps requested by you to assist in effecting a
complete Disentanglement, including providing documentation, interface
specifications, and where applicable, any related professional service at comparable
rates to those we have previously offered to you; (ii) conclude all Services; (iii) perform all
other activities necessary or consistent with fully transferring the Services from us
without impairing your receipt or use of the Service, including, without limitation,
providing the Services during Disentanglement; and (iv) use commercially reasonable
efforts not to cause interruption of, or any adverse impact on, you or any replacement
vendor. We will not be held responsible for any delays in the transfer of the Services if
such delays are caused by you or any replacement vendor.

In the event that you fail to comply with clauses 10.5.4 or 10.5.6 (and/or clause 10.5.7 where

Disentanglement is requested by you), we reserve the right to charge you a Transitional

Services Fee, or a continuation of the previously agreed Fees, to maintain your access to the

Portal and Services whilst the actions are completed.

Termination of this Agreement will not affect any party’s rights, obligations, remedies or

liabilities that have accrued prior to termination.

1. Events outside a party’s control (Force Majeure)

1.1. Neither party shall, in any circumstances, have any liability to the other party under this
Agreement if it is prevented from or delayed in performing its obligations under this
Agreement, or from carrying on its business, by any acts, events, omissions or accidents
beyond its reasonable control, including, without limitation: acts of God; fire; flood; storm;
epidemic; pandemic; war; riot; civil commmotion; malicious damage; compliance with any law
or governmental order, rule, regulation or direction; accident; breakdown of plant or
machinery; default of suppliers or subcontractors; strikes, lock-outs or other industrial
disputes or illness involving our workforce; delays, interruptions or failures of
telecommunication networks or services, or of internet service providers; or failure of a utility
service or transport network (“Force Majeure Event”). The affected party must take
reasonable steps to limit the impact of the Force Majeure Event upon its business and the
performance of its obligations under this Agreement. In the event of a partial, delayed or
defective execution of an obligation due to a Force Majeure Event, the parties will continue
executing the obligations under this Agreement that are not affected in any way by such
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cause. The party affected by the foregoing causes will recommence compliance with all of its
obligations and conditions under this Agreement within a reasonable period of time, once
such cause(s) has/have disappeared. For clarity, a Force Majeure Event will not waive your
payment obligations under this Agreement. If the Force Majeure Event continues for a period
of 60 days or more, the unaffected party may terminate this Agreement with immediate
effect by providing the other party with written notice.

12. Confidentiality

12.1. “Confidential Information” means any information that is of a reasonably confidential nature
(including the terms of this Agreement, and any commercial, technical, proprietary and/or
financial: information, data, know-how or processes) that has been disclosed orally, in writing
or by demonstration by one party or its Group Companies (the “Disclosing Party”) to the
other party or its Group Companies (the “Receiving Party”).

12.2. The Receiving Party agrees to:
12.2.1. protect the Confidential Information from unauthorised access or disclosure;

12.2.2. use the Confidential Information solely in connection with the Services and its
obligations under this Agreement; and

12.2.3. only make the Confidential Information available to its Representatives that reasonably
require it to enable the Receiving Party to perform its obligations under this Agreement
(subject to such Representatives being bound by confidentiality obligations that are
materially equivalent to this clause 12).

12.3. Nothing in this Agreement will restrict the Receiving Party's use of any Confidential
Information which:

12.3.1. is disclosed to enable us to state that you are a Cloud Gateway customer in relation to
the Services, or to enable you to state that you have engaged us for the Services, and is
a mere commercial reference in each party's respective internal and external marketing
related materials and statements;

12.3.2. is made available in the public domain by any person without breach of this
Agreement;

12.3.3. is already in the Receiving Party’s lawful possession, as reasonably evidenced by the
Receiving Party;

12.3.4. has already been independently developed by the Receiving Party without reference to
the Confidential Information;

12.3.5. is disclosed by the Receiving Party with the prior written approval of the Disclosing
Party; or

12.3.6. is required by law to be released (e.g. by a court order), provided that the Disclosing
Party is given at least seven days' prior written notice of such request (where such
notice is not prohibited by law) and the Receiving Party co-operates to obtain a
protective order / disclosure limitation, as requested by the Disclosing Party.

12.4. This clause 12 will survive the termination of this Agreement.

13. Data Protection

13.1. General Obligations. Each party will ensure that, in the performance of its obligations under
this Agreement, it will at all times comply with all applicable Data Protection Laws and any
other applicable privacy laws and regulations.
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13.2. Data Specification. You must provide us with a document setting out the (a) subject matter
and duration of any processing to be undertaken by us; (b) the nature and purpose of the
processing; and (c) the type of Personal Data and the categories of data subject relevant to
this Agreement. The parties agree that the Purpose Description at Schedule 6 will be the
default position.

13.3. Data Controller. You acknowledge and agree that you will be the Data Controller under this
Agreement and that you will be responsible for adequately addressing the use of cookies and
data protection obligations in your end-customer / client terms and conditions and policies.
As we do not have any control over your data protection notices, policies and terms and
conditions, you will indemnify (reimburse on a pound for pound basis), and keep indemnified,
Cloud Gateway and our officers, employees, consultants, agents and subcontractors against
all losses, costs, liabilities and expenses, including reasonable legal or other professional
expenses, suffered or incurred by us arising out of or in connection with any claim in respect
of: (i) a breach of clause 13.1,13.2 or 13.3; (ii) any liability arising whatsoever in respect of the
cookies on, or the capture of Personal Data through, your website(s) and applications; and (iii)
the consent of Data Subjects for the exportation of any Personal Data outside of the UK
and/or European Economic Area by us under clause 13.6.

13.4. Data Processor. We acknowledge and agree that we will be the Data Processor under this
Agreement and that we shall: (i) keep all Personal Data strictly confidential (pursuant to
clause 12 (Confidentiality)) and not disclose any Personal Data to third parties; (ii) not use the
Personal Data for any purpose other than to perform our obligations under this Agreement;
(iii) ensure that all Personal Data is processed in accordance with this Agreement, or as
otherwise instructed by you from time to time in writing, and we shall not process the
Personal Data for any other purpose — unless required by law to which we are subject — in
which case we shall, to the extent permitted by law, inform you of that legal requirement
prior to responding to the request; (iv) promptly carry out any written request made by you
during this Agreement requiring us to amend, transfer or delete all, or any part of, the
Personal Data; and (v) notify you without undue delay, or in any case within 48 hours, upon us
or any sub-processor becoming aware of a Personal Data Breach and at this time provide you
with all sufficient information required to meet any obligation to notify the relevant data
protection authority or inform affected individuals under applicable Data Protection Laws.

13.5. Assistance. We agree to assist you with all subject access requests which may be received
from an end-customer in a prompt timeframe (at your cost) and to ensure that appropriate
technical and organisational measures are in place to enable you to meet your obligations to
those requesting access to Personal Data held by us. Upon request, we shall provide you with
reasonably requested information within a reasonable timeframe to demonstrate our
compliance with this clause 13. We shall assist you in relation to any data impact / risk
assessments and/or any prior consultation with the relevant data protection authority,
provided that we shall be entitled to charge a reasonable fee for such assistance.

13.6. Sub-processing. Our sub-processors are published at
https://www.cloudgateway.co.uk/compliance/sub-processors/. If we appoint a new
sub-processor we shall provide you with written notice and you shall have the right to reject
the new party on reasonable grounds.

13.7. Data Transfers. We agree not to transmit any Personal Data to a country or territory outside of
the UK and/or the European Economic Area without your prior written consent, provided that
such consent is hereby deemed provided where the Personal Data is subject to an adequate
level of protection and appropriate legal safeguards in accordance with Data Protection Laws
(which may include entering into an International Data Transfer Agreement), subject to you
informing us of your explicit withdrawal of such consent.
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13.8. Return of Data. Upon the termination or expiry of this Agreement for any reason, we shall
return all Personal Data to you, or destroy it, as requested by you in writing, provided that this
shall not prevent us from retaining a copy to meet our legal or regulatory obligations.

13.9. Safeguards. Taking into account the state-of-the-art, the costs of implementation, and the
nature, scope, context and purpose of processing, as well as the varying risks to rights and
freedoms of natural persons, the parties warrant that for the duration of this Agreement they
will implement administrative, technical and physical safeguards sufficient to: ensure the
security and confidentiality of Personal Data; protect against the unauthorised or accidental
destruction, loss, alteration, use, or disclosure, of Personal Data and other records and
information of the end-customers or employees; and to protect against anticipated threats or
hazards to the integrity of Personal Data and other such information and records.

14. Non-solicitation

14.1. During the term of this Agreement and for a period of one year following its termination,
each party agrees not to directly or indirectly solicit or entice away any person who is, or has
been, engaged as an employee, worker, agent, consultant or subcontractor of the other party
(“Restricted Person”), unless it has obtained the prior written consent of the other party. Each
party agrees that this clause is reasonable.

14.2. A party will not breach clause 14.1 where it employs / engages a Restricted Person as a result
of running a national advertising campaign open to all applicants and not specifically
targeted at any Restricted Person, or after having been approached directly by a Restricted
Person without the party taking any active steps to solicit this.

14.3. If you commit a breach of this clause 14, you will, without prejudice to any of our other rights
or remedies, pay us on demand a sum equal to one year’s basic salary of (or the annual fee
that was payable) the applicable Restricted Person, plus the recruitment costs we incur in
replacing such person. For avoidance of doubt, any salary or annual fee payable shall be
exclusive of any commission or bonuses that the Restricted Person may have been entitled
to.

15. Compliance
15.1. The parties shall:

15.1.1. comply with all applicable anti-slavery and human trafficking laws, statutes and
regulations time to time in force including but not limited to the Modern Slavery Act
2015;

15.1.2. comply with all applicable laws, regulations, codes and sanctions relating to anti-bribery
and anti-corruption including, but not limited to, the Bribery Act 2010 and the Foreign
Corrupt Practices Act 1977 (“Relevant Requirements”); and

15.1.3. provide the party with such evidence as is reasonably required from time to time to
demonstrate compliance with this clause 15.1.

15.2. The parties shall:

15.2.1. maintain in place throughout the term of the Agreement its own policies and
procedures, including adequate procedures under the Bribery Act 2010, to ensure
compliance with the Relevant Requirements and will enforce them where appropriate;
and

15.2.2. promptly report to the other party any request or demand for any undue financial or
other advantage of any kind received by them in connection with the performance of
the Agreement.
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15.3.

15.4.

16.
16.1.

16.2.

17.
17.0.

The parties recognise that the law and regulations may change or may be clarified, and that
terms of this Agreement may need to be revised (on advice of legal counsel), in order to
remain in compliance with such changes or clarifications, and the parties agree to negotiate
in good faith revisions to the term or terms that cause the potential or actual breach or
non-compliance. In the event the parties are unable to agree to new or modified terms as
required to bring the entire Agreement into compliance, either party may terminate this
Agreement by providing at least 30 days written notice to the other party, or earlier if
necessary to prevent noncompliance with a governmental deadline or effective date.

We maintain and adhere to a Conflict of Interest Policy. You represent and undertake that no
employee, officer or director of Cloud Gateway is an employee, officer or director of the
Customer, or serves on any boards or committees of or in any advisory capacity with
Customer, except as disclosed by you to us in writing prior to entering into this Agreement. To
the extent that any employee, officer or director of Cloud Gateway may now or in the future
serve on any board or committee of or in any advisory capacity to the Customer, any
payments made to such parties shall be at fair market value for the Services rendered.

Dispute resolution procedure

If a dispute arises out of or in connection with this Agreement or the performance, validity or
enforceability of it, then either party may give written notice of the dispute to the other party
(with supporting documents) and the parties agree to seek to resolve the dispute in good
faith within 30 days. If a resolution to the dispute cannot be reached within 30 days, then the
parties may agree to refer the matter to mediation in accordance with the CEDR Model
Mediation Procedure. Unless otherwise agreed between the parties, the mediator shall be
nominated by CEDR.

Regardless of any other provisions in this Agreement, a dispute can be referred to the courts
by either party at any time pursuant to clause 17.11.

Miscellaneous

Variation. We reserve the right to modify this Agreement or the Services and to impose new
or additional terms or conditions at any time, provided that the Services provided under any
Accepted Proposal that is then in force will not be materially changed and any bespoke terms
agreed with you will be deemed to apply to any future updates (unless otherwise agreed by
the parties in writing). We shall provide you with at least 30 days prior written notice of any
material changes. If you continue to use the Services after such a notice period has expired,
you will be deemed to have accepted any notified changes, and they will be incorporated into
this Agreement. Subject to the preceding, no variation of this Agreement will be effective
unless it is in writing and signed by the authorised representatives of both parties. Either
party may propose changes to Accepted Proposals and, subject to agreement on the
specifications, Fees, and timeframes, such changes will be binding on the parties upon them
signing a Contract Change Notice (CCN).

FOR CONTEXT: We need the right to freely update the terms of this Agreement to reflect
changes to the law. Such changes will apply to all our customers, whereas, change requests
that only impact your relationship with us will be by written agreement. We will provide you
with reasonable notice in advance of any material changes and will seek to address any
queries that you may have at this time.

17.2. Severance. If any provision of this Agreement is held to be invalid, illegal or unenforceable for
any reason by a court of competent jurisdiction, such provision will be severed and the
remainder of this Agreement will continue in full force and effect as if this Agreement had
been executed with the illegal or unenforceable provision eliminated.
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17.3.

17.4.

17.5.

17.6.

17.7.

17.8.

17.9.

17.10.

17.11.

Survival. All obligations in this Agreement which expressly, or by their nature, are intended to
continue beyond the termination of this Agreement (including provisions relating to
confidentiality, liability, indemnification, data protection and governing law) will survive the
termination of this Agreement.

Assignment. This Agreement is for the benefit of, and binding on, the parties and their
respective successors and assignees. It may not be assigned by either party without the prior
written consent of the other party, except that we may, upon notice, transfer our rights and
obligations under this Agreement to a Cloud Gateway Group Company by way of a novation
agreement, in which case you agree to execute any documents reasonably required to give
effect to such novation, unless you have reasonable grounds to object to such novation,
relating to the proposed incoming party's ability to comply with its obligations under this
Agreement.

Subcontracting. We may subcontract any of our rights or obligations under this Agreement
without your consent. You may subcontract any of your rights or obligations under this
Agreement if you have obtained our prior written consent and ensure that any of your
sub-contractors are made aware of, and are legally bound to comply with, the terms of this
Agreement. Each party will remain fully responsible for the acts and/or omissions of any of its
subcontractors.

No Partnership / Agency. Nothing in this Agreement is intended to, or will be deemed to
establish, any partnership or joint venture between the parties, make a party the agent of the
other party, or authorise a party to make or enter into any commitments for or on behalf of
the other party.

Third Party Rights. No one other than a party to this Agreement, its successors or its
permitted assignees, will have any right to enforce any of its terms.

Waiver. No failure or delay by a party to exercise any right or remedy provided under this
Agreement or by law will constitute a waiver of that or any other right or remedy, nor will it
prevent or restrict the further exercise of that or any other right or remedy. No single or
partial exercise of any such right or remedy will prevent or restrict the further exercise of that
or any other right or remedy. The rights and remedies provided under this Agreement are in
addition to, and are not exclusive of, any rights or remedies provided by law.

Notices. All notices must be in writing and are deemed to be given when mailed by
registered or certified mail, return receipt requested, to the other party’s registered and
trading address, or email address, specified on the cover sheet of this Agreement, or any such
other address or email address as is notified to the other party in writing. Our email address
for notices will be compliance@cloudgateway.co.uk. Any notice or communication shall be
deemed to have been received: (i) if delivered by hand, upon signature of a delivery receipt, or
at the time the notice is left at the proper address; or (ii) if sent by email, at 09:00 on the next
Business Day after transmission. This clause does not apply to the service of any proceedings
or other documents in any legal action or, where applicable, any arbitration or other method
of dispute resolution.

Counterparts. This Agreement, any Accepted Proposals and any ancillary agreements may be
signed in counterparts. Each signed copy of a document will be deemed to be an original,
but all signed copies, when taken together, will constitute one and the same agreement.

Governing Law. This Agreement and any disputes or claims arising out of or in connection
with it or its subject matter or formation (including non-contractual disputes or claims) are
governed by English law and the parties irrevocably submit to the exclusive jurisdiction of the
English courts.
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Schedule 2: Definitions

In this Agreement, the following definitions apply:

Accepted
Proposal

a Proposal that has been signed and accepted by the Customer.

Business Day

Monday to Friday, excluding any bank holidays in England.

Business Hours

09:00 to 17:30 in England on a Business Day.

Cloud Gateway
Equipment

any equipment, including tools, systems, cabling, boxes or facilities, provided to
the Customer by Cloud Gateway, its agents, subcontractors or consultants, and
used directly or indirectly in the supply of the Services, including any such items
specified in an Accepted Proposal and any such items belonging to a third
party, but excluding any such items which are the subject of a separate
agreement between the parties under which title passes to the Customer.

Cloud Gateway
Materials

any information, data, text, content or materials made available by Cloud
Gateway to the Customer as part of the Services.

Customer
Equipment

any equipment, including tools, systems, cabling or facilities, provided to Cloud
Gateway by the Customer, its agents, subcontractors or consultants, which is
used directly or indirectly in the supply of the Services, including any such items
specified in an Accepted Proposal.

Customer
Materials

all documents, data, information, items and materials in any form, whether
owned by the Customer or a third party, which the Customer processes through
the Services, or that is provided by the Customer to Cloud Gateway in order to
set up the Services. For the avoidance of doubt, Customer Materials will not
include any Meta Data.

Data
Protection
Laws

all applicable data protection and privacy legislation in force from time to time
in the United Kingdom, which may include the UK General Data Protection
Regulation (Retained Regulation (EU) 2016/679), the Data Protection Act 2018,
and the Privacy and Electronic Communication (EC Directive) Regulations 2003
(PECR), as well as any other applicable legislation relating to personal data in
any relevant jurisdiction, and the guidance and codes of practice issued by the
Information Commissioner’'s Office or another relevant data protection or
supervisory authority, all as amended or replaced from time to time.
“Controller’, “Processor’, “Personal Data”, “Data Subject’, “Personal Data
Breach” and processing (and process, processes, and processed shall be
construed accordingly) shall have the meanings given to them in the Data
Protection Laws.

Fees

any charges paid or payable by you to us under this Agreement, as set out in an
Accepted Proposal.

Group
Company

any company which is under coommon management control of, and of which
more than 50% of the shares (or equivalent) are owned by: a party; a subsidiary
of that party; its ultimate holding company; or any direct or indirectly owned
subsidiary of such ultimate holding company (where “holding company” and
“subsidiary” shall be as defined in section 1159 of the Companies Act 2006).
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HSCN a connection of the Cloud Gateway Platform into the ‘Health and Social Care
Connectivity Network' (HSCN).
any patents, trade marks, service marks, copyrights, database rights, moral
rights, design rights, unregistered design rights, know-how, confidential
IPR information and/or any other intellectual or industrial property rights, whether
or not registered or capable of registration, and whether subsisting in England
or any other part of the world, together with any goodwill relating or attached
thereto.
Login any digital certificate or security token given to you by us, or agreed with you by
Information us, for the purpose of gaining access to the Services.
any data that describes and gives information about other data, including,
Meta Data without limitation, Cloud Gateway Materials, Customer Materials, network traffic
and Al generated content.
PSN a connection of the Cloud Gateway Platform into the ‘Public Services Network’
Connectivity (PSN).
our technology that allows the transmission of Customer Materials as directed
Platform
by you.
Portal the application provided to manage your support tickets and to view your
usage and statistics.
a document that we send to you detailing the specifications for the proposed
Proposal Services (attaching the Service Definitions) and incorporating the terms of this
Agreement.
. a party's officers, staff members, contractors, agents and/or professional
Representative .
advisors.
the provision of the Platform, Cloud Gateway Equipment, Cloud Gateway
Services Materials and any services to be provided by us to you as set out in an Accepted
Proposal.
SLA our Service Level Agreement, as updated by us and notified to you from time to
time.
any thing or device (including any software, code, worm, trojan horse, virus, file,
programme or any other similar thing or device) which may (as applicable)
prevent, impair or otherwise adversely affect: the operation of any computer
Virus software, hardware or network; any telecormmunications service, equipment,

network or other service or device; access to or the operation of any programme
or data, including the reliability of any programme or data (whether by
rearranging, altering or erasing the programme or data in whole or part or
otherwise); or the user experience.
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Schedule 3: HSCN connectivity specific terms

1. Application of this schedule

The provisions that follow only apply to HSCN Connectivity Services and they do not apply to any
other Service type provided by us.

2. Schedule specific definitions

In this Schedule 3, the following terms shall have the following meanings:

CN-SP Deed

the deed required by the HSCN Authority to be signed by any CN-SP in order for
it or its subcontractor to deliver HSCN Connectivity Services.

Connection

the agreement setting out the obligations and requirements for organisations
wanting to connect to the HSCN, together with all documents annexed to it and

A t .

greemen referenced within it.
Consumer
Network . . . . .
Service an organisation that is supplying or is approved to supply HSCN Connectivity
Providers or Services having achieved the appropriate HSCN Compliance.
CN-SP

Good Industry

the standards, practices, methods and procedures conforming to the law and
the exercise of the degree of skill and care, diligence, prudence and foresight
which would reasonably and ordinarily be expected from a skilled and

Practice . L . .
experienced person or body engaged within the relevant industry or business
sector.

Health and . .

. the government’s network for health and social care, which helps all

Social Care - . . . .
organisations involved in health and social care delivery to work together and

Network or interoperate

HSCN perate.

HSCN Authority

NHS Digital (the Health and Social Care Information Centre).

HSCN . . . .

. a status as detailed in the document "HSCN Compliance Operating Model", as
Compliance
or set out at
HSCN https:.//www.digital.nhs.uk/health-social-care-network/connectivity-suppliers],

. and as updated by the HSCN Authority from time to time.
Compliant
HSCN . S . .

. . any service which is offered by a CN-SP to provide access to and routing over
Connectivity
. the HSCN.
Services
HSCN _ . .
a recipient of HSCN Connectivity Services.

Consumer
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HSCN .

s¢ any agreement pursuant to which a CN-SP (or Sub-contractor of a CN-SP)
Consumer o .

agrees to supply HSCN Connectivity Services to a HSCN Consumer.

Contract
HSCN the obllgatlons as available at
Obligations :
Framework which may be updated from time-to-time by the HSCN Authority.

HSCN Solution

the document containing the architecture and technical solution for HSCN (the
latest version can be accessed at

Overview . . . .
https:/www.digital.nhs.uk/health-social-care-network/connectivity-suppliers).
a sub-contractor (including any affiliate or group company) of a CNSP in relation
Material to HSCN Connectivity Services which, in the reasonable opinion of the HSCN

Subcontractor |[Authority, performs (or would perform if appointed) a substantive role in the

provision of all or any part of the HSCN Connectivity Services.

NHS Digital
CareCERT

the NHS Digital Care Computing Emergency Response Team, that provide
cyber security intelligence and advice to the health and care system using links
across the public sector and with partners in industry.

3.3.

3.4.

3.5

3.6.

General HSCN terms

All organisations wishing to obtain access to the HSCN are required to sign a Connection
Agreement before HSCN Connectivity Services can be provisioned by us.

You acknowledge that we are not permitted to allow access to any HSCN Service to any
person with whom we do not have a direct contract covering the HSCN Connectivity Service.
Regardless of all other terms in this Agreement, you must not permit any access to any HSCN
Connectivity Service by any third party, including any beneficiary.

If we serve a notice terminating the provision of HSCN Connectivity Services in accordance
with the provisions of this Agreement, you will be liable to pay the Fees for those Services up
until the point in time that you could otherwise first have terminated those Services,
irrespective of the fact that those Services are no longer being provided.

You acknowledge and agree that we will not be liable to you or any third party for any claims,
proceedings, actions, damages, costs, expenses and any other liabilities of any kind which
may arise out of, or in consequence of, any notification by the HSCN Authority requiring
disconnection of HSCN Connectivity Services or a consumer environment under the terms of
paragraph 4.4 below.

You will cooperate fully and promptly in relation to any audit that we are required to conduct
from time to time in relation to its customers for HSCN Connectivity Services, including by
answering questionnaires and providing documentary evidence. If we have any concern that
requires a physical audit of you and your premises, records and/or systems, you will again
cooperate fully with us. We may charge for any audit that we perform beyond the initial
paper-based questionnaire and review (at our then current professional services fee rates),
which you must pay. You irrevocably consent to us revealing the findings from any such audit
process to the HSCN Authority.

The HSCN Authority requires certain mandatory terms and conditions to be included in any
agreement for the supply of HSCN Connectivity Services. Those mandatory terms are set out
in paragraph 4 below (“Mandatory HSCN Terms”), and you and us will comply with them. In
the event of any conflict between any of terms of this paragraph 3 and paragraph 4, clause 4
will prevail to the extent necessary to resolve the conflict.
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4.2.

4.3.

4.4,

4.5.

4.6.

4.7.

4.8.

4.9.

4.10.

401

Mandatory HSCN terms

. We shall ensure that any HSCN Connectivity Services that we supply pursuant to this

Agreement shall have been awarded HSCN Compliance and shall retain at all times HSCN
Compliance.

We shall ensure that any HSCN Connectivity Services that we supply pursuant to this
Agreement are delivered in accordance with the HSCN Obligations Framework.

You must ensure that any HSCN service consumer environment used to consume HSCN
Connectivity Services supplied pursuant to this Agreement shall be provided and maintained
in accordance with the Connection Agreement.

Each of the parties warrants and undertakes that during the term of this Agreement they will
immediately disconnect their HSCN Connectivity Services, or consumer environment (as the
case may be), from all other HSCN Connectivity Services and consumer environments where
specifically requested in writing by the NHS Digital CareCERT (or the HSCN Authority acting
on behalf of NHS Digital CareCERT) where there is an event affecting national security or the
security of the HSCN.

The parties acknowledge and agree that the HSCN Authority shall not be liable to them or
any other party for any claims, proceedings, actions, damages, costs, expenses and any other
liabilities of any kind which may arise out of, or in consequence of any notification pursuant to
paragraph 4.4 above.

Each of the parties acknowledges and agrees that paragraphs 4.4 and 4.5 are for the benefit
of and may be enforced by the HSCN Authority, regardless of the fact that the HSCN Authority
is not a party to this Agreement, pursuant to the Contracts (Rights of Third Parties) Act 1999.
For the avoidance of doubt, such appointment shall not increase any of our liability beyond
the scope of its existing liabilities under this Agreement, the CN-SP Deed or the HSCN
Obligations Framework.

We shall procure that any Material Sub-contractor shall comply with terms materially
equivalent to the terms of this Agreement in relation to their provision of HSCN Connectivity
Services.

Where any level of standard, practice or requirement associated with any Cloud Gateway
obligation referenced in this Agreement, the HSCN Obligations Framework, the HSCN CN-SP
Service Management Requirement Addendum or the HSCN Consumer Contract conflicts
with another level of standard, practice or requirement associated with any of our obligations
or with Good Industry Practice, then the higher standard or requirement or best practice shall
be adopted by us. In the event that we cannot determine which represents the higher
standard or requirement or best practice, we shall seek guidance from the HSCN Authority
which shall reasonably determine which is the level of standard, practice or requirement that
is the most favourable fromm a HSCN Consumer perspective, and thus with which standard or
best practice to comply.

If we fail to provide any part of the HSCN Connectivity Services as required under this HSCN
Consumer Contract, we shall, in accordance with the guidance documentation published at
https://www.digital.nhs.uk/health-social-care-network/connectivity-suppliers, be directly liable
to the HSCN Consumer in respect of such HSCN Connectivity Services.

You must share all records and information with the HSCN Authority as are reasonably
requested by the HSCN Authority in connection with the monitoring and operation of the
HSCN network described in the HSCN Solution Overview Document.

Where the HSCN Consumer has a right to terminate for material default, financial standing
deterioration or insolvency under this HSCN Consumer Contract, the HSCN Consumer shall
additionally have the right to novate this HSCN Consumer Contract to another CNSP.
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4.12. Where the HSCN Consumer exercises its right to novate this HSCN Consumer Contract
pursuant to clause 4.11, the HSCN Supplier shall undertake to do all acts and execute all
documents which may be reasonably necessary to give effect to such novation, including, but
not limited to:

4121, undertaking such exit management obligations as the HSCN Consumer
and/or replacement CN-SP may reasonably request;

412.2.  the provision of detailed descriptions of the services to be transferred,;

412.3.  the provision of full specifications of assets (excluding Core Network Assets),
sub-contracts, software licences and any associated net book value and
ongoing cost commitments;

412.4.  the provision of an inventory of any relevant HSCN Consumer data in the
HSCN Supplier's possession or control;

4125.  the provision of details of any key terms of any material third party contracts
and licences, particularly as regards charges, termination, assignment and
novation insofar as they relate to exclusive and non-exclusive assets;

4]2.6. executing the transfer of any relevant assets (excluding Core Network Assets),
and warranties;

412.7. executing the transfer of any relevant sub-contracts;
412.8. executing the transfer of any software licences;
412.9. executing the transfer of any configuration information;

4.12.0. provision of a list of on-going and/or threatened material disputes in relation
to the provision of the services;

41201 provision of all information relating to any relevant transferring supplier
employees;

4.12.2. executing a novation/assignment or transfer agreement or similar with the
HSCN Customer and/or its replacement CNSP; and

41213.  the provision of such other material and information as the HSCN Consumer
shall reasonably require.

413. The HSCN Supplier shall, if requested by the HSCN Consumer, provide the
information set out in paragraph 4.12 to the HSCN Consumer within 5 Working Days
of the receipt of such request.

414,  The HSCN Supplier shall, if requested by the HSCN Authority, provide the
information set out in paragraph 4.12 to the HSCN Authority within 5 Working Days
of the receipt of such request.

415. The HSCN Consumer and/or the HSCN Authority shall have the right to share the
information provided under paragraph 4.12 with other CNSPs in order to secure a
replacement CNSP and to execute a transfer of the services.

5. HSCN shared responsibility - Purpose

51.  Security and Compliance is a shared responsibility between the parties. The purpose of this
document is to outline these responsibilities including the appropriate connectivity, security
and accreditation if and where required.
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6.1.

6.2.

7.1.

7.2.

7.3.

7.4.

Our responsibilities

We are responsible for protecting the infrastructure that runs all of the Services offered on
the Platform. This infrastructure is composed of the hardware, software, networking, and
facilities that run the Cloud Gateway Services. This includes (but not limited to) controls such
as vulnerability and patch management, certificate and cryptography, access control,
monitoring / alerting, incident / change management and business continuity.

The Platform benefits from extensive independent validation via certifications ranging from
international standards (for example ISO27001 and Cyber Essentials Plus) to UK Public Sector
specific standards (for example, PSN certification). The Platform is subject to regular,
extensive IT Security Health Check (ITSHC) CHECK Tests by independent, CESG-approved
assessors to ensure that our customers have confidence in the physical and technical security
controls which have been implemented to protect their valuable data assets.

Customer responsibilities

There are no specific assurance or compliance schemes to which you must adhere in order to
obtain a connection to the Platform, except for when connecting to the public services
referenced within this document. However, there are a number of obligations on all
organisations that use our Services. These are set out below and designed to help maintain
the availability of the Platform whilst improving the overall cyber security position of our
customers.

Incident Reporting. You have a responsibility to report any identified incidents that are
affecting or have the potential to affect our Services. Incidents should be reported to our
Service Team at the earliest opportunity.

You must have an individual who is responsible for information security with respect to the
Services provided by us. These contact details should be shared with us so that we can
contact them directly regarding security incidents and concerns.

Information Security. We recommend that you implement good practice cyber security
measures to limit exposure to malware and lateral movement of network distributed attacks
that could reach the Cloud Gateway Services. This should include:

7.4.1. properly configured systems for detecting when accounts or systems have been
breached;

7.4.2. managing and handling all matters relating to logins, authentication, and access
permissions; and

7.4.3. encrypt data within Client applications to protect information, systems and Services
from unauthorised disclosure, destruction, theft, unavailability or loss of integrity
through cyber and / or other forms of attack.

7.5. Network Monitoring. You are required to inform us of any security testing or traffic pattern

changes that could be interpreted as early indicators of compromise. You must provide at
least 2 weeks' notice of any activities, such as penetration tests, and you must provide details
we request about the proposed test. The Services are monitored by us for the purposes of
maintaining the availability and security of the systems and/or Services. Examples include
looking for abnormal amounts of traffic or port scanning that could indicate a malware or
other cyber security attack. We do not store or have access to the content of the network
traffic, only the metadata. If you do not provide sufficient notice or information prior to the
tests, we reserve the right to take any action to cover any costs we incur and to maintain the
Services.
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7.6.

7.7.

Access Controls. Our Services do not impose any restrictions on categories of sites or services
that you can access except from a standard set of controls that are in place to prevent data
from being shared with known malware resources (for example, places on the Internet with
which malware may try to communicate with).

You are required to request and authorise the required application / network traffic that is
permitted through the Platform. A security assessment will be performed to ensure the
integrity of the platform is maintained.

8. HSCN connectivity

8.1.  Where you connect to the HSCN network through the Platform, you are responsible for the
control and management of access and responsibilities for end users including appropriate
connectivity, security and accreditation if required. Where access is required over HSCN, you
are responsible for adhering to the Code of Connection by signing a Connection Agreement
which is a mandatory requirement before connecting to the network. This link has more
information -
https:/digita
n

8.2. To check that you have a signed Connection Agreement, go to
https:/crm.digital.nhs.uk/hscnconnectionagreementsearch/ and search either using your
organisation name or ODS code.

8.3.  We will check this Connection Agreement is in place before we enable your connection to the
Platform.

Commercial in Confidence Page 28 of 41

This is a controlled document and the information contained therein is
the property of Cloud Gateway LTD. Uncontrolled if printed or held outside the jurisdiction of the company.


https://digital.nhs.uk/services/health-and-social-care-network/new-to-hscn/connecting-to-hscn
https://digital.nhs.uk/services/health-and-social-care-network/new-to-hscn/connecting-to-hscn
https://crm.digital.nhs.uk/hscnconnectionagreementsearch/

CLOUD M r Services Agreement v2.4
&GATEWAY aster Services Agreement v2.

Schedule 4: PSN connectivity specific terms

1. Application of this schedule

The provisions that follow only apply to PSN Connectivity Services and they do not apply to any
other Service type provided by us. Where you connect to a Public Services Network (“PSN”) through
the Platform, you are responsible for the control and management of access and responsibilities for
end users including appropriate connectivity, security and accreditation if required. Where access
is required over PSN, you are responsible for obtaining a PSN Compliance connection certificate.

You must have the PSN Compliance connection certificate in place before we can enable your
connection.

2. Schedule specific definitions

In this Schedule 4, the following terms shall have the following meanings:

The UK government’s National Technical Authority for Information Assurance.

CESG

See www.cesg.gov.uk
Code of The agreement, as set out in the code template, setting out the obligations and
Connection or |requirements for organisations wanting to connect to the PSN, together with all
CoCo documents annexed to it and referenced within it.
Code of The agreement, as set out in the code template, setting out the obligations and
Interconnection |requirements for an organisation to provide PSN connectivity services, together
or ColCo with all documents annexed to it and referenced within it.
Code of The agreement, as set out in the code template, setting out the obligations and

requirements for an organisation wanting to provide PSN services, together

Practice or CoP . . L
with all documents annexed to it and referenced within it.

GCN Service A component, product or service that enables PSN-connected organisations to
Provider or enjoy intra and inter-organisation IP data transmission and for which a PSN
GCNSP compliance certificate has been awarded by the PSN team.

Government

Conveyance The total network of all GCN services provided by all GCN Service Providers.
Network or GCN

PSN A component, product or service that enables PSN-connected organisations to
connectivity enjoy intra and inter-organisation IP data transmission and for which a PSN
service compliance certificate has been awarded by the PSN team.

PSN

An organisation that is supplying or is approved to supply a PSN connectivity

connectivit ST .
y service in accordance with a ColCo.

service provider

PSN . L . .
. The certificate awarded to the individual infrastructures, GCN Services, PSN
compliance . . .
e services and PSN connectivity services that make up the PSN.
certificate
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PSN customer

The PSN service consumer that has achieved PSN compliance certification for
their PSN customer environments and holds PSN supply agreement(s) with
PSN service providers and PSN connectivity service providers for the services

concerned.
PSN supply Either a contract or —if it is between public sector bodies — a Memorandum of
agreement Understanding (MoU) to deliver PSN services or PSN connectivity services.

PSN service

An organisation which uses PSN services or PSN connectivity services.

consumer
PSN Service L . . . . .
Provider or An organisation that is supplying or is approved to supply PSN services in
accordance with a CoP.
PSNSP
A functional service available to PSN-connected organisations from a
PSN-connected infrastructure in order to enable the fulfilment of a specific
PSN service business activity, which is offered by a PSN Service Provider in accordance with

a CoP and for which a PSN Compliance Certification has been awarded by the
Public Services Network Team.

Public Services |The government's high-performance network, which helps public sector
Network or PSN |organisations work together, reduce duplication and share resources.

3.
31

32

3.3

3.4

35

3.6

3.7

Mandatory PSN terms

We shall ensure that any PSN and GCN services that we supply, or are supplied by others,
pursuant to this agreement shall have been awarded and retain at all times a PSN
compliance certificate.

We shall ensure that any PSN and GCN services that we supply, or are supplied by others,
pursuant to this agreement]are delivered in accordance with the applicable code, codes or
Documents of Understanding (DoU).

You shall ensure that any PSN customer environment used to consume PSN and GCN
services supplied pursuant to this agreement shall have been awarded and retain at all times
a PSN compliance certificate.

You shall ensure that any PSN customer environment used to consume PSN and GCN
services supplied pursuant to this agreement shall be provided and maintained in
accordance with the applicable code or codes.

Each of the parties warrants and undertakes that they shall throughout the term, where
specifically requested in writing by the PSN team acting on advice from the Infrastructure
SIRO, immediately disconnect its GCN services, PSN services or customer environment (as
the case may be) from such PSN services (including any Direct Network Services (DNS)), GCN
services and customer environments as the PSN team instructs where there is an event
affecting national security, or the security of the GCN or PSN

The parties acknowledge and agree that the PSN team shall not be liable to them or any
other party for any claims, proceedings, actions, damages, costs, expenses and any other
liabilities of any kind which may arise out of, or in consequence of any notification pursuant
to clause 3.5.

Each of the parties acknowledges and agrees that these clauses 3.4 and 3.5 are for the
benefit of and may be enforced by the PSN team, notwithstanding the fact that the PSN
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team is not a party to this agreement, pursuant to the Contracts (Rights of Third Parties) Act
1999

3.8 We shall cooperate with suppliers of other PSN services and GCN service providers to enable
the efficient operation of PSN.

39 The PSN services shall be delivered in a way that enables the sharing of services across
customers of PSN services and maximises the savings to be achieved by such sharing of
services
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Schedule 5: Service Level Agreement

1. INTERPRETATION

The following definitions and rules of interpretation apply in this Schedule.
1.1 Definitions

Agreement: The agreement to which this Schedule relates

All Reasonable Endeavours: The same degree of priority and diligence with which we
meet the support needs of our other similar Customers

Client Cause: Any of the following causes:
a. anyimproper use, misuse or unauthorised alteration of the Service(s) by you;

b. any use of the Service(s) by you in a manner inconsistent with the then-current documents
or instructions;

c. any failure of equipment or connectivity not provided by us
Client Dependency: Any Customer prerequisite listed in the Agreement

Client Equipment: Any equipment which remains the responsibility of the Client and
therefore not supplied or maintained by us

Emergency Change: A change that must be introduced as soon as possible

Emergency Maintenance: The need to affect an urgent, unscheduled fix to Services
provided by us

Higher-level Support: Any higher-level support provided by us

Incident(s): Any failure of the Service(s) to operate in all material respects in accordance
with the specification and documents, including any failure or error referred to in the
Service Level Table.

Out-of-scope Services: Either of the following:

a. any services provided by us in connection with any apparent Incident regarding the
Service(s) reasonably determined by us not to have been caused by a Fault, but rather by a
Customer Cause or a cause outside of our control (including any investigational work
resulting in such a determination); or

b. any Higher-level Support provided in the circumstances specified in Paragraph 2.3

Planned Maintenance: A window between 22:00 - 06:00 Monday to Sunday within which
we will perform maintenance activities under change control

My Cloud Gateway: Means the Cloud Gateway Client portal available at
https:/mycloudgateway.co.uk

Non Attributable: Not capable of being attributed to a particular source or cause

Service Availability: This means the amount of time expressed as a percentage during which the
Service is available for the Customer over a defined period

Service Credits: The service credits specified in the table set out in Paragraph 7.1.

Service Desk: Any support provided by Service Desk technicians sufficiently qualified and
experienced to identify and resolve support issues relating to the Service(s)
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Service Levels: The service level responses referred to in the Ticket Management
Response & Resolution Table in Paragraph 6.2

Service Level Table: The table set out in Paragraph 6.2

Service Level Target (SLT): The length of time within which we will aim to respond to and
resolve Incidents or Service Requests raised by you

Service Request: A formal request from you for something to be provided by us
Solution: Either of the following outcomes:

a. resolution of an Incident; or a workaround in relation to an Incident (including a reversal of
any changes to the Managed Services if deemed appropriate by us) that is reasonably
acceptable to you;

b. fulfilment of a Service Request

Support Fees: This service is a fully managed service and there are no additional fees
unless you wish to engage with additional consultancy or technical support activities.
These will be scoped and delivered via the Proposal process

Support Hours: Incidents and Service Requests can be raised through My Cloud Gateway
24x7x365. Standard Support hours are Monday to Friday 09:00 - 17:30 excluding UK Bank
Holidays. Premier Support provides out of hours support for Incidents which meet the
definition of Priority 1 outlined in Clause 6.5.

Support Period: The Term and, if requested by you, any period during which the
Customer transfers the Services to an alternate service provider will be outlined in the
MSA, up to a maximum duration of 1 calendar month, unless otherwise agreed between
you and us

Support Request: Request made by you in accordance with this Schedule for support in
relation to the Service(s), including correction of an Incident and the fulfilment of a Service
Request

Support Services: Maintenance of the then-current version or release of the Service(s),
including Service Desk and Higher-level Support, but excluding any out-of-scope
Service(s)

Unavailable or Unavailability: Is when all attempts to connect through the Cloud
Gateway Service(s) fail for a period of time greater than 60 consecutive seconds.

All initial capitalised terms in this schedule shall have the meanings given to them in the
Agreement.

2. SUPPORT SERVICES

2.1 During the Support Period we shall perform the Support Services during Support Hours in
accordance with the Service Levels.

2.2 As part of the Support Services, we shall:

a. provide a Service Desk facility enabling us to record and respond to all Customer contacts.
You can contact the Service Desk by means of My Cloud Gateway, available at
https:/mycloudgateway.co.uk. If for any reason My Cloud Gateway is unavailable, support
services can be requested by email, sent to service@cloudgateway.co.uk. Where possible,
Incidents which meet the definition of Priority 1 should be raised through My Cloud
Gateway, then called through to the Service Desk on +44 (0)161 696 1000. Support Services
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may also be requested by entering a record in the Customer’s IT Service Management tool
(where this has been integrated with our IT Service Management tool).

b. commit appropriate resources to the provision of Higher-level Support;
use All Reasonable Endeavours to resolve all Incidents notified under Paragraph 4.3; and

d. provide technical support for the Service(s) in accordance with the Service Levels set out in
Paragraph 6.1 (b).

2.3 Changes will be categorised and implemented as follows:

2.3.1 Standard Support

Implementation SLT
(Business Days)

Change Type Change Definition

Cost

Any Change on the list provided in
table in clause 2.3.3

Any Change requested by you that
is not a standard change as per
Non- standard table in clause 2.3.3, will be N/A Varies
separately quoted for by us and
agreed as a separate piece of work

Standard <5days £50+VAT

2.3.2 Premier Support:

Implementation

Change Type Change Definition SLT (Business
Days)

Any Change on the list provided in
table in clause 2.3.3

Any Change requested by you that
is not a standard change as per
Non- standard table in clause 2.3.3, will be N/A Varies
separately quoted for by us and
agreed as a separate piece of work

Standard <2 days £50+VAT

2.3.3 Standard Changes

Change Definition - Standard

Adding, removing or modifying user accounts within provisioned systems

Adding, removing or modifying up to 2 rulesets, such as permit or deny rules including up to 5 policy
objects (host, group, networks, service objects) per ruleset

Adding, removing or modifying a single URL filter list, including up to 10 URL entries. (dependent on
service offering)

Adding, removing or modifying Client DNS entries

Adding, removing or modifying IP address associated with incoming service (NAT) that traverse
Cloud Gateway

Adding, removing or modifying IP prefix list to permit/deny prefixes infout of Cloud Gateway

Removing or modifying BGP peer to a Cloud Provider

Removing or modifying VPN tunnel to a Cloud Provider
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2.4 Any Higher-level Support requested by you and provided by an individual whose qualifications
or experience is greater than that reasonably necessary to resolve the relevant Support Request
shall be deemed an Out-of-scope Service, provided that an appropriately qualified or experienced
individual was available at the time when the Higher-level Support was sought.

2.5 The SLA shall only apply to Service(s) agreed pursuant to the Agreement that have been agreed
by means of an authorised Proposal.

2.6 You acknowledge that we are not obliged to provide Out-of-scope Services.

3. FEES

3.1 The provision of Support Services on a remote, off-site basis (such as over the telephone or by
email) within the Support Period shall be included in the Support Fees.

3.2 The provision of Support Services outside the Support Period or at the Customer’s Site or the
provision of Out-of-scope Services shall be charged at the applicable time and materials rates set
out in the Agreement.

4. SUBMITTING INCIDENTS AND ACCESS

4.1 You shall provide us with:

a. prompt notice of any Incidents, including raising the Incident via My Cloud Gateway, or
calling our Service Desk on +44 (0)161 696 1000. The reporting of priority 1 Incidents should
be followed up where possible with a call to the Service Desk on +44 (0)161 696 1000.

b. such output and other data, documents, information, assistance and (subject to compliance
with all Customer’s security and encryption requirements notified to us in writing) remote
access to your system, as are reasonably necessary to assist us to reproduce operating
conditions similar to those present when you detected the relevant Incident.

4.2 Itis your responsibility to provide the following information as a minimum when logging an
incident with the Service Desk:

e details of the issue which is being experienced

e confirmation of whether the service has behaved in this way previously
e confirmation of the date and time that the issue started

e details of the impact to your Service(s)

e whether the issue is affecting one or multiple users, including details of the affected users
(usernames, email addresses, etc.)

e ifthe Incident is a priority 1, details of a member of your technical team that would
be able to join a technical recovery call if required

e iftheissue is affecting a specific Customer site, details of a member of your on-site
team

e ifthe issue being experienced is related to connectivity, example source and
destination IP address(s)

4.3 You acknowledge that, to properly assess and resolve Incidents, it may be necessary to permit
us with direct access at your site, to your system and your files, equipment and personnel.

4.4 You shall provide such access promptly, provided that we comply with all your reasonable
security requirements and other policies and procedures relating to contractors entering and
working on your Site notified to us in writing from time to time.

Commercial in Confidence Page 35 of 41

This is a controlled document and the information contained therein is
the property of Cloud Gateway LTD. Uncontrolled if printed or held outside the jurisdiction of the company.



CLOUD M r Services Agreement v2.4
&GATEWAY aster Services Agreement

5. SUBMITTING SERVICE REQUESTS

5.1 You may request Support Services by way of a Service Request. All requests from you that are
not as a result of an Incident with the Service(s) shall be treated as a Service Request.

5.2 Each Service Request shall include sufficient information to enable us to fulfil it within the
agreed Service Level Target.

6. SERVICE LEVELS
6.1 We shall:
a. provide 99.95% service availability as calculated in Clause 6.2 of this schedule; and

b. prioritise all Incidents and Service Requests based on its reasonable assessment of the
priority level of the Incident or Service Request; and

c. respond to and attempt to resolve all Incidents and Service Requests in accordance with
the response and resolution target times specified in Tables 6.4.1 and 6.4.2

6.2 Availability shall be measured using the calculation set out below:
Availability % = A/(T-P)x100, where

A =the number of minutes in the relevant calendar month for which the relevant Service(s) was
available

T = the total number of minutes in that calendar month in which that Service(s) ought to have
been available and

P = the duration in minutes of acceptable outages in that calendar month.

If some, but not all, parts of a Service(s) have no availability for a period of time (for example if there
is no availability at some of the sites at which a Service(s) is provided), then the same formula will
apply but:

A = the aggregate number of minutes in the relevant calendar month, for which each part that
Service(s) was available (which will be assessed using the Cloud Gateway part codes shown on the
Agreement)

T = the number of minutes in that calendar month multiplied by the number of the Cloud Gateway
part codes for that Service and

P = the number of minutes of acceptable outages in that calendar month multiplied by the total
number of Cloud Gateway part codes for that Service.

6.3 In calculating Availability (whichever method is used above), the following shall be considered
“acceptable outages” and their duration therefore count as part of P:

a. any period of non-Availability caused or contributed to by:
i. outages related to maintenance during the Maintenance Window;
ii.  the failure of you to meet any Customer Dependency;

iii. Cloud Gateway exercising a right to suspend the relevant Service(s) pursuant to any
provision of the Agreement;

b. faultsin, or failure to properly operate, any hardware, software communications links or
other equipment (including Client Equipment) which does not form part of the relevant
Service(s) (including connections to the internet not provided by us, and all equipment not
forming part of the relevant Service(s) which is used by you;
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c. without prejudice to Clause 6.3(b) above, faults in, or failure properly to operate, any software
hosted on the relevant Service(s) other than software which (i) forms part of those Service(s)
and (ii) was supplied by us pursuant to the Agreement; or

d. Force Majeure.

Master Services Agreement v2.4

6.4 Ticket Management Response & Resolution Targets

6.4.1 Standard Support

Target Response

Target Resolution

Priority 1 <1Hr! < 4 Hrs!
Priority 2 <2 Hrst <8 Hrs?
Priority 3 <4 Hrst < 24 Hrst
Priority 4 <8 Hrst <5 days?
Priority 5 < 24 Hrs? Varies

1 Business Hours are Monday to Friday 09:00 to 17:30, excluding UK Bank Holidays.

6.4.2 Premier Support

Target Response

Target Resolution

proriy1 | 20 i
Priority 2 <30 Mins? < 4 Hrst
Priority 3 <1Hr? <12 Hrs?
Priority 4 <2 Hrst <5 days?
Priority 5 <4 Hrst Varies

1 Business Hours are Monday to Friday 09:00 to 17:30, excluding UK Bank Holidays.

6.4.3 Priority will be defined by the Service Desk logging the incident, in consultation with your
contact, following the collation of specific details.

6.4.4 The Target Response will be met if the Service Desk makes a reasonable attempt to contact
the user by telephone, email or other means as determined when the Incident is logged,
irrespective of whether actual contact is made. Target Response may be made upon the incident
being logged if initial support is provided over the phone.

6.4.5 Target Resolution is the time taken to resolve an Incident or fulfil a Service Request. It is
measured from the time a record is created, until the time that you are advised that your Incident
has been resolved, or their Service Request has been fulfilled.
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6.5 Ticket Management Priority Definitions

Priority Definition

The Customer’s business is suffering a significant loss or degradation of your Cloud

Priority 1 Gateway Service(s) and require an urgent resolution

The Customer’s business is suffering a moderate loss or degradation of your Cloud
Priority 2 Gateway Service(s) but has a workaround in place, allowing them to operate to a
reduced capacity

The Customer's business is operating with minor degradation of your Cloud Gateway

Priority 3 Service(s)

The Customer’s non-critical functions of your Cloud Gateway Service(s) are not

Priority 4 behaving correctly

Priority 5 The Customer has a general question or information request

Where, following triage and investigation, an incident reported to us turns out to be Non
Attributable to us, the following actions will be taken:

e The Incident record will be updated to reflect that it was Non Attributable

e We will work with you to clearly agree upon what constitutes Non Attributable Incidents
such that you will refrain from raising such Incidents

e |f Non Attributable Incidents continue to be reported, we reserve the right to charge you for
all time and resource(s) engaged on the Non Attributable Incident at the rate set out in with
Schedule 5 of the Agreement

6.6 The Parties may, on a case-by-case basis, agree in writing to a reasonable extension of the
Service Level Target Response Times.

6.7 We shall give you regular updates of the nature and status of its efforts to correct any Incident.

7. SERVICE LEVEL REPORTING

7.1 Customers who have Premier Support will receive a Service Management Report on a monthly
basis.

7.2 We obtain the source data for the report from the IT Service Management Tool, where all
Incidents and Service Requests are recorded.

7.3 The report will be submitted to you by the second week of the calendar month following the
reporting month.

7.4 The content of the Service Management Report will include:
e Incidents

o the number of Incidents, by priority, reported in the previous calendar month
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o adherence against the Service Level Target Resolution Times
o the number of Non Attributable Incidents reported each month
e Service Requests
o the number of Service Requests received in the previous calendar month
o fulfilment status

7.5 Service Review Meetings can be provided for Customers who have Premier Support, the
frequency of these meetings can be agreed between you and us.

7.6 Customers who do not have Premier Support can access information on Incidents and Service
Requests through My Cloud Gateway.

8. SERVICE MAINTENANCE

8.1 To facilitate improvements to our Service(s) it is necessary to carry out essential work from time
to time. These activities are carefully scheduled through the use of an internal change control
process. Wherever possible, all planning and implementation of changes will be carried out within
the Maintenance Window to minimise the effect on Service(s).

8.2 We will take all precautions to minimise disruption to Service(s) but in some cases, there may
be a period of Service downtime which would be kept to an absolute minimum. Customers will be
notified by us where possible, giving a minimum of 10 working days of any planned schedule of
maintenance that involves disruption to Service(s). We will endeavour to carry out any
improvements within the Maintenance Window. However, unforeseen circumstances may dictate
that improvements are carried out at other times. Notwithstanding such notice, we shall still
provide the Service(s) in accordance with the applicable Service Levels.

8.3 There may be occasions when there is a requirement for an Emergency Change to be carried
out, as much notice will be provided as is possible in the circumstance. Emergency Change will
only be used in exceptional circumstances and will remain subject to our Change Management
process.

9. SERVICE CREDITS

9.1 If we fail to provide the Service(s) within the agreed availability target detailed in Clause 6.1 of
this Schedule, you shall become entitled to the Service Credit specified in the table set out below
corresponding to the relevant Incident Priority level, subject to the following conditions:

a. the Incident did not result from a Customer Cause or a cause outside of our control; and
b. the Incident was promptly notified to us under Paragraph 4 of this Schedule.

Service Credit

Priority 1 For each failure by us to deliver against a Priority 1 (one) Incident within the agreed
SLA as stated herein Paragraph 6.2 of this Schedule, the sum available for credit per
incident is 0.25% of the annual Fees related to the Service(s) affected. For the
avoidance of doubt, an Incident is applied to the calendar month in which it is first
registered irrespective of the date of closure.

For each failure by us to deliver against the Service Availability of 99.95% then the
Availability [available credit will be calculated based on the Service Fees charged within the
calendar month the failure occurred excluding VAT. For the avoidance of doubt, the
Availability SLA is applied to the calendar month in which it is first registered
irrespective of the date of closure.
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9.2 The total amount payable is limited to 1 (one) calendar month of the total aggregate Fees
relating to all affected Service(s) within that calendar month excluding VAT.

9.3 The provision of a Service Credit shall be the sole remedy for a particular Service Level failure.

9.4 Service Credits shall be shown as a deduction from the amount due from you to us in the next
invoice then due to be issued under the Agreement.

10. SERVICE ESCALATIONS

10.1 Should you wish to escalate the priority of an Incident or Service Request, you should do so by
informing the Service Desk in the first instance.

10.2 If you feel that your request(s) is not being managed effectively or you would like to escalate a
particular issue, this can be raised with the Service Desk.

10.3 If the Service(s) are not performing as designed, or the Incident or Service Request has
exceeded its Service Level Target for resolution, the Service Desk will escalate the request and
agree on the update frequency with you.

10.3 A record of escalations will be maintained by the Service Desk, together with the investigation
carried out on the Incident or Service Request and the decision reached. This information will be
referred to periodically when reviewing priority guidelines and general Service Desk improvements.

10.4 Further details of the Escalation Process can be found within the Customer Service Pack
which will be provided during service onboarding.

11. SERVICE COMPLAINTS
1.1 Complaints should be directed to the Service Desk in writing (document or email).

1.2 Further details of the Complaints Process can be found within the Customer Service Pack
which will be provided during service onboarding.
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SCHEDULE 6: PURPOSE DESCRIPTION
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1.  The parties will agree the Purpose of the Processing of Personal Data in this Schedule 6 in

good faith.

2. The parties shall in good faith seek to agree to implement a process whereby the below table
will be made available to Data Subjects and the circumstances where this will be provided.
3. The parties agree to review and update the below table in good faith as reasonably required

from time to time.

Purpose Description

Details

Subject matter of the Processing

Cloud Gateway need to collect and process
Personal Data from the Customer for the purpose
of enabling their access to the Services; and

. The Customer may send packets of unencrypted

Personal Data through Cloud Gateway's network
and if there was ever an issue with the network and
we have to troubleshoot or provide support
services, Cloud Gateway may inspect these
packets.

What date will sharing commence

At the commencement of the provision of Services.

Categories of Data Subject

—

Customer employees who use the Services.

. Any data subjects referenced within the relevant

data packet.

Type of Personal Data (what categories are
being shared)

pa—

Name, address, email and usernames.

. Any Personal Data contained within the relevant

data packet.

Is there any sensitive/special categories of
Personal Data being shared

This is not envisaged. The Customer must notify
Cloud Gateway of any sensitive Personal Data being
present.

Lawful grounds for sharing (if using consent,
has it been collected and recorded correctly)

1.

Legitimate Interests; and

2. Performance of a Contract.

Duration of the Processing

The duration of this Agreement.

Data Retention Period

In accordance with the Cloud Gateway Privacy Policy
at www.cloudgateway.co.uk/privacy-policy
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