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0 FileAudit

Faster, smarter file
access auditing

Reports Tools

All

reports

* Real-time file access auditing

®* Centralized audit across Windows
files and servers and cloud
storage

Access

* Detect and respond to threats Alerts

* Long-term logs and reports
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Simple, powerful,
and easy to manage

See all file access events across Windows file servers and cloud storage in one
searchable dashboard.

Spot the access, stop the breach.
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Instant clarity for
security investigations
and compliance audits

Easily answer: Who accessed, modified,
moved, or deleted a file, and when?
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What you need in a file
auditing solution

Clarity: See who did what, when, and from where
Simplicity: Easy to deploy and manage

Proactivity & Reactivity: Real-time alerts and fast
answers when you need them
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Most file auditing
solutions

@ rrustrateIT

© Add complexity

€ Create inefficiencies

@ Have hidden costs
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How FileAudit
is different

€@ rast, agentless deployment

€©) Secamless AD integration

© Centralized, clear visibility

@ Automated response to threats
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Why FileAudit is different

Built on 25 years of Active Directory
expertise. Designed for IT pros: clear
answers, fast insights, zero complexity.

FILEAUDIT 8



An established reputation Trusted by 2000+ clients

built over two decades across diverse sectors.
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FILEAUDIT

FileAudit and
zero-trust security

Implement "never trust, always verify”
360° visibility on file and folder access

Automated response to triggered alerts
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Real-time
monitoring

Track every file read, write, move,
share, or delete across all Windows
servers and cloud storage.

Tie access events to specific users
and spot threats live. No more
digging through event logs.

) FILEAUDIT

@ Access reporting

Period 10/02/2025 - Last event h m

{17 accesses)
WWsupport\Cases\UserLock\CAS-AE xslx

\WSupportiCases\Fileaudit\CAS-Flxslx
WWSalesycurrent_month.xlsx
\\Sales\Business\Process\education.pdf
WWSales\Customers\education.xsh
\iSales\Business\countries.pdf

W Operations\OperatingSystemUpdates.docx
\WHR\Hiring\people_operations_Support.docx
\WHR\Hiring\people_operations_Sales.docx
\WHR\Hiring\people_operations_Production.docx
\WHR\Hiring\people_operations_Production.docx
\WHR\Hiring\people_operations_Production.docx
\WHR\Hiring\people_operations_IT.docx
\iDevelopment\Projects\UserLock\Priorities.docx
WWSales\Customers\education.xsh
\WSupportiCases\Fileaudit\CAS-KO xslx
\\Sales\Results\year_results_2018.xlsx

Access type

DEVSRY Write

DEVSRY Write
OMEDRIVE Rename (Cloud)
FILESRVY Write
DROPBOX Unshare (Cloud)
FILESRVY Write
OMEDRIVE Restore (Cloud)
FILESRVY Write

GOOGLE DRIVE Share (Cloud)
BOX Copy (Cloud)
BOX Move (Cloud)
DEVSRY Read

FILESRVY Read

FILESRVY Read

DROPBOX Revert (Cloud)
DROPBOX Download (Cloud)
DROPBOX Creation (Cloud)

Granted
Granted
Granted
Granted
Granted
Granted
Granted
Granted
Granted
Granted
Granted
Granted
Denied

Denied

Granted
Granted
Granted

Date and Time

30/01/2025 18:26:23.000
30/01/2025 07:50:53.000
30/01/2025 13:17:08.000
30/01/2025 19:04:00.000
30/01/2025 14:34:07.000
30/01/2025 12:59:47.000
30/01/2025 15:26:28.000
30/01/2025 14:14:55.000
30/01/2025 15:06:41.000
30/01/2025 09:52:35.000
30/01/2025 12:46:48.000
30/01/2025 15:39:25.000
30/01/2025 15:48:58.000
30/01/2025 10:27:52.000
30/01/2025 07:02:06.000
30/01/2025 09:25:08.000
30/01/2025 12:12:33.000

martinto
holmesph
gatessy
bannerd
bestjo
targalsa
stampje
dentbe
churchsh
churchsh
churchsh
churchsh
churchsh
hayeshi
housewi
youngda
hayeshi

PC-TOMNM
PC-HOLM
PC-5YLVIA
PC-DAVID
PC-JOHNI
PC-5AMT.
PC-JERRY
PC-BEATR
PC-5HIRLE
PC-5HIRLE
PC-5HIRLE
PC-5HIRLE
PC-5HIRLE
PC-HILAR’
PC-WILLIA
PC-DANIE
PC-HILAR’
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Alerts &
automated
response © rercntsin

Get instant alerts for suspicious

activity. Spot ransomware
patterns and insider threats.

What Who
Take action with automated cori

responses (lock accounts, block e
access, stop attacks). '

Object type User

All

) FILEAUDIT

(© Alerts

DELETE FILES ON DEMIED ACCESS FILE COPY
MY_DATA TO ACCOUNTING DETECTION
FILES

1 1 1

NON BUSINESS
HOURS ACCESSES

]

Frequency
Source
Threshold
Client IP Address 100
Time period
Client name 12 Minutes -
Latency period
Process 1 Minut:

MASS FILE
DELETION OR
MOVEMENT

1

path(s)
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Long-term storage
and scheduled
reporting

FILEAUDIT

Retain file access logs securely over time
Generate clear, compliance-ready reports

Support audits and insurance
requirements with less effort

@ Scheduled report configuration

Main

Report

All access events

Scheduled report name

New scheduled report

When

Selection

Since the specified numb... -

7 =| day(s

Raw data I

Source

Client IP Address
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Cloud & hybrid
coverage

* Monitor file access across on-
premises servers and cloud storage

® Gain visibility into hybrid IT
environments without adding
identity risks

* Simplify auditing in complex
infrastructures

) FILEAUDIT
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Easy to deploy
and use

FILEAUDIT

Lightweight, agentless design

Quick setup, no complex scripting
or configuration

Easy for IT teams and non-IT employees
to use daily, not just for auditors

Cloud audit

Staﬂsﬂ []
simple

permissi

MCCess
Alerts
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Use cases

See it. Stop it. Prove it.

The smarter way to audit and secure
file access.
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@ Access reporting

Period 10/02/2025 - Last event - m Filters

Data protection

(17 accesses)

WWsupport\Cases\UserLock\CAS-AE xslx == DEVSRY Write Granted  30/01/2025 18:26:23.000 martinto PC-TOMMI 15D

) S t th 8 d = | t' \WSupportiCases\Fileaudit\CAS-Flxslx == DEVSRY Write Granted  30/01/2025 07:5(:53.000 holmesph PC-HOLMESP  ISD
po u n a u O rl Ze a Ccess I n rea I m e WWSalesycurrent_month.xlsx & ONEDRIVE Rename (Cloud) Granted  30/01/2025 13:17:08.000 gatessy PC-SYLVIAG2  ISD
\\Sales\Business\Process\education.pdf =E FILESRV Write Granted  30/01/2025 19:04:00.000 bannerd PC-DAVIDB2 15D

P b . | . . h 11 h h WWSales\Customers\education.xsh & DROPBOX Unshare (Cloud) Granted  30/01/2025 14:34:07.000  bestjo PC-JOHMBZ 15D
P rove a CCO u nta I Ity Wlt W 0, W at, \iSales\Business\countries.pdf =E FILESRV Write Granted  30/01/2025 12:5%:47.000 targalsa PC-SAMT3 ISD
WT\Operations\OperatingSystemUpdates.docx s ONEDRIVE Restare (Cloud) Granted  30/01/2025 15:26:28.000  stampje PC-JERRYST 15D

W h en, Wh e re" \\HR\Hiring\peaple_operations Supportdocx 8 FILESRY Virite Granted  30/01/2025 14:14:55.000 dentbe  PC-BEATRIXD3 ISD
\WHR\Hiring\people_operations_Sales.docx & GOOGLE DRIVE Share (Cloud) Granted  30/01/2025 15:06:41.000 churchsh  PC-SHIRLEYCZ 15D

WWHR\Hiring\people_operations_Production.docx e BOX Copy (Cloud) Granted  30/01/2025 09:52:35.000 churchsh ~ PC-SHIRLEYCZ2 ISD

[ ] Lowe r ri S k fro m i n s i d e r th re ats a n d WWHR\Hiring\people_operations_Production.docx s BOX Move (Cloud) Granted  30/01/2025 12:46:49.000 churchsh ~ PC-SHIRLEYC2 15D
\\HR\Hiring\people_operations_Production.docx  =m DEVSRY Read Granted  30/01/2025 15:32:25.000 churchsh ~ PC-SHIRLEYCZ 15D

8 d t I \WHR\Hiring\people_operations_IT.docx =E FILESRV Read @ Denied 30/01/2025 15:48:58.000 churchsh ~ PC-SHIRLEYCZ2 ISD

a CCI e n a ex p O s u re \\Development\Projects\UserLock\Priorities.docx  =m  FILESRY Read @ Denied 30/01/2025 10:27:52.000  hayeshi PC-HILARYH1 15D
WWSales\Customers\education.xsh & DROPBOX Revert (Cloud) Granted  30/01/2025 07:02:06.000 housewi PC-WILLIAMHT 15D

\WSupportiCases\Fileaudit\CAS-KO xslx & DROPBOX Download (Cloud) Granted  30/01/2025 09:25:08.000 youngda  PC-DANIELY4 ISD

\\Sales\Results\year_results_2018.xlsx & DROPBOX Creation (Cloud) Granted  30/01/2025 12:12:33.000  hayeshi PC-HILARYH1 15D
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Ransomware
protection

* Identify unusual access spikes
or mass file changes

° Trigger automated responses
to stop ransomware spread

* Protect both local servers
and cloud drives

) FILEAUDIT

(© Alerts

DELETE FILES ON
MY_DATA

1

NON BUSINESS
HOURS ACCESSES

1

DEMIED ACCESS FILE COPY
TO ACCOUNTING DETECTION
FILES

1 1

path(s)

MASS FILE
DELETION OR.
MOVEMENT

1

path(s)
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Compliance

& audit readiness

() FILEAUDIT

Meet compliance standards

and regulatory mandates

Provide auditors with proof
of file access controls

Simplify reporting for security

audits and cyber insurance

accesses

Average
Minimum

Maximum

L

iy

oW O

User acces

5€

A

-]

®000

Status
Granted
Granted
Denied
Granted
Granted
Granted
Granted
Granted
Denied
Denied
Granted

Granted

Date and Time

28/02/2025 11:10:55
27/02/2025 20:57:38
27/02/2025 13:21:30
27/02/2025 12:34:25
27/02/2025 12:01:19
27/02/2025 10:32:02
27/02/2025 09:01:12
27/02/2025 08:57:36
26/02/2025 17:16:27
26/02/2025 15:44:07
26/02/2025 15:04:10
26/02/2025 13:53:41

W

Expand the table

WFILESRVAWHR\Hiring\people_operations_Support.docx

SWFILESRVWWA\HR\Hiring\people_operations_Sales.docx

SWFILESRVW\HR\Hiring\people_operations_Production.docx

Server File Access type
== FILESRY  \\HR\Hiring\people_ope.. Permissions
=R FILESRV  \\HR\Hiring\people_ope.. Write
'= FILESRY  \\HR\Hiring\people_ope.. Share (Cloud)
=8 FILESRV \\HR\Reports\employee.. Write
'= FILESRY  \\HR\Reports\employee.. Rename
=8 FILESRV  \\HR\Hiring\people_ope.. Permissions
=8 FILESRV  \\HR\Reports\employee.. Copy (Cloud)
=E FILESRV  \\HR\Hiring\people_ope.. Write
=8 FILESRV  \\HR\Hiring\people_ope.. Delete
=E FILESRV  \\HR\Reports\employee.. Write
=R FILESRV  \\HR\Hiring\people_ope.. Read
== FILESRY  \\HR\Hiring\people_ope.. Read
Top 5 - Accessed files
14
14

9
9

SWFILESRVVAHR\Hiring'people_operations_IT.docx
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Case studies

How FileAudit helps Active Directory
environments of all sizes and sectors
meet compliance and security goals.
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File access auditing for
ISO 27001 compliance

Cleaver Fulton needed to prove controlled

access to sensitive files for ISO 27001 audits.

FileAudit provided alerts, detailed reports,

and historic access logs.

As a result, auditors receive clear evidence

while IT can respond instantly to queries.

FILEAUDIT 21



HIPAA & PCI DSS for
US healthcare provider

CommuniCare Health Centre had to

monitor access to patient records and meet
HIPAA and PCI DSS requirements.

With FileAudit, they now track reads, writes,

and movements by role.

Compliance is assured, and administrators

benefit from a simple, user-friendly interface.

22
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ENS compliance for
Spanish organization

A Spanish organization needed to comply

with ENS by showing proper file access

controls and enabling forensic investigations.

FileAudit delivered centralized monitoring,

alerts, and reporting on all file activity.

This improved compliance processes and made

incident investigations faster.
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Simplified Windows file
server reports

Native Windows logging was too noisy

and time-consuming for reporting.

FileAudit simplified this with clear, filtered

reports on who accessed which files and when.

The organization now generates reports quickly

and gains better visibility into server activity.
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DFARS compliance
support for defense
contractor

A defense contractor needed to safeguard
controlled unclassified information (CUI) and

demonstrate DFARS compliance.

FileAudit enabled complete tracking of file access,

share usage, and permission changes.

They now meet regulatory demands while

strengthening data protection.

25
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Protection for
proprietary data
for US biotech company

A biotech company wanted to protect sensitive

research data and verify access at all times.

FileAudit provided real-time monitoring, alerts for

suspicious activity, and detailed audit trails.

This secures proprietary data and reduces risks of

leaks or exposure.

) FILEAUDIT
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FILEAUDIT

Our clients

Trusted by over 2000 organizations,
FileAudit scales easily across organizations
of any size, including some of the world’s
most requlated and security-conscious.
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FILEAUDIT

Great software! It gives you a good in-depth look at who and what is

accessing files on your file servers.

We use FileAudit to monitor mass data removal from our file server

and to run reports when files get accidentally moved or deleted.”

Reviewed on Capterra
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FILEAUDIT

Our company reviewed a number of different auditing
packages and in the end, FileAudit stood out to be the
best of breed for both functionality and price. It took

literally only minutes to get setup and running.

Reviewed on Spiceworks
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FILEAUDIT

Like no other. Easy to understand and use.

We got FileAudit due to a breach of trust from a key employee.
We didn’t expect it to happen and when it did we were dumbfounded.

This adds a layer of accountability to all staff members.

Reviewed on Capterra
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FILEAUDIT

One of the best, less intrusive file audit

programs. At a very reasonable cost.

IT Director

Reviewed on G2
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IS Decisions

www.isdecisions.com info@isdecisions.com
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