
                                                                                                             

Version: 12.2021 

DOS attack alert 
 

You might have received a letter and/or email from Sunrise to explain that we’ve been notified of malicious traffic originating from 

a device that uses your home broadband connection. If you have heard from us about this, there’s no need to worry. The advice 

on this page should help sort things out. 

Why have you written to me? 

We believe a device on your home network has participated in a Denial of Service attack, which is where a computer system sends 

a large amount of traffic to another computer system or network with the aim of disrupting its connection to the Internet. 

We take these attacks very seriously, so when we think a customer of ours has a security issue on their network, we send them 

an alert with advice on what to do next. 

What’s happened? 

We’ve received a report that suggests malicious traffic is originating from a device on your home network. We realise this is un-

likely to be your fault, but this kind of abuse is against our Acceptable Use Policy. If the abuse continues we might have to sus-

pend or cancel your broadband service. 

For this reason, it’s important you follow the advice in this article. 

Note: This article is intended to provide advice. Sunrise is not responsible for any issues encountered in the course of resolving the 
issue and is not able to provide any technical support for such problems. 

How can the issue be fixed? 

If you have a basic knowledge of computers and connected devices, there are some steps you can take to secure your email inbox 

and home network.  

Please follow these steps in order: 

1. Check Firewall settings 

a. Access your Router configuration page  

b. Login with your username and password, default will be shown on the Router itself 

c. Select the Port Forwarding option 

d. Remove any rules for ports that you don’t specifically need open. If you are not running any servers then 

you most likely do not need any ports open.  

2. Ensure all devices on your network are protected by a firewall.  

a. It is important to check all your devices sit behind a firewall. 

3. Antivirus Software 

a. We recommend running anti-virus scans across all your devices to detect and remove any infections. 

4. Get up-to-date software 

a. Keep your operating system and application software up-to-date, and install software patches so attackers 
can't take advantage of known problems or vulnerabilities. Many operating systems offer automatic up-
dates. If this option is available, you should enable it. 

Internet Matters 

Sunrise is a Co-Founder and Member of iBarry.ch: a not-for-profit organisation working with online safety experts to bring you all 

the information you need to help keep you and your children safe online. 

For more information about iBarry, please visit https://www.ibarry.ch/en/ 

 


