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Mirai 
 
You may have recently received a letter and/or email from Sunrise explaining we have been notified that an online device on your 
network contains malware named Mirai. If you have received such a communication from us, please follow the advice given on 
this page to resolve the issue. 

Note: This article is intended to provide advice. Sunrise is not responsible for any issues encountered in the course of resolving the 
issue and is not able to provide any technical support for such problems. 

Overview 

Mirai is a form of malware that specifically targets Internet-connect appliances that are connected to your network. These are of-
ten called ‘Internet of Things’ ‘IoT’ devices. These devices can be CCTV systems, smart TVs, smart plugs, NAS (Network Attatchd 
Storage) drives, USB devices etc. 

What has happened? 

We work with a number of not-for-profit organisations across security sectors that collate information on devices across the Inter-

net that are infected with malware. They have notified us that a device on your home Internet connection (or one connected to 
your home network) is infected with malware. 

We are unable to specify exactly what device in your home is infected, but it is likely to be a ‘smart’ device such as a CCTV camera 
or Network Attached Storage (NAS) drive rather than a traditional computer or laptop. 

If the malware is not removed, the device can be exploited to unwittingly participate in malicious activities, for example a Distrib-
uted Denial of Service (DDoS) attack. 

It is therefore important that you follow the advice in this article. 

How can the issue be fixed? 

We’re here to help and if you have a basic knowledge of computers and connected devices there are a number of steps you can 
take to secure your home network. Make sure you follow these steps in order. 

1. Secure Remote Access to your devices 
 
The Mirai malware targets devices that use the Telnet remote access protocol and still use the default username and 
password set by its manufacturer. These default credentials are often widely available on the Internet, which can allow 
3rd parties to remotely access the device and install malware on it. 

 
To secure Telnet access on your devices, please follow one of the below steps: 

 
Change default passwords 

 
Internet-connected appliances often utilise a default username and password that the manufacturer has set for the 
Telnet service. These are often the same across hundreds if not thousands of devices from that manufacturer. 
 
Changing the password to your own custom password will protect you against your device from being targeted by Mirai 
in the future, as the malware uses a list of common device passwords to connect to your device through Telnet. 

 
Make sure to disconnect the device from the Internet before changing the passwords. 

 
Steps on how to change the Telnet password used by any Internet-connected appliances on your home network vary 
between devices and manufacturers. Consult the documentation that came with your device for details on how to do this. 
 
Disable Telnet access if it isn’t required 

 
If you do not need the Telnet service to be used by systems outside of your home network, it is highly recommended 

that you block it so only devices within your home can use it. 
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The Telnet service does not use encryption, meaning any passwords you send between devices using Telnet are sent 
across in plain text – this poses a security risk. 

2. Remove the Mirai infection 
 

Once the Telnet service has been secured using one of the solutions above, the next step is to remove the Mirai infection 
from your device(s). 
 
To do this follow the below steps in order: 
 
- Disconnect the device from the network 

 
- While disconnected from the network, perform a reboot. The Mirai malware exists in dynamic memory so rebooting the 
device will clear the malware 
 
You should reconnect to the network only after rebooting and changing the password. If you reconnect before changing 
the password, the device could be quickly re-infected with the Mirai malware. 

How do I know I’m now safe? 

If you have followed the above advice you can be confident that you have resolved the issue. 

Internet Matters 

Sunrise is a Co-Founder and Member of iBarry.ch: a not-for-profit organisation working with online safety experts to bring you all 

the information you need to help keep you and your children safe online. 

For more information about iBarry, please visit https://www.ibarry.ch/en/ 


