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QSnatch 
 
You may have recently received a letter and/or email from Virgin Media explaining we have been notified that an online device on 

your network contains malware named QSnatch. If you have received such a communication from us, please follow the advice 

given on this page to resolve the issue. 

Overview 

QSnatch is a form of malware that was specifically designed to target QNAP Network Attached Storage (NAS) Devices. 

What has happened? 

We work with a number of not-for-profit organisations across security sectors that collate information on devices across the Inter-

net that are infected with malware. They have notified us that a device on your home Internet connection (or one connected to 

your home network) is infected with malware. 

We are unable to specify exactly what device in your home is infected, but it is likely to be a QNAP Network Attached Storage 

(NAS) drive, rather than a traditional computer or laptop. 

If the malware is not removed, the device can be exploited to unwittingly participate in malicious activities. 

It is therefore important that you follow the advice in this article. 

Note: This article is intended to provide advice. Sunrise is not responsible for any issues encountered in the course of resolving the 
issue and is not able to provide any technical support for such problems. 

How can the issue be fixed? 

The issue is only affecting QNAP devices, so we would recommend that you follow the advice provided by QNAP. They have pro-

vided a security advisory with steps on how to remove this malware from your devices. This information can be found here: 

https://www.qnap.com/en/security-advisory/nas-201911-01 

If you need further advice or technical support regarding this malware we recommend contacting QNAP Support via: 

https://www.qnap.com/en/support-ticket/ 

How do I know I’m now safe? 

If you have followed the above advice you can be confident that you have resolved the issue. 

Internet Matters 

Sunrise is a Co-Founder and Member of iBarry.ch: a not-for-profit organisation working with online safety experts to bring you all 

the information you need to help keep you and your children safe online. 

For more information about iBarry, please visit https://www.ibarry.ch/en/ 

 


