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1.​ Our commitment 
We respect your privacy and are committed to protecting your personal information 
when you use our website, mobile application, products, and services (collectively, 
the “Services”). 

We process personal information in accordance with applicable privacy and data 
protection laws, including the Protection of Personal Information Act 4 of 2013 
(“POPIA”) and, where applicable, the General Data Protection Regulation (“GDPR”). 

This Privacy Policy explains how we collect, use, share, store, and protect your 
personal information. 

2.​ What is personal information?  
“Personal information” means information relating to an identifiable, living natural 
person and, where applicable, an identifiable existing juristic person, as defined in 
POPIA. 

This may include your name, contact details, identity or registration number, tax 
number, financial information, payment and transaction information, location 
information, online identifiers, device information, and other information relating to 
your use of our Services. 

In some cases, our identity verification providers or we may process biometric 
information, such as facial imagery or liveness detection data, where necessary to 
verify identity, comply with legal obligations, prevent fraud, support onboarding, or 
provide our Services. 

3.​ Information we collect about you  
We may collect, use, store, and process the following categories of personal and 
business information: 

●​ identification information, including your name, identity number, date of birth, 
company registration information, tax number, and verification information; 

●​ contact information, including your email address, phone number, and physical 
address; 
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●​ financial and transaction information, including payment activity, merchant 
transaction history, bank account information, and other financial information 
relating to your use of our Services; 

●​ device and technical information, including IP address, browser type, operating 
system, device identifiers, cookie information, and usage data relating to your 
interaction with our Services; 

●​ location information, including approximate geolocation derived from your 
device or IP address; 

●​ communications and support information, including your interactions with us 
through customer support, messaging channels, or other communications 
platforms; 

●​ loyalty and rewards information, including tokenised card references used to 
identify loyalty programme members during qualifying transactions without 
storing full card numbers, loyalty transaction activity, rewards accrual and 
redemption information, and interactions through loyalty communication 
channels; 

●​ compliance, risk, and verification information, including fraud prevention data, 
identity verification data, onboarding information, sanctions screening 
information, regulatory information, and information obtained from verification 
or compliance providers; and 

●​ biometric information, such as facial imagery or liveness detection data, 
processed by our identity verification providers or by us, as necessary, to verify 
identity, comply with legal obligations, prevent fraud, support onboarding, or 
provide our Services. 

We may obtain, collect, or verify personal or business information from trusted 
third-party sources, including regulators, public registers, compliance providers, 
identity verification providers, financial institutions, credit bureaus, product partners, 
and other service providers in order to: 

●​ verify your identity or business information; 

●​ support onboarding and compliance processes; 

●​ assess eligibility or suitability for current or future products or services; 

●​ reduce fraud and security risks; 

●​ support product enablement; and 

●​ improve or streamline your experience with Yoco Services. 

4.​ Sources of information we collect about you include:  
We collect information about you from the following categories of sources:  

●​ you directly, when you sign up to become a Yoco merchant;  

●​ your devices (e.g. computers, mobile phones, and tablets) when you interact 
with our website (www.yoco.com) or use our App and Services;  

●​ other sources, including:  
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○​ online advertising and third-party analytics companies;  

○​ credit reference agencies, identity verification agencies and other 
service providers who help us with third-party identity verification, credit 
confirmation and fraud detection;  

○​ third-party service providers that provide services to us that enable us to 
provide our services to you and make our App available to you;  

○​ credit bureaus and financial institutions; and  

○​ publicly available sources (such as public records of criminal convictions 
and arrest records).  

○​ communication platform providers, Card Associations, Banking Partners, 
and other third-party network or commercial partners (as defined in our 
Main Terms and Conditions) that support loyalty services, payment 
processing, customer communications, onboarding, verification, fraud 
prevention, product enablement, or other Yoco Services. 

5.​ How we use your information:  
We use your personal and business information to provide, operate, maintain, 
improve, and support our Services and our relationship with you. 

This includes using your information to: 

●​ onboard and verify merchants and customers; 

●​ provide payment, loyalty, financial services, and other Yoco products and 
services; 

●​ process transactions and maintain merchant accounts; 

●​ communicate with you about your account, transactions, products, support 
requests, and service updates; 

●​ personalise and improve your experience across Yoco Services; 

●​ support onboarding, product activation, eligibility assessments, and future 
product offerings; 

●​ detect, prevent, and investigate fraud, security incidents, financial crime, or 
other misuse of our Services; 

●​ comply with legal, regulatory, risk, and compliance obligations; 

●​ support analytics, reporting, research, testing, and product development; and 

●​ support our service providers, partners, and infrastructure providers in 
delivering Yoco Services. 

We may also use location, device, usage, and technical information to improve 
functionality, security, fraud prevention, and user experience across our Services. 

You can manage certain browser or device permissions, including cookies and 
location settings, in your device or browser settings, though disabling some 
permissions may affect the functionality of our Services. 
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6.​ Purposes of Processing Personal Information  
We process personal and business information where necessary to: 

●​ provide and support Yoco Services; 

●​ establish, maintain, and manage merchant and customer relationships; 

●​ process payments, loyalty transactions, rewards, and other financial or 
partner-enabled services; 

●​ verify identity, business information, tax information, onboarding information, 
and eligibility for current or future products or services; 

●​ conduct onboarding, fraud prevention, sanctions screening, security 
monitoring, risk assessments, and compliance checks; 

●​ comply with legal, regulatory, audit, reporting, and compliance obligations; 

●​ communicate with you regarding your account, transactions, support requests, 
products, promotions, and service updates; 

●​ improve, personalise, develop, test, monitor, and analyse our Services and 
platform infrastructure; 

●​ conduct analytics, internal reporting, market research, and business 
operations; 

●​ enable our service providers, infrastructure providers, verification providers, 
Banking Partners, Card Associations, and other partners to support or provide 
Yoco Services; and 

●​ exercise or protect our legal rights or respond to lawful requests or legal 
processes. 

We may also process aggregated, anonymised, or de-identified information for 
analytics, statistical, research, operational, security, and product improvement 
purposes. 

Where permitted by law, we may retain and reuse verified information previously 
obtained about you or your business to support current or future Yoco products and 
services. 

Please note that we and our service providers on our behalf may also collect data 
generated by automatic measurements of an individual’s biological characteristics, 
such as a fingerprint, voiceprint, eye retinas, irises, or other unique biological 
patterns or characteristics that are used to identify a specific individual and we may 
provide this information to service providers and regulators in order to identify who 
you are or if we are required to by applicable law.  

7.​ Your rights and access to your information  

You may request access to, correction of, or updates to your personal information by 
contacting us at privacy@yoco.com. 
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Where permitted by applicable law, you may also object to certain processing 
activities or request the deletion of personal information that is no longer required 
for lawful or legitimate business purposes. 

We may retain certain information to comply with legal, regulatory, fraud-prevention, 
security, audit, or recordkeeping obligations. 

We take reasonable steps to help ensure that the personal information we process is 
accurate, complete, and up to date.  

8.​ Children's information and special personal information:  

Our Services are not directed at children under the age of 18 and we do not 
knowingly collect personal information from children unless permitted by law or with 
the consent of a competent person, such as a parent or legal guardian. 

In certain circumstances, we may process special personal information or biometric 
information where permitted or required by applicable law, including for identity 
verification, fraud prevention, onboarding, compliance, security, or regulatory 
purposes. 

Where required, we will implement appropriate safeguards and processing 
measures for such information. 

9.​ Sharing of personal information:  

We may share personal and business information with: 

●​ our employees, directors, officers, contractors, advisors, and group companies 
on a need-to-know basis; 

●​ service providers and infrastructure providers that support the operation, 
security, onboarding, verification, analytics, communications, loyalty, payment, 
fraud prevention, compliance, and other Yoco Services; 

●​ Banking Partners, Card Associations, financial services providers, verification 
providers, regulators, product partners, and other commercial partners, where 
reasonably necessary to provide, support, improve, secure, or enable Yoco 
Services; 

●​ payment networks, banks, financial institutions, and other parties involved in 
processing transactions or providing related services; 

●​ regulators, law enforcement authorities, courts, dispute bodies, or other third 
parties where required by law or to protect our legal rights, customers, 
merchants, platform, or Services; and 

●​ current or prospective investors, shareholders, funders, noteholders, debt 
financiers, warehouse providers, joint venture partners, purchasers, or advisors 
in connection with financing activities, investments, financial products, 
commercial partnerships, corporate transactions, restructures, acquisitions, 
securitisations, or sales of business assets. 

© 2026 Yoco 
 



 

We require third parties who process personal information on our behalf to maintain 
appropriate confidentiality, security, and data protection measures and to process 
personal information only for authorised purposes. 

10.​Cross-border transfers of personal information 

Your personal information may be transferred to, stored, accessed, or processed in 
countries outside of South Africa where Yoco, its group companies, shareholders, 
directors, service providers, infrastructure providers, Banking Partners, Card 
Associations, financial services providers, verification providers, funders, 
noteholders, investors, or other partners operate. 

These transfers may be necessary to: 

●​ provide and support Yoco Services; 

●​ facilitate payments, onboarding, verification, loyalty, communications, fraud 
prevention, analytics, financing activities, or financial services; 

●​ support group governance, investment, funding, audit, risk, or compliance 
processes; 

●​ store or process information using cloud or hosted infrastructure; or 

●​ comply with legal, regulatory, or operational requirements. 

Where personal information is transferred across borders, we will take reasonable 
steps to ensure that appropriate security and data protection safeguards are 
implemented in accordance with applicable law. 

11.​ How secure is your information?  

We take reasonable technical, administrative, and organisational measures to protect 
personal information against loss, misuse, unauthorised access, disclosure, 
alteration, or destruction. 

These measures may include: 

●​ access controls and authentication measures; 

●​ encryption and secure data storage; 

●​ network and infrastructure security controls; 

●​ monitoring and fraud prevention measures; and 

●​ internal policies and procedures governing access to personal information. 

Access to personal information is limited to employees, contractors, directors, group 
companies, Banking Partners, Card Associations, regulators, service providers, 
advisors, funders, investors, noteholders, authorised partners, and other authorised 
third parties who require access for legitimate business, operational, financing, 
governance, legal, regulatory, audit, risk, compliance, or support purposes. 
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While we take reasonable steps to protect personal information, no method of 
electronic transmission or storage is completely secure, and we cannot guarantee 
absolute security. 

12.​Retention of information:  

We retain personal and business information for as long as reasonably necessary to: 

●​ provide and support Yoco Services; 

●​ comply with legal, regulatory, tax, accounting, audit, fraud prevention, 
anti-money laundering, sanctions, financing, investment, governance, risk 
management, due diligence, and recordkeeping obligations; 

●​ resolve disputes or enforce our agreements; and 

●​ support legitimate business, operational, financing, investment, security, 
analytics, reporting, product development, and commercial purposes. 

Retention periods may vary depending on the nature of the information, the purpose 
for which it was collected, and applicable legal or regulatory requirements. 

Where reasonably possible, we may anonymise or de-identify information so that it 
cannot be associated with an identifiable person. We may retain and use 
anonymised or de-identified information for research, analytics, statistical, 
operational, security, and product improvement purposes. 

13.​Changes to the Policy 
We may update this Privacy Policy from time to time to reflect changes to our 
Services, legal or regulatory requirements, or our processing activities. 

Where required, we will notify you of changes in accordance with applicable law. 
The latest version of this Privacy Policy will always be available on our website. 

14.​Lodging a Complaint 

If you believe that we have processed your personal information unlawfully or in 
breach of this Privacy Policy, please contact us at privacy@yoco.com so that we can 
investigate and try to resolve your concern. 

You also have the right to lodge a complaint with the Information Regulator of South 
Africa or another applicable supervisory authority. 

Further information is available in our PAIA Manual or on the Information Regulator’s 
website. 
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